
SupportingTime-SensitiveApplicationsonGeneral-PurposeOperating
Systems

AshvinGoel,LucaAbeni,JimSnow, CharlesKrasic,JonathanWalpole
Departmentof ComputerScienceandEngineering

OregonGraduateInstitute,Portland
�

ashvin,luca,jsn ow,k ra sic ,w al pole � @cse.o gi .e du

Abstract

General-purposeoperatingsystemsareincreasinglybe-
ing usedfor serving time-sensitive applications. Sup-
portingtheseapplicationsrequireslow-latency response
from the kernel and from other system-level services.
This paper explores various operating systemstech-
niquesneededto supporttime-sensitive applicationsand
describesthedesignof a time-sensitive, general-purpose
Linux system.We show thata high-precisiontiming fa-
cility togetherwith a well-designedpreemptiblekernel
canbe the basisfor a low-latency responsesystemand
sucha systemcanhave low overhead.We evaluatethe
behavior of realistictime-sensitive user- andkernel-level
applicationsonoursystemandshow that,in practice,it is
possibleto properlysupporttime-sensitive applications
in a general-purposeoperatingsystemwithout compro-
mising the performanceof throughput-orientedapplica-
tions.

1 Intr oduction

Multimediaapplications,andsoft real-timeapplications
in general,are driven by real-world demandsand are
characterizedby timing constraintsthatmustbesatis�ed
for correctoperation;for this reason,wecall theseappli-
cationstime-sensitive. Time-sensitive applicationsmay
require,for example,periodicexecutionwith low jitter,
or responsein a shortperiodof time to externalevents
suchasthearrival of network packets.

To support time-sensitive applications, a general-
purposeoperatingsystemmustrespecttheapplication's
timing constraints.For theseconstraintsto be satis�ed,
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resourcesmustbeallocatedto theapplicationat theap-
propriatetimes,henceresourceallocationmustbeaccu-
rate.

As we will show in Section2, therearesomeimpor-
tant requirementsfor achieving a correctresourceallo-
cation;eachof theserequirementshave beenaddressed
in the pastwith speci�c mechanisms,but unfortunately
general-purposeoperatingsystems,suchasLinux, often
donotsupportor integratethesemechanisms.

This paperfocuseson threespeci�c techniquesthat
can be integrated to satisfy the constraintsof time-
sensitive applications.First, we present�rm timers, an
ef�cient high-resolutiontimermechanism.

Firm timersincorporatethebene�tsof periodictimers,
one-shottimers available on modernhardware [8] and
softtimers[5] andprovideaccuratetimingwith low over-
head. Second,we usea preemptiblekernel designfor
a responsive kernel. Finally, we useboth priority and
reservation-basedCPUschedulingmechanismsfor sup-
portingvarioustypesof time-sensitive applications.We
have integratedthesetechniquesin our extendedversion
of theLinux kernel,which we call Time-SensitiveLinux
(TSL).

Currently, general-purposesystemsprovide coarse-
grainedresourceallocationwith the goal of maximiz-
ing systemthroughput.Sucha policy con�icts with the
needsof time-sensitive applicationswhich requiremore
preciseallocation. Thus, recently several approaches
have beenproposedto improve the timing responseof
a general-purposesystemsuchasLinux [17, 24]. These
approachesincludeimprovedkernelpreemptibilityanda
moregenericschedulingframework. Sincetheir focusis
hardreal-time,they do not evaluatethe performanceof
non-realtime applications.

In contrastTSL focusesonintegratinganef�cient sup-
port for time-sensitive applicationsin a general-purpose
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OSwithout degradingtheperformanceof traditionalap-
plications. One of the main contribution of this pa-
per is to show throughexperimentalevaluationthat us-
ing the above techniquesit is possibleto provide good
performanceto time-sensitive applicationsaswell asto
throughput-oriented applications.

Therestof thepaperis organizedasfollows. Section2
investigatesthe factorsthat contribute to poor temporal
responsein general-purposesystems.Section3describes
thetechniquesthatwe have usedto implementour time-
sensitive Linux system. Section4 evaluatesthe behav-
ior of several timing-sensitive applicationsandpresents
overheadsof our time-sensitive Linux system.Finally, in
Section5 westateourconclusions.

1.1 RelatedWork

Theschedulingproblemhasbeenextensively studiedby
thereal-timecommunity[11, 14, 20]. However, mostof
theschedulinganalysisis basedonanabstractmathemat-
ical modelthat ignorespracticalsystemsissuessuchas
kernelnon-preemptibilityandinterruptprocessingover-
head.Recently, many differentreal-timealgorithmshave
beenimplementedin Linux and in other generalpur-
posekernels. For example,Linux/RK [17] implements
ResourceReservations in the Linux kernel, and RED
Linux [24] providesa genericschedulingframework for
implementingdifferentreal-timeschedulingalgorithms.
Thesekernelstackle the practicalsystemsissuesmen-
tioned above with techniquessimilar to the techniques
presentedin this paper. For example,RED Linux inserts
preemptionpointsin the kernel,andTimesysLinux/RT
(basedon RK technology)useskernelpreemptibilityfor
reducingkernel latency. Kernel preemptibility is also
usedby MontaVistaLinux [1]. However, while theseker-
nelswork well for time-sensitive applications,their per-
formanceoverheadon throughput-oriented applications
is not clear.

A different approachfor providing real-timeperfor-
manceis usedby other systems,suchas RTLinux [6],
RTAI [13], and KURT[21], which decreasethe unpre-
dictability of the systemby running Linux as a back-
groundprocessover a small real-timeexecutive. In this
case,real-timetasksarenot Linux processes,but run on
thelower-level real-timeexecutive,andtheLinux kernel
runsasanonreal-timetask.Thissolutionprovidesgood
real-timeperformance,but doesnot provide it to Linux
applications. Linux processesare still non real-time,
andcannotsupporttime-sensitive applications.Also,na-

tivereal-timethreadsuseacompletelydifferent,andless
evolved,ABI comparedto theLinux one,anddonothave
accessto Linux device drivers.

An accuratetiming mechanismis crucial for support-
ing time-sensitive applications.Thusmostof the exist-
ing real-time kernelsor real-time extensionsto Linux
provide high resolution timers. The high resolution
timersconceptwasproposedby RT-Mach [19] andhas
subsequentlybeenusedby several other systemssuch
as Rialto [9]. In a general-purposeoperatingsystem,
the overheadof suchtimerscanaffect the performance
of throughput-oriented applications. This overheadis
causedby the increasednumberof interruptsgenerated
by the timing mechanismand can be mitigatedby the
soft-timermechanism[5]. Thus,our �rm-timer imple-
mentationusessoft timers.

Finally, the Nemesisoperatingsystem[10] is de-
signedfor multimediaandothertime-sensitive applica-
tions. However, its structureand API is very different
from the standardprogrammingenvironment provided
by general-purposeoperatingsystemssuch as Linux.
Ourgoalis to minimizechangesto theprogrammingen-
vironmentto encouragethe useof time-sensitive appli-
cationsin ageneral-purposeenvironment.

2 Time-SensitiveRequirements

As said,to respectapplications'temporalconstraintsre-
sourcesmustbeallocatedat theappropriatetimes,where
theappropriatetimesaredeterminedby eventsof interest
to theapplication,suchasreadinessof avideoframefor
display. Hence,we canview thetimelineof theapplica-
tion asa sequenceof sucheventsandthecorresponding
application's activations. For example,Figure1 shows
aneventandthecorrespondingactivation. As the�gure
shows, thereis a latency betweenthe event andthe ac-
tivation. This latency hasthreecomponentscalledtimer
resolutionlatency, non-preemptiblesectionlatencyand
schedulinglatencyasshown in the�gure, which depicts
the execution sequencein a systemafter a wall-clock
time event. A time-sensitive systemneedslow total la-
tency.

Therearethreerequirementsfor providing allocations
with low latency: 1) anaccuratetiming mechanism,2) a
responsive kerneland3) anappropriateCPUscheduling
algorithm.Theserequirementsaredescribedbelow.

Timing Mechanism: An accuratetiming mechanismis
crucial for reducinglatency as timer resolutionis
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Figure1: Executionsequenceafterwall-clocktimeexpi-
rationevent.

the most commonsourceof latency in an operat-
ing systemsuchasLinux [4]. Sucha mechanism
canbe implementedef�ciently by usingtwo tech-
niques,one-shottimersavailableon mostcommon
modernhardwareandsoft timers[5]. Thesetech-
niquesare complementaryand can be combined
together. One-shottimers can provide high accu-
racy, but, unlike periodictimers,they requirerepro-
grammingat eachactivation. On an x86 machine,
one-shottimerscanbegeneratedusingtheon-chip
CPUAdvancedProgrammableInterruptController
(APIC).This timerhasveryhighresolutionandcan
bereprogrammedin a few CPUcycles.1

Soft timerscheckandrun expired timersat strate-
gic pointsin thekernelthusreducingthenumberof
hardware generatedtimer interruptsand the num-
ber of user-kernel context switches. We call the
combinationof thesetwo mechanisms,�rm timers.
In Section4.3, we show that the overheadof �rm
timersis not signi�cant.

Responsive Kernel: An accuratetiming mechanismis
not suf�cient for reducinglatency. For example,
even if a timer interrupt is generatedby the hard-
ware at the correct time, the activation could oc-
cur much later becausethe kernel is unableto in-
terruptits currentactivity. This problemoccursbe-
causeeither the interruptmight be disabledor the
kernelis in anon-preemptiblesection.In traditional
kernels,a threadenteringthe kernelbecomesnon-
preemptibleandmusteitheryield the CPU or exit
the kernelbeforean activation canoccur. The so-
lution is to reducethesizeof suchnon-preemptible
sectionsasdescribedin Section3.2.

CPU SchedulingAlgorithm : The schedulingproblem

1In contrast,reprogrammingthestandardprogrammableinterval
timer (PIT) on an x86 is very expensive becauseit requiresseveral
slow out instructionson theISA bus.

for providing preciseallocationshas beenexten-
sively studiedin theliteraturebut mostof thework
relieson somestrict assumptionssuchasfull pre-
emptibility of tasks. A responsive kernel with an
accuratetiming mechanismenablesimplementation
of suchCPUschedulingstrategiesbecauseit makes
theassumptionsmorerealisticandimprovestheac-
curacy of schedulinganalysis. In this paper, we
usetwo different real-timeschedulingalgorithms:
a proportion-periodscheduleranda priority-based
scheduler.

The proportion-periodschedulerprovides tempo-
ral protectionto tasks.With proportion-period,we
model applicationbehavior by identifying a char-
acteristicdelaythattheapplicationcantolerateand
allocatinga �x ed proportionof the CPU within a
periodequalto thedelayto eachtaskin theapplica-
tion. Alternatively, we assignpriorities to all tasks
in someapplication-speci�corderfor usewith the
priority scheduler.

While eachof theserequirementshave beenaddressed
in thepast,they have generallybeenappliedto speci�c
problemsin limited environments.Whenappliedin iso-
lation in the context of a general-purposesystem,they
fail to provide goodtime-sensitive performance.For ex-
ample, a high resolutiontimer mechanismis not use-
ful to user-level applicationswithoutaresponsivekernel.
Thisprobablyexplainswhy soft timers[5] did notexport
their functionality to theuserlevel throughthestandard
POSIXAPI. Conversely, a responsive kernelwithoutac-
curatetiming hasonly a few applications.For example,
the low latency Linux kernel [16] provides low latency
only whenanexternalinterruptsourcesuchasanaudio
cardis used.

Similarly, a schedulerthat provides good theoretical
guaranteesis noteffective whenthekernelis not respon-
sive or its timersarenot accurate.Conversely, a respon-
sive kernel with an accuratetiming mechanismis un-
ableto handlea largeclassof time-sensitive applications
without an effective scheduler. Unfortunately, theseso-
lutionshave generallynot beenintegrated:on onehand,
real-timeresearchhasdevelopedgoodschedulersandan-
alyzedthemfrom a mathematicalpoint of view, andon
theotherhand,therearereal systemsthat provide a re-
sponsivekernelbut providesimplisticschedulersthatare
only designedto befastandef�cient [1]. Real-timeoper-
atingsystemsintegratethesesolutionsfor time-sensitive
tasksbut tendto ignoretheperformanceoverheadof their
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solutionson throughput-orientedapplications[17]. Our
goalis to supportbothtypesof applicationswell.

It is worth noting that latency dueto systemservices,
suchas the X11 server for graphicaldisplay [3] on a
Linux system,hasthesamecomponentsaskernellatency
describedabove. In fact, the simple schedulingmodel
presentedabove assumesthat tasksareindependent.In
a realapplication,taskscanbeinterdependentwhichcan
causepriority inversionproblems.For example,in Sec-
tion 4.2.1weshow thatamultimediaplayerthatusesthe
X11 server for displaycanperformsub-optimallydueto
priority inversion,even if the kernelallocatesresources
correctly. TheX11 server operateson client requestsin
an event-driven mannerandthe handlingof eachevent
is non-preemptibleand generallyin FIFO order. As a
result, time-sensitive clientsexpectingservicefrom the
server observe latenciesthat dependon the time to ser-
vice previous client requests:the performanceof time-
sensitive applicationsdependson not just kernelsupport
for suchapplicationsbut alsothedesignof othersystem
services. Thus in Section3.3 we enhancethe priority
schedulerwith techniquesthatsolve priority inversion.

In thenext section,wepresentthecomponentsof TSL,
providing accuratetimers,a responsive kernel,andtime-
sensitive schedulingalgorithmsto supportthe require-
mentshighlightedabove.

3 Implementing Time-Sensitive Sys-
tems

We proposethree techniques,�rm timers, kernel pre-
emptibility and proportion-periodCPU schedulingthat
aim to reducethetotal latency. Wehave integratedthese
techniquesin the2.4.16Linux kernelto implementTSL.

3.1 Firm Timers

Firm timersprovide anaccuratetiming mechanismwith
low overheadby combiningthreeapproachesfor imple-
mentingtimers:one-shottimers,periodictimersandsoft
timers.One-shottimersprovide high accuracy while pe-
riodic timersandsoft timersprovide low overheadtim-
ing.

Periodic timers are normally implementedwith pe-
riodic tick interrupts. For example,on x86 machines,
this interruptis generatedby theProgrammableInterval
Timer (PIT), andon Linux, theperiodof theinterruptis
10ms.As aresult,themaximumtimerresolutionlatency

is 10 ms. This latency canbe reducedby reducingthe
tick period but this solution increasessystemoverhead
becausemore tick interruptsare generated.To reduce
theoverheadof timers,wehave to move from aperiodic
timer interruptmodelto aone-shottimer interruptmodel
whereinterruptsaregeneratedonly whenneeded.The
following exampleexplainsthe bene�ts of one-shotin-
terrupts. Considertwo taskswith periods5 and 7 ms.
With periodicinterrupts,thetick periodmustbe1 msto
eliminatetimer resolutionlatency. Hencein 35ms,there
would be 35 interruptsgenerated.With one-shotinter-
rupts,interruptswill begeneratedat 5 ms,7 ms,10 ms,
etc.,andthe total numberof interruptsis 11. One-shot
timershave to bereprogrammedfor thenext timer event
at eachactivation (unlike periodictimers)but avoid the
�ood of unwantedinterruptsthatarenecessaryto main-
taingoodaccuracy with aperiodictimerandanaperiodic
interval.

One-shottimersimprove timeraccuracy but have their
own sourcesof overhead.Theseoverheadsoccurdueto
threereasons:1) reprogrammingat eachactivation, 2)
maintenanceof timer datastructures,and 3) increased
interruptswith �ne-grained timing. The datastructures
for one-shottimers are less ef�cient than for periodic
timers.For instance,periodictimerscanbeimplemented
usingcalendarqueues[7] which operatein ������� time,
while one-shottimers requirepriority heapswhich re-
quire �	��
���
�������� time, where � is the numberof active
timers. This differenceexists becauseperiodic timers
have a naturalbucket width (in time) that is the tick pe-
riod of the timer interrupt. Calendarqueuesneedthis
bucket width andderive their ef�ciency by providing no
orderingto timerswithin abucket. One-shot�ne-grained
timershave no correspondingbucket width. Firm timers
areimplementedusingone-shottimers. Below, we de-
scribethe methodsusedby �rm timers to reduceeach
sourceof overhead.

Timer reprogramming: Fortunately, timer reprogram-
ming is inexpensive on modern hardware. For
example,our �rm-timers implementationusesthe
APIC one-shottimer presentin modernx86 ma-
chines. The APIC is setby writing a value into a
registerwhich is decrementedat eachmemorybus
cycleuntil it reacheszeroandgeneratesaninterrupt.
Given a 100 mhz memory bus, a one-shottimer
hasa theoreticalaccuracy of 10 nanoseconds.2This

2In practice,the interrupthandleris muchslower than10 nsand
is thelimiting factorfor timer accuracy.
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timer resideson-chipancanbereprogrammedin a
few cycleswithoutnoticeableperformancepenalty.

Data structures: Firm timers maintain a timer queue
for eachprocessor. Whenthe APIC timer expires,
theinterrupthandlerchecksthetimerqueueandex-
ecutesthe callback function associatedwith each
expired timer in the queue.Expiredtimersarere-
moved while periodictimersarere-enqueuedafter
their expiration�eld is incrementedby thevaluein
their period �eld. The APIC timer is then repro-
grammedto generatean interruptat the next timer
event.

The�rm timerexpirationtimesarespeci�edasCPU
clock cycle values. We usetwo performanceopti-
mizationsin the �rm timersimplementation.First,
theexpiration time is speci�ed asa 32 bit quantity
althoughthe currenttime in CPU cycles is stored
in a 64 bit registerin an x86 processor. The32 bit
expiration valueavoids expensive 64 bit time con-
versionsfrom CPUcyclesto memorycyclesneeded
for programmingtheAPIC timer. This choiceof a
(signed)32 bit valuelimits theuseof �rm timersto
a maximumonesecondtimeouton a moderntwo
Ghz processordue to time roll over. Fortunately,
one-shottimers are not neededfor long timeouts.
Instead,andsecond,�rm timerscombineperiodic
timerstogetherwith one-shottimersfor long time-
outs. A �rm timer for a long timeoutusesa peri-
odic timer to wake up at the last periodbeforethe
timer expiration and then setsthe one-shotAPIC
timer. Hence,our �rm timersapproachonly hasac-
tive one-shottimerswithin onetick period. Since
thenumberof suchtimers, � , is decreased,thedata
structureimplementationis moreef�cient.

Increasedinterrupts: The increasedtimer accuracy of
one-shottimerscomesat thecostof increasedover-
headbecauseevery timer interrupt leadsto a user-
kernelcontext switchthatcanstall theCPUpipeline
andcanresultin cachepollution. Tosolvethisprob-
lem,�rm timersusesoft timers[5]. TheAPIC timer
canbesetto alwaysovershootby a �x edamountof
timecalledtimerlatency. Soft timersaddchecksfor
expiredtimersat strategic pointsin thekernelsuch
assystemcall, interrupt,andexceptionreturnpaths.
In somecases,an interrupt,systemcall, or excep-
tion mayhappenafteratimerhasexpiredbut before
theAPIC timergeneratesaninterrupt.At thispoint,

the timer expiration is handledandtheAPIC timer
is reprogrammedfor thenext timer event. This ap-
proachavoids the extra user-kernel context switch
overheadof the timer interruptat the costof some
timeraccuracy.

Soft timerchecksarenormallyplacedat kernelexit
points,which endcritical sectionsin thekerneland
wheretheschedulerfunctioncanbeinvoked.A pre-
emptiblekerneldesign,asdescribedin Section3.2,
reducesthegranularityof critical sectionsin theker-
nelandthusallows morefrequentsoft timerchecks
andhencecanprovide bettertiming accuracy.

Thetimerovershootor latency valueallowsmaking
a tradeoff betweenaccuracy andoverhead.A small
value of timer latency provides high timer resolu-
tion while a large value decreasesthe timer over-
head. This latency valuecanbe changeddynami-
cally. With a zerovalue,we obtainhardtimersand
with a large value,we obtainsoft timers. A choice
in betweenleadsto ahybridapproachthatisusedby
our �rm timers. This choicedependson thetiming
accuracy neededby theapplication.Ourcurrentim-
plementationusesa singleglobal latency valuebut
it is easyto extendthis implementationsothateach
timercanspecifyits desiredlatency.

We want to provide the bene�ts of the accuratetiming
mechanismto standarduser-level applications.Theseap-
plicationsusethe standardPOSIX interfacecalls such
as nanosleep() , pause() , setitimer() , se-
lect() and poll() . We have modi�ed the imple-
mentationof thesesystemcallsto use�rm timerswithout
changingtheir interface. As a result,unmodi�ed appli-
cationsautomaticallygetincreasedtimeraccuracy in our
system.

3.2 Kernel Responsiveness

A kernelis responsivewhenitsnon-preemptiblesections,
which keepthe schedulerfrom beinginvoked to sched-
ule a task, are small. For example, if the timer inter-
rupt in Figure1 is disabled,the taskcanonly enterthe
readyqueuewhen the interrupt is re-enabled.In addi-
tion, thetaskuponenteringthereadyqueuemaystill not
bescheduledif anothertaskis runningin thekernelin a
non-preemptiblesection.

Thelengthof non-preemptiblesectionsin akernelde-
pendsonthestrategy thatthekernelusesto guaranteethe
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consistency of its internalstructuresandon the internal
organizationof the kernel. Traditionalgeneralpurpose
kernelsallow at mostoneexecution�o w in thekernelat
any giventime by disablingpreemptionwhenanexecu-
tion �o w entersthekernel,i.e.,whenaninterrupt�res or
whenasystemcall is invoked.Thusthenon-preemptible
sectionlatency is equalto themaximumlengthof a sys-
temcall plustheprocessingtimeof all theinterruptsthat
�re beforereturningto usermode. Unfortunately, this
valuecanbeaslargeas100ms[4].

Oneapproachthatreducesnon-preemptiblesectionla-
tency is explicit insertionof preemptionpointsat strate-
gic points inside the kernel so that a threadin the ker-
nel explicitly yields the CPU to someother threadaf-
ter it hasexecutedfor sometime. In this way, the size
of non-preemptiblesectionsis reduced. The choiceof
preemptionpointsdependson systemcall pathsandhas
to be manuallyplacedafter careful auditing of system
code.This approachis usedby somereal-timeversions
of Linux, suchasRED Linux [17] andby Andrew Mor-
ton's low-latency project[16]. Non-preemptiblesection
latency in sucha kerneldecreasesto themaximumtime
betweentwo preemptionpoints.

Anotherapproach,usedin mostreal-timesystems,re-
movestheconstraintof asingleexecution�o w insidethe
kernel. Thus it is not necessaryto disablepreemption
when an execution �o w entersthe kernel. To support
thislevel of kernelpreemptibility, kerneldatamustbeex-
plicitly protectedusingmutexesor spinlocks.TheLinux
preemptiblekernel project [12] usesthis approachand
disableskernelpreemptiononly whenaspinlockis held.
In a preemptiblekernel,thenon-preemptiblesectionla-
tency is determinedby themaximumamountof time for
whichaspinlockis heldinsidethekernel.

Our previous evaluation [4] shows that these ap-
proacheswork fairly well andshouldbeincorporatedin
thedesignof any time-sensitive kernel.Ourexperiments
with realapplicationsin Section4.2show thata respon-
sive kernelcomplementsanaccuratetiming mechanism
to helpimprove time-sensitive applicationperformance.

3.3 CPU Scheduling

TheCPUschedulingalgorithmshouldensurethat time-
sensitive tasksobtaintheircorrectallocationwith low la-
tency. We usetheproportion-periodandpriority models
asdescribedSection2 to scheduletime-sensitive appli-
cations.Theproportion-periodmodelprovidestemporal
protectionto applicationsandallowsbalancingtheneeds

of time-sensitiveapplicationswith non-realtimeapplica-
tionsbut requiresspeci�cationof proportionandperiod
schedulingparametersof eachtask. The priority model
hasasimplerprogramminginterfacebut assumesthatthe
timing needsof tasksarewell-behaved.

3.3.1 Proportion-Period CPU Scheduling

Forasingleindependenttask,thesimplestschedulingso-
lution is to assignthehighestpriority to the task. How-
ever, with thissolution,a misbehaving taskthatdoesnot
yield the CPU can starve all other tasksin the system.
A time-sensitive generalpurposesystemshouldprovide
temporal protectionto taskssothatmisbehavedtasksthat
consume“too much” execution time do not affect the
scheduleof other tasks. The temporalprotectionprop-
ertyissimilarto memoryprotectionin standardoperating
systemsthatprovidesmemoryisolationto eachapplica-
tion.

Our proportion-periodallocationmodelautomatically
provides temporalprotectionbecauseeachtask is allo-
cateda �x ed proportionevery period. The periodof a
task is relatedto someapplication-level delay require-
mentof theapplication,suchastheperiodof a periodic
task,or it canbederived from the jitter requirementsof
a time-sensitive task. The proportionis the amountof
CPUallocationrequiredeveryperiodfor correcttaskex-
ecution.Theproportion-periodmodelcanbeeffectively
implementedusing well known results from real-time
schedulingresearch[15]. In this implementation,classi-
cal real-timeschedulingtechniques(EDFor RM priority
assignment)areusedanda taskis allowedto executeas
a real-timetaskfor a time � equalto the productof its
proportion� andits period � andthenblockingthetask
(or schedulingit asanonreal-timetask)until its next pe-
riod. In thisway, ataskis reshapedsothatit behaveslike
aperiodicreal-timetaskwith parameters��������� andcan
beproperlyscheduledby a classicalreal-timescheduler.
A similartechniqueis usedin networksby traf�c shapers
suchasleaky bucketsor tokenbuckets.

Wehaveimplementedaproportion-periodCPUsched-
uler in Linux to provide temporalprotectionto tasks.
This schedulerusesan EDF schedulingmechanismto
obtainfull processorutilization. In addition,whentwo
taskshave the samedeadline,the one with the small-
estremainingcapacityis scheduledto reducetheaverage
�nishing time.
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3.3.2 Priority CPU Scheduling

In thepriority model,real-timeprioritiesareassignedto
time-sensitive tasksbasedonapplicationneeds[11]. One
key problemwith thepriority modelis priority inversion
which occurswhenan applicationis composedof mul-
tiple tasksthat are interdependent.The classicpriority
inversionproblemoccurswith threetasks.For example,
considerasimpleexampleof avideoapplicationconsist-
ing of a client andanX11 server. Let usassumethatthe
client hasbeenassignedthe highestpriority becauseit
is time-sensitive. It displaysgraphicsby requestingser-
vices from the X11 server. Whenit needsto displaya
video frame, it sendsthe frame to the server and then
blockswaiting for the display to complete. If the X11
server hasa priority lower thantheclient's priority, then
it canbepreemptedby anothertaskwith amediumprior-
ity. Hencethemediumpriority taskis delayingtheserver
andthusdelayingthehigh-priorityclient task.

We usea variantof the priority ceiling protocol [20]
calledthehighestlockingpriority (HLP)protocolto cope
with priority inversion.TheHLP protocolworksasfol-
lows: whena taskacquiresa resource,it automatically
getsthehighestpriority of any taskthatcanacquirethis
resource.In theexampleabove, thedisplayis theshared
resourceandthustheX11 servergetsthehighestpriority
amongall time-sensitive clientsaccessingit. Hence,the
X11 server getsthepriority of theclient taskandis not
preemptedby themediumpriority task.

The HLP protocol is very generaland works with
acrossmultiple servers. Interestingly, this protocolhan-
dles the FIFO orderingproblemin server queuesmen-
tionedin Section3. Sinceservershave thehighestprior-
ity amongall theirpotentialclients,they areableto serve
eachrequestimmediatelyafter it is enqueuedand thus
the queuesize is never morethanoneandthe queuing
strategy is not relevant. After servicingthe request,the
next highest-priorityclient is scheduledandthe latency
causedby theserver is minimized.

4 Evaluation

This sectiondescribestheresultsof experimentsweper-
formedto evaluatethe behavior of time-sensitive appli-
cationsrunningon this systemandtheoverheadsof this
system.Our experimentsfocuson evaluatingthebehav-
ior of realistic time-sensitive applicationsrunningon a
loadedgeneral-purposeenvironment,andwererun on a

1.5GhzPentium-4Intel processorwith 512MB of mem-
ory.

4.1 Micr o Benchmarks

Before evaluating the impact of the latency reduction
techniquesusedin TSL on a real application,we per-
formedsomemicro-benchmarksfor evaluatingthe ker-
nel latency asde�ned in Section2.

As previously shown, thekernel latency is composed
by the timer resolutionlatency, the non-preemptiblela-
tency, andtheschedulinglatency. We evaluatedthe�rst
two componentsin isolationby runninga time-sensitive
processthat requiresto sleepfor a speci�ed amountof
time (using the nanosleep() systemcall) andmea-
suresthe time that it actually sleeps. In a �rst set of
experiments,we evaluatedthe timer resolutionlatency,
showing that it is ������� in standardLinux, andthat �rm
timerscanreduceit to few microseconds.

After that, we evaluatedthe non-preemptiblelatency
whenanumberof differentsystemloadsareranin back-
ground. The �rst interestingresultwasthaton standard
Linux theworstcasenon-preemptiblelatency (occurring
when the kernel is copying large amountsof databe-
tweenkernelanduserspace)canarrive to ��� ����� , but
that in mostcommoncasesthenon-preemptiblelatency
is lessthan ������� , and it is hiddenby the timer reso-
lution latency. However, when�rm timersareusedthe
non-preemptiblelatency becomesmorevisible, andit is
possibleto seethat it is easyto obtain latenciesbigger
than !"��� . Usingappropriatekernelpreemptibilitytech-
niques,thelatency canbegreatlyreduced,andTSL pro-
videsamaximumkernellatency of lessthan �#��� onour
testmachine.

The full detailsof the experimentsand more results
arepresentedin our previous paper[4], that we brie�y
summarizedherefor thereader's convenience.

4.2 Latency of RealApplications

After evaluatingthe kernel latency in isolation through
micro-benchmarks,we performedexperimentson two
real applications, mplayer and the proportion-period
schedulerwhich is akernel-level application.Wechoose
audio/videosynchronizationskew asthe latency metric
for mplayer. Thelatency metricfor theproportion-period
scheduleris maximumerror in theallocationandperiod
boundary.
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4.2.1 Mplayer

Mplayer[2] is anaudio/videoplayerthatcanhandlesev-
eral differentmediaformats. Mplayer synchronizesau-
dio andvideostreamsby usingtimestampsthatareasso-
ciatedwith theaudioandvideoframes.Theaudiocardis
usedasa timing source,i.e.,audiosamplesareput in the
audiocardbuffer, andwhena video frame is decoded,
its timestampis comparedwith thetimestampof thecur-
rently playedaudio sample. If the video timestampis
smallerthantheaudiotimestampthentheprogramis late
(i.e., a videodeadlinehasbeenmissed)andthevideois
immediatelydisplayed.Otherwise,thesystemsleepsun-
til the video and audio timestampsare equaland then
displaysthevideo.

On a responsive kernel and with suf�cient avail-
ableCPU capacity, audio/videosynchronizationcanbe
achieved by simply sleepingfor the correctamountof
time. Thus,mplayerusestheLinux nanosleep() call
for synchronization.Unfortunately, if thekernelis unre-
sponsive,mplayerwill notbeableto sleepfor thecorrect
amountof timeleadingto pooraudio/videosynchroniza-
tion andhigh jitter in theinter-framedisplaytimes.Syn-
chronizationskew and display jitter are correlatedand
thusthispaperpresentsresultsonly for audio/videosyn-
chronizationskew.

Wecomparetheaudio/videoskew of mplayeronstan-
dardLinux andon our time-sensitive Linux underthree
competingloads:1) non-kernelCPUload,2) kernelCPU
load,and3) �le systemload.For non-kernelload,auser-
level CPU stresstestis run in thebackground.For ker-
nel CPUload,a large memorybuffer is copiedto a �le,
wherethe kernel usesCPU to move the datafrom the
userto thekernelspace.StandardLinux doesthis activ-
ity in a non-preemptiblesection.This load spends90%
of its executiontime in kernelmode.For the�le system
load, a large directoryis copiedrecursively andthe �le
systemis �ushed multiple timesto createheavy �le sys-
temactivity. In eachof thesetests,mplayeris run for 90
secondsat real-timepriority.

Non-kernel CPU load Figure2 shows theaudio/video
skew in mplayeron a Linux anda time-sensitive Linux
kernelwhenaCPUstresstestis thecompetingload.This
competingloadrunsanin�nite loopconsumingasmuch
CPU as possible. Figure 2(a) shows that for standard
Linux the maximumskew is large and closeto 50 ms
when the X11 server is run at a non-realtime priority.
For most datapoints, the skew lies between-5 ms to

5 ms becauseof Linux's 10 ms timer resolution. Fig-
ure 2(b) shows that the skew for time-sensitive Linux,
whenX11 is run at a non-realtime priority, is still large
(up to $ !"��� ) but doesnot show oscillationsbetween-
5 msand5 ms. Finally, Figure2(c) shows thattheskew
for time-sensitive Linux improves considerablyand is
lessthan250 us whenthe X11 server runsat real-time
priority. Thereal-timepriority valueof X11 is thesame
asthepriority assignedto mplayer.

These�gures show that time-sensitive Linux works
well onanon-kernelCPUloadaslongastheHLP proto-
col,describedin Section3.3.2,is usedto assignpriorities
to time-sensitive tasksandto server taskswith theshared
resources.Linux with theX11 server at real-timeprior-
ity still hasa skew between-5 msto 5 msbecauseof the
timer resolution.

As a result of this experiment,the restof the exper-
imentsin this sectionarerun with mplayerandX11 at
real-timepriority to avoid any user-level priority inver-
sioneffects.

Kernel CPU Load The secondexperimentcompares
the audio/videoskew in mplayer betweenLinux and
time-sensitive Linux whenthebackgroundloadcopiesa
large8 MB memorybuffer to a �le with asinglewrite
systemcall. Figure3(a) shows the audio/videoskew is
as large as 90 ms for Linux. In this case,the kernel
movesthedatafrom theuserto thekernelspacein anon-
preemptiblesection. Figure 3(b) shows that the maxi-
mum skew is lessthan400 us for time-sensitive Linux.
This improvementoccursas a result of improved ker-
nel preemptibility for large write calls in time-sensitive
Linux.

File SystemLoad The third experimentcomparesthe
audio/videoskew in mplayerbetweenLinux and time-
sensitive Linux when the backgroundload repeatedly
copiesa compiledLinux kernelsourcesdirectoryrecur-
sively andthen�ushesthe�le system.Thisdirectoryhas
13000�les and180MB of dataandisstoredontheLinux
ext2 �le system.ThekernelusesDMA for transferring
disk data. Figure4(a)shows that theskew underLinux
canbe ashigh as120 ms while Figure4(b) shows that
skew is lessthan200usundertime-sensitive Linux. This
result shows that time-sensitive Linux can provide low
latenciesevenunderheavy �le-systemanddisk load.
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(b) Time-sensitive Linux, X server
non-realtime
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(c) Time-sensitive Linux, X server
real-time

Figure2: Audio/VideoSkew on Linux andtime-sensitive Linux. Backgroundload is a CPUstresstestthat run an
empty loop. Note that the three�gures have differentscales,andthat the maximumskew in Figure(c) is much
smallerthanthemaximumskew in theothertwo cases.

-10000

0

10000

20000

30000

40000

50000

60000

70000

80000

90000

0 500 1000 1500 2000 2500 3000

D
iff

er
en

ce
 B

et
w

ee
n 

V
id

eo
 a

nd
 A

ud
io

 T
im

es
ta

m
ps

 (
us

ec
)

Video Frame Number

Audio/Video Synchronization

Firm Timers

(a)Linux

0

50

100

150

200

250

300

350

400

0 500 1000 1500 2000 2500 3000

D
iff

er
en

ce
 B

et
w

ee
n 

V
id

eo
 a

nd
 A

ud
io

 T
im

es
ta

m
ps

 (
us

ec
)

Video Frame Number

Audio/Video Synchronization

Firm Timers

(b) Time-sensitive Linux

Figure3: Audio/VideoSkew on Linux andtime-sensitive Linux. Backgroundloadcopiesa 8 MB buffer from user
level to a �le with asinglewrite call. Notethatthetwo �gures have differentscales,andthatthemaximumskew
in Figure(b) is muchsmallerthanin Figure(a)

4.2.2 Proportion-Period Scheduler

Our original motivation for implementing a time-
sensitive Linux systemwas to accuratelyimplementa
proportion-periodscheduler. This scheduleris used
to provide a reservation mechanismfor a higher-level
feedback-basedreal-ratescheduler[22]. The real-rate
schedulerusesanapplication-speci�cprogressratemet-
ric in time-sensitive tasksto automaticallyassigncorrect
allocationsto suchtasks.For example,theprogressof a
producerorconsumerof aboundedbuffer canbeinferred

by measuringthe �ll-le vel of theboundedbuffer. If the
buffer is full, the consumeris falling behindandneeds
more resourceswhile the producerneedsto be slowed
down.

The feedbackallocation accuracy depends(among
other factors)on the accuracy of actuatingproportions.
Therearethreesourcesof inaccuracy in our proportion-
periodschedulerimplementationon StandardLinux: 1)
the periodboundariesarequantizedto multiplesof the
timer resolutionor 10 ms,2) thepolicing of proportions
is alsolimited to thesamevaluebecausetimershave to
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(b) Time-sensitive Linux

Figure4: Audio/Video Skew on Linux andtime-sensitive Linux. Backgroundload repeatedlycopiesa compiled
Linux kernelsourcesdirectoryrecursively andthen�ushes the�le system.Notethatthetwo �gures have different
scales,andthatthemaximumskew in Figure(b) is muchsmallerthanin Figure(a).

beusedto implementpolicing,and3) heavy loadscause
longnon-preemptiblepathsandthuslargejitter in period
boundariesandproportionpolicing. Theseinaccuracies
introducenoisein thesystemthatcancauselargealloca-
tion �uctuationsevenwhentheinputprogresssignalcan
becapturedperfectlyandthecontrolleris well-tuned.

Our time-sensitive Linux's proportion-periodsched-
uleruses�rm-timers for implementingperiodboundaries
andproportionpolicing. To evaluatetheaccuracy of this
scheduler, werantwo processeswith proportionsof 40%
and20%andperiodsof 8192usand512usrespectively.3

Theseprocesseswererun �rst on anunloadedsystemto
verify the correctnessof the scheduler. Then,we eval-
uatedthe schedulerbehavior when the sameprocesses
wererun with competing�le systemload (describedin
Section4.2.1). In this experimenteachprocessruns a
tight loop that repeatedlyinvokes the gettimeofdaysys-
temcall to measurethecurrenttimeandstoresthisvalue
in anarray. Theschedulerbehavior is inferredattheuser-
level by simply measuringthe time differencebetween
successive elementsof thearray. A similar techniqueis
usedby Hourglass[18].

Table1 shows the maximumdeviation in the propor-
tionallocatedandtheperiodboundaryfor eachof thetwo

3Thecurrentproportion-periodschedulerallows taskperiodsthat
are multiplesof 512 us. While this periodalignmentrestrictionis
not neededfor a proportion-periodscheduler, it simpli�es feedback-
basedadjustmentof taskproportions.

processes.This table shows that the proportion-period
schedulerallocatesresourceswith a very low deviation
of lessthan % !"&�� ona lightly loadedsystem.Underhigh
�le systemloadtheresultsshow largerdeviations.These
deviations occurbecauseexecutiontime is “stolen” by
thekernelinterrupthandlingcodewhichrunsatahigher
priority thanuser-level processesin Linux.

Oneway to improve theproportion-periodscheduling
performancein thepresenceof heavy �le systemloadis
to defercertainpartsof interrupt processingafter real-
time processes.We arecurrentlyinvestigatingthis solu-
tion.

An alternative methodfor evaluatingtheschedulerbe-
havior is to useakerneltracer, suchasLTT[23], thatcan
register the occurrenceof certainkey eventsin the ker-
nel. Theseeventscan be analyzedlater after program
execution.Kerneltracersareoftenusedin real-timesys-
temsfor verifying the temporalcorrectnessof the ker-
nel and of time-sensitive applications. We portedLTT
to time-sensitive Linux, and Figure 5 shows a sample
sessionanalyzingtheschedulegeneratedin theprevious
experiments.The tracevisualizerapplicationshows the
schedule,visualizingprocessesexecution(an executing
processis shown in black): the two proportion-period
processes,marked as “unnamedchild” by the tracevi-
sualizerandcharacterizedby PIDs 2493and2492,are
easily recognizable,becausethey usemostof the CPU
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No Load File SystemLoad
Max Proportion Max Period Max Proportion Max Period

Deviation Deviation Deviation Deviation
Task1

Proportion:40%,3276.8us 0.3%( ' 25us) 5us 6%( ' 490us) 534us
Period:8192us

Task2
Proportion:20%,102.4us 0.7%( ' 3us) 10us 4%( ' 20us) 97us

Period:512us

Table1: Deviation in proportionandperiodfor two processesrunningon theproportion-periodscheduleron time-
sensitive Linux.

Figure5: Linux kerneltracer(LTT) helpsto visualizetheschedulegeneratedby two proportion-periodprocesses.

time. Also note that their executionis regular, andco-
incides with the one expectedfor two processeswith
proportion-periods��()�+*,�.-/�10 %)� and �2%��/�.!/�1%)� . All the
nontime-sensitiveprocessescanexecutewhenprocesses
2492and2493exhaustedtheirproportions:for example,
asmallexecutionof thelyx editoris visibleafterthe�rst
periodof process2493.

4.3 SystemOverhead

High resolutiontimersin a generalpurposeOScanpo-
tentiallyhave highoverheads.To mitigatethisoverhead,
our �rm timers implementationcombineshardandsoft
timers. In this section,we presentexperimentsto high-
light the advantagesof �rm timersascomparedto pure
hardtimersandshow that the�rm-timer overheadis ac-
ceptable.

In all theseexperiments,we measuretheperformance
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of a throughput-oriented applicationwhenoneor more
time-sensitive processesare run in the backgroundto
stressthe �rm timers mechanism. For the throughput
application,we selectedpovray, a ray-tracingappli-
cationandusedit to rendera standardbenchmarkimage
calledskyvase .

Figure 6 shows the performanceoverheadof �rm
timersascomparedto standardLinux timerswhenmulti-
ple periodictime-sensitive processesarerunningsimul-
taneously. We conductedexperimentswith 20 and 50
timers running with 10 ms and 100 ms period. The
overheadis de�ned as the ratio of the time neededby
povray to rendertheimagein time-sensitive Linux and
the time neededto renderthe sameimagein standard
Linux. The�gures show theoverheadfor time-sensitive
Linux with purehardtimers, �rm timerswith accuracy
500 us, and pure soft timers. These�gures show that
puresoft timersdo not have any overheadascompared
to standardLinux timers(exceptwhen50 time-sensitive
processeswith period10 msarerun),hardtimershave a
slightly greateroverheadand�rm timers,in thiscase,do
notprovide muchimprovement.

We alsoperformedthesameexperimentbut with pe-
riodic processesrunning at higher frequencies.Figure
7 shows the time neededto renderthe imagewhen 20
periodicprocessesarerun with a periodof 1 ms. We do
notcomparetheseresultswith Linux becauseLinux does
not support1 mstimer accuracy. Thebene�t of the�rm
timers mechanismfor improving throughputbecomes
obviouswhentheprocessperiodsaremadeshorter.4

4Notethatthelow executiontimewith puresoft timersis because

The previous experimentsshow that purehardtimers
have lower overheadin somecasesand�rm timershave
lower overheadin other cases. This result can be ex-
plainedby the fact that thereis a cost associatedwith
checkingwhetherasoft timerhasexpired.Thus,thesoft
timersmechanismiseffective in reducingoverheadwhen
enoughof thesechecksresultin the�ring of asoft timer.
Otherwisethe �rm-timer overheadascomparedto pure
hardtimerswill behigher.

Moreformally, thepreviousbehavior canbeexplained
asfollows. Let

�
bethetotalnumberof timersthatmust

�re in a given interval of time, 3 the numberof hard
timersthat �re, 4 be the numberof soft timersthat �re
(hence,�65 38794 ) and : bethenumberof checksfor
soft timersexpirations. Let :<; be the cost for �ring a
hardtimer, :>= bethecostof �ring asoft timer, and :<? be
thecostof checkingif somesoft timer hasexpired. The
total costof �ring �rm timersis :

?
:@79:A; 3B79:

=
4 . If

purehardtimersareusedthenthe costis :C;
� . Hence,

�rm timersreducethesystemoverheadif

:A?.:D7D:A; 387D:E=F4HG@:A;
�JI

:A?.:KG@:A;
�L�NM

3
�OM

:E=P4
I

:A?.:KG
�

:A;
M

:E=
�

4
I

4RQ :TS@:
?

Q
�

:A;
M

:
=

�

Thuswhenthe ratio of the numberof the soft timers
that �re to the numberof soft timer checksis suf�-
ciently large (i.e., it is larger than :C?.Q

�
:A;

M
:E=

� ), then
�rm timersareeffective in reducingthehigh-resolution
timersoverhead.In ourexperiments,wemeasured:U;

5

-"&�� , :E=
5 �#&V� , and :A?

5 �/WX�1!/��Y YZ&V� , hencethe
�rm timersmechanismbecomeseffective when 4[Q :\S

�/WX�1!/��Y Y
Q

�2-	MJ���U5]�/W^�)%/�1_ - % , that is to saywhenmore
than

%`WX��*
of thesoft timer checksresultin a soft timer

to be�red.
Note that the numberof checks : dependson the

amountof interruptsandsystemcalls thathappenin the
machine,whereasthe amountof soft timers that �re 4

dependsonhow thechecksandthetimers' deadlinesare
distributedin time. Theoriginal work on soft timers[5]
studiedthesedistributions for a numberof workloads.
Their resultsshow thatfor many workloadsthedistribu-
tionsaresuchthatchecksoftenoccurcloseto deadlines
(thusincreasing4RQ : ), althoughhow closeis verywork-
loaddependent.Firm timershave thebene�t of assuring

notall timers�red at thecorrecttimes.Thusthisvalueshouldnotbe
consideredin thecomparison.
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Figure6: Overheadof �rm timersin time-sensitive Linux ascomparedto standardLinux.

responseevenfor workloadswith poordistributions,yet
retainingthe performancebene�ts of soft timers when
theworkloadpermits.

5 Conclusions

This paperdescribesthe designand implementationof
a time-sensitive Linux systemthat cansupportapplica-
tionsrequiring�ne-grainedresourceallocationandlow-
latency response. The three key techniquesthat we
have investigatedin the context of our time-sensitive
Linux systemare �rm timers for accuratetiming, ker-
nel preemptibility for improving kernel responsiveness
and proportion-periodschedulingfor providing precise
allocationsto tasks.Our experimentsshow thatintegrat-
ing thesetechniqueshelpsprovide allocationsto time-
sensitive taskswith a variationof lessthan400 us even
underheavy CPU,disk and�le systemload. We show
thattheoverheadof time-sensitive Linux on throughput-
oriented applicationsis low and thus such a system
can be usedeffectively for time-sensitive and general-
purposeapplications.

Although the �rst resultspresentedin this paperare
promising, TSL still need further investigation,since
thereare openissuesrelated,for example, to interrupt
service,to network latencies,andto �rm timersperfor-
mance. For �rm timers in particular, we interestedin
investigatingwhetherreal workloadscommonlyleadto
the 4RQ :eSgf conditionunderwhich �rm timersareef-
fective.
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