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Publications

(reverse order)

22. K. Dyer, S. Coull, T. Ristenpart and T. Shrimpton, “Peek-a-Boo, I Still See You: Why
Traffic Analysis Countermeasures Fail”, To appear at IEEE Security and Privacy 2012

21. K. G. Paterson, T. Ristenpart and T. Shrimpton, “Tag size does matter: Attacks and Proofs
for the TLS Record Protocol”, Advances in Cryptology — ASIACRYPT 2011, Lecture Notes in
Computer Science, vol. 7073 pp. 372-389 Springer, 2011

20. T. Ristenpart, T. Shrimpton and H. Shacham, “Careful with Composition: Limitations of
the Indifferentiability Framework”, Advances in Cryptology — EUROCRYPT 2011, Lecture Notes
in Computer Science, vol. 6632, pp. 487-506, Springer, 2011

19. M. Fischlin, A. Lehmann, T. Ristenpart, T. Shrimpton, M. Stam and S. Tessaro, “Random
Oracles With(out) Programmability”, Advances in Cryptology — ASIACRYPT 2010, Lecture
Notes in Computer Science, vol. 6477, pp. 303-320, Springer, 2010

18. J. Black, P. Rogaway, T. Shrimpton and M. Stam, “An Analysis of the Blockcipher-Based
Hash Functions from PGV”, Journal of Cryptology, vol. 23, no. 4, pp. 519-545, Springer, 2010

17. O. Ozen, T. Shrimpton, M. Stam, “Attacking the Knudsen-Preneel Compression Function”
Fast Software Encryption 2010, Lecture Notes in Computer Science, vol. 6147 , pp. 94-115,
Springer, 2010 [Awarded “Best Paper”]

16. J. Black, M. Cochran and T. Shrimpton, “On the Impossibility of Highly Efficient
Blockcipher-Based Hash Functions”, Journal of Cryptology, vol. 22, no. 3, pp. 311-329, Springer,
2009

15. Y. Dodis, T. Ristenpart and T. Shrimpton “Salvaging Merkle-Damgard for Practical Ap-
plications” , Advances in Cryptology — EUROCRYPT 2009, Lecture Notes in Computer Science,
vol. 4579, pp. 371-388, Springer, 2009

14. T. Shrimpton and M. Stam, “Building a Collision-Resistant Compression Function From
Non-Compressing Primitives”, 35th International Colloquium on Automata, Languages and Pro-
gramming — ICALP 2008, Lecture Notes in Computer Science, vol. 5126, pp. 643-654, Springer,
2008

13. T. Ristenpart and T. Shrimpton, “How to Build a Hash Function From Any Collision-
Resistant Function”, Advances in Cryptology — ASIACRYPT 2007, Lecture Notes in Computer
Science, vol. 4833, pp. 147-163, Springer, 2007

12. E. Andreeva, G. Neven, B. Preneel and T. Shrimpton, “Seven-Property Preserving Iterated
Hashing: ROX”, Advances in Cryptology — ASIACRYPT 2007, Lecture Notes in Computer
Science, vol. 4833, pp. 130-146, Springer, 2007

11. S. Singh and T. Shrimpton, “Verifying Delivered QoS in Multi-hop Wireless Networks”,
IEEE Transactions on Mobile Computing vol. 6, no. 12, pp. 1370-1383, 2007

10. P. Rogaway and T. Shrimpton, “A Provable-Security Treatment of the Key-Wrap Problem”,
Advances in Cryptology — EUROCRYPT 2006, Lecture Notes in Computer Science, vol. 4004,
pp- 373-390, Springer, 2006

9. P. MacKenzie, T. Shrimpton and M. Jakobsson, “Threshold Password-Authenticated Key
Exchange”, Journal of Cryptology, vol. 19, no. 1, pp. 27-66, Springer, 2006

8. J. Black, M. Cochran and T. Shrimpton, “On the Impossibility of Highly Efficient Blockcipher-
Based Hash Functions”, Advances in Cryptology — EUROCRYPT 2005, Lecture Notes in Com-
puter Science, vol. 3494, pp. 526-541, Springer, 2005

7. P. Rogaway and T. Shrimpton, “Cryptographic Hash-Function Basics: Definitions, Impli-
cations, and Separations for Preimage Resistance, Second-Preimage Resistance, and Collision
Resistance”, Fast Software Encryption 2004, Lecture Notes in Computer Science, vol. 3017, pp.
371-388, Springer-Verlag, 2004
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6. P. MacKenzie, T. Shrimpton and M. Jakobsson, “Threshold Password-Authenticated Key
Exchange (Extended Abstract)”, Advances in Cryptology — CRYPTO 2002, Lecture Notes in
Computer Science, vol. 2442, pp. 385-400, Springer-Verlag, 2002.

5. J. Black, P. Rogaway, and T. Shrimpton, “Encryption Scheme Security in the Presence
of Key-Dependent Messages”, Selected Areas in Cryptography — SAC 2002, Lecture Notes in
Computer Science, Vol. 2595, pp. 62-75, Springer-Verlag, 2002.

4. J. Black, P. Rogaway, and T. Shrimpton, “Black-Box Analysis of the Block-Cipher-Based
Hash-Function Constructions from PGV”, Advances in Cryptology — CRYPTO 2002, Lecture
Notes in Computer Science, Vol. 2442. pp. 320-335, Springer-Verlag, 2002.

3. T. E. Shrimpton and S. V. Schell, “Source Enumeration Using a Signal Selective Information
Theoretic Criterion”, Proc. 1997 IEEE Military Communications Conf., Monterey, CA, Nov.
1997, pp. 1092-1097

2. S. V. Schell and T. E. Shrimpton, “Super-Exponentially Convergent Blind Fractionally-Spaced
Equalization and Cochannel Interference Mitigation”, Proc. 1996 IEEE Military Communica-
tions Conf., McLean, VA, Oct. 1996, pp. 607-611

1. S. V. Schell and T. E. Shrimpton, “Super-Exponentially Convergent Blind Fractionally-Spaced
Equalization”, Proc. 29th Asilomar Conf. on Sig., Sys., and Comp., Pacific Grove, CA, Oct.
1995, pp. 703-709

P. Rogaway and T. Shrimpton, “The SIV Mode of Operation for Deterministic or Nonce-Based
Authenticated-Encryption”, Submitted to NIST/ANS X9.102.

1. NSF CAREER award. “CAREER: Design Principles for Cryptographic Hash Functions:
Foundations, Primitives, and Transforms”. Period: 2009-2014. Amount: $400,000. (25%
Funding rate)

2. NSF Cybertrust Grant. “Making Proofs-of-Work Work”, PI: Thomas Shrimpton; co-PI:
Wu-chang Feng. Period: 2006-2009. Amount: $399,711. (20% funding rate)

Bjorn M. Jackobsson, Philip D. MacKenzie and Thomas E. Shrimpton. Method and Apparatus
for Performing Multi-Server Threshold Password-Authenticated Key Exchange. Patent pending,
2002.



Invited Talks

Courses
Taught

Advising

Invited Lecturer, Fast Software Encryption (FSE) 2010. “A provable security perspective on the
design of hash functions.” Seoul, Korea, February 2010

Invited Lecturer, Ecrypt Autumn School on Hash Functions. Tenerife, Spain, November 2009

Invited Lecturer, Ecrypt Summer School on Provable Security. Barcelona, Spain, September
2009

“Cryptographic Hashing: Basics, Blockciphers, and Beyond.” Presented at: IBM Research Labs
(Ziirich, Switzerland, May 2008); University of Oregon (Oregon, USA, May 2007); University of
Bristol (Bristol, UK, November 2006); Katholieke Universiteit Leuven (Leuven Belgium, Septem-
ber 2006); Summer Research Institute, Ecole Polytechnique Federale de Lausanne (EPFL) (
Lausanne, Switzerland, July 2006); INTEL (Oregon, USA, March 2005);

Desiderata for Future Hash Functions. Panelist, NIST Cryptographic Hash Function Worshop,
Washington D. C. October 2005

Cryptographic Hashing Tutorial (and Recent Results). Presented at CRYPTO ’04 Graduate
Student Birds-of-a-Feather, August 2004

Cryptographic Hashing: Blockcipher-Based Constructions, Revisited. Presented at DIMACS
Workshop on Cryptography: Theory meets Practice, New Jersey, USA November 2004.

Modern Cryptography and Communication Security (University of Lugano)
Combinatorics (University of Lugano)

Discrete Structures IT (University of Lugano)

Abstract Algebra and Mathematical Reasoning (University of Lugano)
Theory of Computation (Portland State)

Counting, Probability and Computing (Portland State)

Advanced Topics in Cryptography (Portland State)

Modern Cryptography (Portland State, University of Lugano)

Signals and Systems (UC Davis).

Design and Analysis of Algorithms (TA) (UC Davis).

Robert Terashima (PhD, Portland State University, expected 2015)
Kevin Dyer (PhD, Portland State University, expected 2014)

Morgan Miller (MS, University of Lugano, 2010)

Alex Ross (MS, Portland State University, 2009)

Stephan Bekefi, (Computer Science Undergraduate Honors Thesis, 2007)
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Industrial
Experience

Development
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Secretary, International Association for Cryptologic Research (IACR): 2007-2010
General Chair, CRYPTO 2011

Program Committee Member: CRYPTO 2012 EUROCRYPT 2011, Public Key Cryptogra-
phy 2011, ASTACRYPT 2010, EUROCRYPT 2009, CRYPTO 2008, International Conference
on Applied Cryptography and Network Security 2007 and 2008, 7th International Workshop
on Information Security Applications, IEEE Security in Storage Workshop 2005, Conference on
Information Security and Cryptography 2005,

Reviewer for: EUROCRYPT ’04-’11, CRYPTO ’03,’05-’11, SAC ’05, FSE ’06-11, Asiacrypt '05-
07, TCC ’05-’08, Indocrypto ’06

Referee for: Journal of Cryptography, IEEE Transactions on Information Theory, Journal of
Computer Security, Journal of Systems and Software

Proposal Referee for Army Research Office.

Maseeh College of Engineering and Computer Science, Dean’s “Vision 2030” committee
Graduate admissions committee at Portland State: 2006, 2009
Faculty search committee: 2010, 2011, 2012

Lucent Technologies, Bell Labs Research Intern 6/01-8/01
Developed a provably-secure protocol for password-authenticated key-exchange that is secure
against server compromise.

Statistical Signal Processing, Inc. R & D Consultant 7/97-12/00
Lead engineer on a large GSM signal separation project, with primary responsibilities for devel-
opment of adjacent-channel interference suppression and reduced-state joint maximum-likelihood
sequence estimation (JMLSE) technologies. Investigated multiple competing signal-separation
technologies, including some based on linear-conjugate-linear processors, frequency-shift filters,
and variants of JMLSE.

Booz-Allen & Hamilton, Inc. Sr. Consultant, 3/95-5/97, Consultant 5/94-3/95
Researched, developed and implemented signal processing and communication algorithms and
systems for a broad range of applications including: blind equalization of terrestrial microwave
links, cochannel interference mitigation, direction finding in urban environments, blind-array
beamforming, signal classification, specific emitter identification. Provided technical advice and
oversight for several fielded signals intelligence systems. Identified, helped procure and led two
sole-source contracts ($250k, $100k) for cochannel interference mitigation of GSM signals, and
time-frequency and higher-order statistical analysis of exotic radar signals. Technical contributor
to several multi-million dollar proposal efforts.

National Security Agency Engineering Intern 1/90-8/93
Implemented several small-mission, real-time, DSP chip-based signal processing systems.

C/C++, Python, Linux, Matlab, HTML/CSS



