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From Scytale to Enigma
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Computers & Ciphers
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From Enigma to Colossus
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Public Key Cryptosystems

Fublic key Private key
locks the box  ynlocks the box
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The Killer App’: Factorization
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(Quantum Cryptology

(Quantum factoring means...

Alternatives...

QUANTUM CRYPTOGRAPHY mmp
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What is the problem with classical cryptography?
‘s Secret key cryptography

» Requires secure channel for key distribution
» In principle every classical channel can be monitored passively
» Security iIs mostly based on complicated non-proven algorithms

“*Public key cryptography
» Security Is based on non-proven mathematical assumptions (e.g.
difficulty of factoring large numbers)

» We DO know how to factorize in polynomial time! Shor’s algorithm
for quantum computers. Just wait until one is built.

» Breakthrough renders messages insecure retroactively



Key distribution

Alice Bob
Message Open (insecure) channel Message

Encoder | EESERERRAERSAGEN| Decoder
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Secure channel

*Secret key cryptography requires secure channel
for key distribution.

*Quantum cryptography distributes the key by
transmitting quantum states in open channel.




The holy grail. One-time pad

**The only cipher mathematically proven
‘*Requires massive amounts of key material
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Crypto Definitions. Alice, Bob and Eve

It Is a standard in cryptography to define the
sender, receliver, and interceptor as:

» Alice Is the one who sends the ciphertext
»Bob Is the one who receives the ciphertext

»Eve Is the (evil) one who tries to steal the
plaintext or key




Quantum
Cryptography



Quantum Cryptography

‘s Application of Quantum Information
rather than Quantum Computing

*Not really Cryptography — Quantum Key
Distribution would be better name

*Here we describe one possible
realization using photon polarizations as
qubits

»Nicholas Gisin and his group in Geneva are
one of the leading players in this field




Quantum Cryptography - key

One-Time Pads

‘*Most secure cryptosystem - encode
each bit of message using different
secret random number

Encode: M =N + K modulo 2
Decode: M+ Kmodulo2=N

*Problem: both sender (Alice) and
receiver (Bob) need to have copy of
same set of keys that eavesdropper
(Eve) does not have



Secure Cipher

“+A secure cryptosystem can be
produced from a random key which is
as long as a message.

‘*Process: The ciphertext is the XOR of
the random bits with the plaintext bits

KEY: 110011100100101
Cphertext: 101001001001 101
KEY: 110011100100101



Key Distribution

“* The problem with a stream cipher of this form
IS the distribution of a key

“*If the key Is short so everyone can easily
remember it, then it is also easy to break

“*If the key Is long, so It has to be sent between
the users, it could be intercepted and
compromised



Quantum Key Distribution

*Quantum effects can be used to
distribute a long key with assurances
that the key has not be intercepted

“+To understand this process:
» 1. Consider another form of a qubit
» 2. The standard key distribution format
» 3. Quantum effects




Photons

“* Another form of a qubit could be a photon

** A photon is an electromagnetic wave (we know it as
light)
» A photon consists of an oscillating electric field and an
oscillating magnetic field which lie in perpendicular planes




Qubit: polarization state
of a single phaz‘on

Measure?
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Polarization

“*One property of a photon that is of interest Is ItS
polarization

«* Polarization is a relative term that describes the
plane of the electrical field

» If the photon is traveling along the x-axis then the electric
field can be in any plane




Photon Qubits

+* Define a reference line

“* A photon which is polarized at either O or 45
degrees of the lineisa 0

“* A photon which is polarized at either 90 or
135 degrees of the lineisa 1

0 and 90 degrees are called rectilinear polarization
45 and 135 degrees are called diagonal polarization



Quantum Key Distribution |

“*Alice and Bob want to exchange a key on a
guantum channel and ciphertext on a hormal
channel

If photons are exchanged,
then the quantum channel
could be a fiber optics link



Quantum Cryptography -
polarization bases

**Giles Brassard and Charles Bennett
proposed using qubits to exchange secret
keys in 1984

+BB84 Scheme uses polarization states of
photon as qubit

“*Alice can send photons :

Either - in Horizontal-Vertical Basis with
polarizers set at O and 90 degrees

Or - in Diagonal Basis with polarizers
set at 45 and 135 degrees




Quantum Cryptography -
bases

“*Bob can also choose to receive photons
either in H-V basis or in Diagonal basis

- he does not know Alice’s settings In
advance

1T Alice sends a ‘1’ using H-V setting but
Bob measures photon in Diagonal setting,
Bob will measure a ‘1' 50% of the time and
a ‘0’ for the remaining 50%

How does this help?



Quantum Cryptography
State of the Art

‘*First demonstration system built by
Charles Bennett at 1BM 1n 1989

‘*Many groups now demonstrated real
systems transmitting keys down
commercial optical fibres over many
kilometres e.g. Richard Hughes at LANL,

Nicholas Gisin under Lake Geneva, Paul
Townsend at BT

‘*Hughes group also demonstrated free
space transmission possible



Quantum key distribution

Bob
Alice m Diagonal
detector basis
Diagonal
polarization filters ER Horizontal-
vertical

Horizontal-vertical
polarization filters

3 AN T

Light source | ‘ ‘ | ‘

detector basis

Alice'sbitsequence 1 0110011001110
Bob’s detection basis x| x x N+ Il %
Bob'smeasurement 1 0 01 0011000100
Retained bitsequence 1 — -100-100-1-0



Eavesdropping with wrong reference system
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Complete Example - Set Up

“*Alice selects a random sequence of bits

» Out of this sequence, Alice and Bob will
ultimately construct a common key

7 .
“*Example:
111110010100001000010000001011

Alice must encode these into polarized photons and send
them to Bob along the quantum channel



Encoding Process

“*Alice chooses to encode each bit In
either the rectilinear polarization (+)
form or the diagonal polarization (x)
form Lin

rectilinear

/
“*Summary of polarization forms: 1: x /
+ -

0: x \

+ |



Alice’s Choice

**»Say Alice sends the random bits with
the following choice of polarization:

111110010100001000010000001011

/-\\\//-/\||||\/||/-|//||/\|\\

polarization

Alice sends this sequence of polarized photons to Bob

received



Bob’s Task

“* Bob must measure the direction of the
polarization of Alice’s photons to reconstruct
the set of bits

» However, Bob does not know when Alice used
rectilinear or diagonal polarization so he has to
guess

» If his guess is correct then he will recover the
correct bit

» If his guess is wrong, he has only a 50-50 chance
of recovering the correct bit




Decoding

“*Bob receives Alice’s polarized photons:

VNN NS - N LN L - N

+l+)X + X X + X + X + + X X + X X +X +X +++X +X + X +

1 11100011000100000111101112010

Alice’s Polarization Choice

Q(i—éxxxxx+xx++++xx++x++xx++xx+xx




Eavesdropping Test

“*Now Alice tells Bob the polarizer
orientation for a subset of the bhits and
Bob tells Alice the orientations he used on
that same subset

» For those cases where Alice and Bob agreed,
Alice tells him what bit values he should have
received

1 0 0 0
1 0 0 0

They agree so there was no eavesdropping



Common Key

“*Since the channel is secure, Alice
sends Bob the polarization orientation
for another subset of the bits

»Bob compares the actual polarization with

NS gUESS

»He only uses the bits for which the two
polarizations match (and so does Alice)

KEY



Quantum Cryptography - bad Eve

e After sending stream of bits In
randomly chosen settings, Alice then
telephones Bob and they agree which
are the ‘good’ bits

What use iIs this?

“*Suppose Eve Is Intercepting the bits from
Alice and re-sending them on to Bob

“*Since Eve has to guess which setting Alice
used (H-V or Diagonal) there is now a
probability of % for Alice and Bob to
disagree on the bit sent even when they
use the same settings




The Effect of Eve

“*If Eve Intercepts and measures the photons,
she has to send her measured values on to
Bob

Alice’s Message
VNN NS - NN NN

Eve’s Guess

01111001000010000011210121001010

Eve’s Message
I W T W W W A W A A W I W



Bob’s Test

“*Bob, unaware of Eve’s presence,
decodes the photons:

Eve’s Message
[T W W N O VO A A W O A W A O W IO W

Bob’s Guess

+ + X + XX +X+X++XX+FXX+X+X+++X+ X+ X+
01111@011100100000111110001010

Alice selects check bits — sends polarization and bit information

1 1@ 100 0 1 0 0

ERROR



Photo 1. Alice (uncovered, no thermoisolation installed)
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Commercial status

“ 1d Quantique (Geneva)
first commercially available quantum key distribution system:

Alice % BDb o

- " ': I
A= LR :
: = -
J ( ",
\

* MagiQ Technologies (Bogton)

“» EQUIS project (Heriot-Watt University and Corning; UK)
compact integration into standard PCs

*» + several research groups, telecom/ electronics companies



Key distribution is a central problem in

Main features cryptography. Currently, public key cryptography

~
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~ -

Compact and reliable h -

, is commonly used to solve it. However, these
P Ry oryptography systsm algorithms are vulnerable to increasing computer
P Security guaranteed by quantum physics power. In addition, their security has never been
B Point-to point key distribution MBIy PIOVeN. - ---cmoocoeeoeen. -
p Standard optical fiber ,x"’l’:luantum cryptography exploits a ﬁJndamen\téT\\

: principle of quantum physics - observation
P Distances up to 70 km f\ causes perturbation - to distribute cryptographic )
P Key rate up to 1000 bits/s .. keyswith absolute security.
>

receiver, which can be connected to PC's through
the USE port.

id Quantique
10, rue Cingria 1205 Genéve Switzerland :
Tel: r[fn }Iggzrzla?uz 6929 Fax [+4u;”} 022 781 09 80 @-’2 ntique

email: infoi@idquantique.com
web: hitp://www.idguantique.com A Guantum Leap For Cryptogrophy

QKIS v1.0 Specificalions as of February 2002



Geneva University spin-off makes quantum leap In
secure communications

Swiss company id Quantigue has announced what it claims are the first
commercially available quantum cryptography products - a key distribution
system a random number generator.

Id Quantique is a spin-off of the University of Geneva. It was created Iin
October 2001 by four researchers of the Group of Applied Physics.

Id Quantique is in the news for receiving the coveted Vigier Foundation
Prize.

The company has set its sights on becoming a leader in novel secure
communication systems based on guantum photonics.
In this domain, id Quantique has launched two products:

» The first one, the "Quantum Random Number Generator" (QRNG), is a physical
random number generator based on a quantum physical law.

» It exploits a truly random process - the reflection or the transmission of a
single photon upon incidence on a semi-transparent mirror -

» to generate high quality random numbers for cryptographic purposes, numerical
simulations, statistical studies or gambling.



“* The company's main product is a QKD system, which
enables remote parties to exchange a private cryptographic
key in absolute secrecy, even if other parties are trying to
eavesdrop.

“* The key is exchanged in the form of a sequence of single
photons in an optical fiber.

“» Because of the quantum properties of the photons,
eavesdropping inevitably perturbs the communication and so
IS Immediately detected.

* The prototype commercial system consists of two PC-sized boxes at
either end of a fiber-optic cable, containing lasers for generating the
photons, detectors and cooling devices.

“ It has been successfully tested over a 67-kilometer fiber-optic link
between Geneva and Lausanne, Switzerland, with a net key distribution
rate over that distance of 60 bps (bits per second).

* The system can be deployed over existing fiber-optic cables and the
distribution rate rises to over 1000 bps over shorter distances, id
Quantique said.




“» Eavesdropping inevitably per

turbs the

communication, and is immediately revealed.

“*Hence, unlike all other technologies, this
gquantum key distribution (QKD) system allows

to exchange a cryptographic

Key with

absolute security, guaranteed by the laws of

physics.




Quantum Secuirity...
at last

Quantum Key Distribution System

Aﬁﬂe_ .‘ Bob -

Key distribution over optical fiber
with absolute security



Key exchange rate' over Units
10 km : 4000 Bits/s
20 km : 1500 Bits/s
50 km : 100 Big
Notes

": The key exchange rate depends on the actual fiber attenuation.

Interface
Platform Windows 98 2™ ed, 2000, ME, XP
Interface USB version 1.0, 12 Mbit/s

Plug & Play connection
General information

Emitter Receiver
Optical connector * FC/PC
Operating temperature +10 to +30 °C
Dimension (LxWxH) 32 x 46 x 16 cm
Weight 13 7 kg
Power supply 110 - 230 VAC
Notes

* Other connector type available upon request



Quantum Random
Number Generator
QRNG

True randomness

upon request

Although random numbers are required in countless
applications, their generation is often overlooked. Being
deterministic devices, computers are not capable of
producing random numbers. A physical source of
randomness is necessary. Quanium physics is
intrinsically random. Therefore, it is natural to exploit a
quantum process for such a source. It offers the
advantage over conventional randomness sources like
electronic noise of being robust and invulnerable to
environmental perturbations.

The QRNG is a physical random number generator
exploiting an elementary quantum optics process.
Photons - light particles - are sent one by one onto a
semi-transparent mirror and detected. The exclusive
events (reflection - transmission) are associated to "0" -
"1" bit values.

The operation of the QRNG is continuously monitored to
ensure immediate detection of a failure.

A program supplied with the QRNG produces files of
random numbers and implements standard
randomness tests to analyze the data. A software
development kit (option) allows simple and fast
integration of the QRNG in an existing application.



Never worry again about the quality of your random numbers!

Main features Applications

First low-cost device based on quantum randomness » Cryptography

Output data pass all randomness tests e Hiationg

High generation rate P Statistical research
Compact and reliable

Immediate interruption in case of failure
Easy integration in existing applications
Acquisition and Randomness Tests program
USB plug & play connection

VyVVyVYyVYyVYVYYVYY

Self-powered through USB

id Quantique
10, rue Cingria 1205 Genéve Switzerand E
Tel: (+41) 022 702 69 29 Fax: (+41)022 781 09 8O Id QUﬂﬂthUG

email: info@idquantigue.com
web: http:f/www.idquantique.com A Quantum Leap for Cryptography

CIRMG w34 Specfications &s of February 3002



Performance

Standard Improved Units
Version Version
Random bits rate 10 100 kBits/s
Thermal noise contribution <2 <0.5 %
Biasing factor* <0.1 <0.1 g

Notes
*|p, - p, | where p, and p, are the probabilities to register a "0", respectively a "1".

Interiace
Platform Windows 98 2™ ed, 2000, ME, XP
Interface USB version 1.0, 12 Mbit/s
Plug & Play connection
QRNG power supply
Notes
Alternate platform (Unix) and interface (ethernet) in development
Software
- QRNG Tester Distributed with the QRNG

Intuitive graphical user interface

Acquisition of random number files (binary or text)
Unbiasing procedure (Von Neuman, and Peres)
Standard randomness tests



Software

- QRNG Tester Distributed with the QRNG
Intuitive graphical user interface
Acquisition of random number files (binary or text)
Unbiasing procedure (Von Neuman, and Peres)
Standard randomness tests

- Software development kit Option

Simple and fast integration in existing applications
General information
Operating temperature +10 to +30 e
Dimension (LxWxH) 68x150x188 mm
Weight 850 g
Sales Contact

For further information on this or other products, please contact id Quantique by phone:
(+41) 022 702 69 29 or email: info@idquantique.com

The information and specification set forth above are subject to change at any time by id Quantique
without prior notice. February 2002.



Conclusions?

Feynman “not sure If there was a real problem
with quantum mechanics”

- “Squeeze the difficulty of quantum
mechanics into a smaller and smaller place”

Perhaps the foundation of a new multi-billion
dollar industry!




Possible Homework Projects

“* For a possible homework project, work out
examples of quantum error correction
schemes and compare them to digital error
correction



Possible Exam Questions

“* Remember that even though each question is
worth only 5 to 10 points, the points do add
up to a significant contribution to your overall
grade

“*If there Is a quiz it might cover these Issues:
» What Is a quantum dot?
» Why are errors a problem with quantum systems?
» What does a controlled NOT gate do?



