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that changed states as follows:

0)[4) —  10)|4)
ID14) —  D14)
0)|B) —  [0)|B)
IDIB) — —INIB), (6.9)

We would then be able to construct state | A) as follows.
First, construct

3(10) +11)(14) + 1B)), (6.10)

wherethe cat state has been verified asin Section 4 to make
sure it is close to the desired cat state (i.e., nearly all the
probability amplitude is concentrated in states with either
nearly all 0’'sor nearly al 1's). We next apply the transfor-
mation (6.9) to obtain the state

5(10) + D)14) +5(0) ~ [)B).  (611)
Finally, we observe whether the “cat qubits’ arein the state
|0) £ |1). Thistellsus whether the unobserved qubits con-
tain |A) or |B).

The probability of being in state | A) can be estimated
using the probabilities of error during the quantum calcu-
lation. If this probability is not high enough, we repeat this
step, applying thetransformation (6.9) not to the state (6.10)
but to the output state from the previous step along with a
newly constructed “ cat state.” Repeating this step logarith-
mically many times can be shown to increase this probabil -
ity of being in state | A) to polynomially closeto 1.

To apply the transformation (6.9) to a superposition
|a)|ss)|sc)|sa), itissufficient to apply bitwisethe operation

lag)|bi)lei)|di) — (1) Peetda;) b;) |e;)|di)  (6.12)

to the ith qubit of |a), |ss), |sc) and |sq) for 1 < 7 < n.
This operation is easily accomplished by elementary quan-
tum gatesand asit is abitwise operation, it isfault-tolerant.

The one piece of the computation which we have not yet
described is how to construct an encoded state |sq). This
can be done by techniques similar to those described in this
paper, but there is no space to describe thisin detail.

7. Conclusions

We now estimate the accuracy required to make quan-
tum circuits fault-tolerant with these methods. The only
large binary self-dual codes | know of which are also de-
codable in polynomial time are the [27+1 2™ 27/?] self-
dual Reed-Muller codes[17]. These codes are indeed dou-
bly even, but unfortunately their minimum distance (and er-
ror correction capacity) grows as the square root of their
length n. Thiswill be enough for our purposes, but these

codesare substantially worse than both thetheoretical max-
imum and than the known constructions without all the re-
quired properties.

In order to do s steps of quantum computation with a
low probability of failure, we need a quantum code which
can correct O(log s) errors. Using Reed-Muller codes, this
means we need codewords of length O(log” s). In mea-
suring the syndrome, to be relatively sure that we have not
made an error in computing it, we measure each bit of the
syndrome O(log s) times (thisis probably overkill). Using
the measuring technique described in Section 4, evenif we
make errors while measuring the syndrome, we do not sub-
stantially affect our encoded qubits.

Computing the error syndrome requires a number of
guantum gates proportional to the number of 1'sin the par-
ity check matrix, which in this case is O(log” s). Since
we measure the syndrome O(log s) timesin our correction
step, the entire correction step takes O(log* s) operations.
We need to set theerror rate low enough so that therewill be
less than one error on the average throughout this process,
which meanswe must haveerror ratelessthan O(1/ log* s)
per gate operation. Computation operations on encoded
qubitstake at most O(log* s) steps, so these can also be ac-
complished while ensuring that thereis avery small proba-
bility of making more errors than we can correct.

One additional result which would be nice is the discov-
ery of better binary self-dual error correcting codes which
are aso efficiently decodable; this could substantially in-
crease the asymptotic efficiency of the fault-tolerant quan-
tum circuits described in this paper. Another interesting re-
sult would be amethod for performing rotations on encoded
bits directly, rather than going through Toffoli gates. This
could be accomplished using techniques similar to those in
Section 6if theancillary state cos(6)|sg) +sin(#)|s1) could
be constructed fault-tolerantly for arbitrary 6.

The techniques in this paper pay a moderate penalty
in both space and time for making quantum circuits fault-
tolerant. An interesting question is how much time and
space are really required. The space, for example, could
likely bereduced significantly by using more efficient quan-
tum error correcting codes for memory. Another interest-
ing question is how much noise in quantum gates can be
tolerated while still permitting quantum computation. A
lower bound on this quantity is shown in [1]. Better error-
correcting codes could possibly increase the maximum al-
lowed error rate considerably from O(1/ log®t), but it ap-
pearsthat to get resultsbetter than O(1/ log t), substantially
different techniques may be required.

Finally, the analysis in this paper is purely asymptotic.
An anaysis needs to be done to see how much fault-
tolerance these techniques provide for quantum computa-
tions using specific numbers of gates, and at what cost in
space and time this could be accomplished.



produces the transformation

|soso)[4) —

%( |sososososa) + |Sos1508180)
+|s150818080) + |s151515181) )

|sosi}|A) — %( |sos1S0S0S0) + |SoSoS0s180)
+|s151518080) + |s150815151) )

|siso)|A) — %( |s1s0S0S0sa) + |s151508180)
+|sosos1S0S0) + |sos1515181) )
|s151)]4)  —

%( |s1s150S050) + |$150508180)

|8050818181> ) .

(6.3)

+|8081818080> +

Finally, we measure the first and second encoded qubits.

Suppose we measurethem to be | sgsg ), So both encoded
qubits are 0. Focusing on the elements of the superposi-
tion where the first and second encoded qubits are both O,
we get the transformation given by (6.2), which iswhat we
wanted in the first place. Suppose, however, that we mea-
sure the first and second encoded qubits to be in the state
|sos1). Pulling out the relevant elements of the superposi-
tion, we get

|8080) — |505180>
|8081) - |505050>
|8180) - |515151>
|sis1) —  |s1soso) . (6.4)

This transformation can be converted to the one we want
by first applying a controlled NOT from thefirst qubit to the
third qubit, and then applying a NOT to the second qubit.
These are both Boolean linear operations and so can be
applied fault-tolerantly. Putting these transformations to-
gether, we get

|5050 — |505180 — |505180 — |508050

)
|508050 — |808180)
- |S18050>

— |818181>. (65)

)
|508080> —
)

- |515181

)
|s0s1) —
)

|S150 - |S15150

—~— — — ——

|8181> — |818080> — |818081

It is easy to check that the other two cases (where we ob-
serve [sysg) Or |sis1)), can also be corrected to the de-
sired gate by linear operations. Thus, by observing two of
these five qubits and applying linear operations, we have
achieved what is nearly a Toffoli gate.

We still need to show how to get the complete Toffoli
gate on three qubits, as in Equation (2.5). To do this, we
start with three qubits to which we want to apply the Tof-
foli gate, and apply transformation (6.2) to thefirst two. We
next apply a controlled NOT from our original third qubit
(represented in fourth place below) to the newly introduced
qubit (represented in third place below). We finally apply

|s0) — (Iso) + [s1))/v2, Is1) — (Iso) — |s1))/v2 to
the original third qubit (represented in fourth place below).
This gives the transformation:

|sosose) — \/2|805050>(|50> + |51>)
|sos1s0) — \/2|505150>(|50> + |51>)
|s1sos0) — \/?|815050><|50> + |51>)
|sis150) — \/—|515151><|50> + |51>)
|sosos1) — \/—|505051><|50> |51>)
|sos1s1) — \/—|505151><|50> |51>)
[s1s081) — \/2|515051>(|50> |51>)
[s1s1s1) — \/2|81S150>(|50> |s1)) . (6:6)

We now observethefourth qubitin the expression above. If
we observe [sg), it is easy to see that we have performed a
Toffoli gate. If we observe |s; ), we need to fix the resulting
state up. This can be done by applying the transformation

— (1)

to the three remaining encoded qubits (recall that we mea-
sured the last qubit). Thisisthe composition of thetwo lin-
ear operations |s,sp) — (—1)%° and |s.) — (—1)¢, soit
can be done fault-tolerantly using the methods of Section 5.

|saspse)

1)|saspse) (6.7)

6.2 Constructingtheancillary state

For the last pieceof our algorithm we need to show how
to construct the ancillary state (|505050) + |sos1s0) +
|s1s080) +|s15181)) fault- tolerantly To obtainthis, weuse
the technique we used in Section 4 of introducing a “ cat”
state (1000 ...0) +|111...1))/+/2, which we can check to
ensurethat it isin astate close to the desired state beforewe
useit. We usetwo stateson 3n qubits, the state | A) defined
in (6.1) and the state | B), which are as follows:

[A4) =
|B) =

(Isososo) + |sos150) + |s15080) + [s18181))

1
3
%(|508081> + [sos181) + |s15081) + [s15150)) -
Notethat | A) isthe statewewant, and | B) iseasily convert-
ibleto it by applying a NOT operation to the third encoded
qubit. Note also that

7 (A)+1B)) = 1z(Is0)+1s1))([s0) +s1))(|50) +151)) ,

(6.8
which is easily constructible through operations discussed
in Section 5. Let us now introduce some more notation: let
|0) = ]000...0) and [1) = |111...1), where these states
are both on n qubits. Thus, (|0) + |1))/+/2 isthe cat state
described above. Suppose we could apply atransformation



Recall that we get from the s-basis to the e-basis of our
guantum codes by applying the transformation (3.3) to each
qubit of our codewords. It isclear from the above equations
that applying this transformation to each qubit individually
also appliesthis transformation to the encoded states. Fur-
ther, thistransformationisfault-tolerant. Supposethat there
wereat most r errorsin qubitsof theinput state. Thistrans-
formation is applied separately to each qubit, so the output
statewill also containr errorsinit if the transformation was
applied perfectly. Even if the transformation is imperfect,
an error in one application of a quantum gate can only af-
fect one qubit since the transformation is applied bitwise,
S0 even with noisy gates, this transformation can introduce
only asmall number of errors,

A number of other transformationsof the encoded qubits
can a so be performed by applying them bitwiseto the code-
word. We demonstrate this with an XOR gate. Suppose we
have two different qubits encoded, |s,) and |s;). Expand-
ing these, we have the quantum state

|sa)lss) =277 N " wta) Y |u'+b) (5.2)

weCL w!'eCL

Applying an x0oR from the ith qubit of the first codeword
into the sth qubit of the second codeword, we obtain

9-(n—Fk) Z (|w+a> Z |w’+b+w+a>). (5.3

welCt w!eCL

If w’ ranges over all codewords in C*, then for any fixed
w € Ct, w' 4 w aso ranges over al codewordsin C*.
Thus, the above sum can be rewritten as [s,)|sq43). This
operationworksfor any C withCt C € asinEquation (3.1).
For punctured self-dual codesC, withdim C* = dimC—1,
this gives an XOR gate.

Other operations which can a so be done bitwise are the
phase change operation [s,)|ss) — (—1)%?|s,)|ss) and
(for punctured doubly even self-dual codes), the rotation

Iso) —  lso)
|81> — le81> . (54)
The calculationsfor both of these cases are straightforward.

These above operations which can be done bitwise are
not enough to provide a universal set of gates for quantum
computation. They only generate unitary matrices in the
Clifford group, which is a finite group of unitary transfor-
mationsin 2" -dimensional complex spacethat arisesin sev-
eral areas of mathematics[10]. The transformationsin this
group corresponding to classical computation arethelinear
Bool ean transformations, which can be built out of XOR and
NOT gates. To obtain a set of gates universal for quantum
computation, we add the Toffoli gates asin Equation (2.5).
This construction is discussed in the next section.

6. Toffoli gates

We construct our Toffoli gate in two stages. We first
show how to construct a fault-tolerant Toffoli gate given a
set of ancillary quantum bits known to be in the encoded
state %(|505080> + |505180> + |815080> + |818181>). This
procedureisdone using only linear Boolean operations and
7 /2 rotations on the encoded qubits. We next show how to
fault-tolerantly put a set of ancillary qubits into the above
state. This operation will be somewhat harder, as it cannot
be done using operationsin the Clifford group. To construct
thisstate, weusea“ cat” state (|000 . . .0)+|111...1))/v/2
aswedidin Section 4.

A technique used both in this section and in Section 4
isthat of first constructing an ancillary set of qubits known
to be in a certain state and then using them to perform op-
erations on another set of qubits. This is reminiscent of
techniques used in several quantum communication papers.
In quantum teleportation [5], if two researchers share an
EPR pair, they can use this pair and classical communica-
tion to “teleport” the quantum state of a particle from one
researcher to another. In [6], a small number of “USDA’
pairs of qubits known to be in perfect EPR states can used
to purify aset of noisy EPR states, sacrificing some of them
but yielding a large set of good EPR pairs. This paradigm
may prove useful in other quantum computations.

6.1 Usingtheancillary state

Supposewe had an ancillary set of qubitsknownto bein
the encoded state

|A> = %(|808080>+|808180)—|—|818080>—|—|818181>). (61)
We now show how to use these to make a Toffoli gate on 3
other encoded qubits, using Boolean linear operations and
7/2 rotations. Recall that the Toffoli gate transformsqubits
by negating thethird qubit if and only if thefirsttwoare1's.
We first build a gate that makes the following transforma-
tion taking two encoded qubits to three encoded qubits.

|5080> - |808080)
|5051> - |508180)
|5180> - |818080)
[s1s1) — |sis1s1). (6.2)

Note that this gate adds a third (encoded) qubit, which is
alif and only if thefirst two are both 1's, and which is 0
otherwise. This gate uses the ancillary state | A) described
above, aswell aslinear operations, which can be performed
robustly asin Section 5.

To perform these transformations, we first append the
ancilla|A) to the first two qubits. We next x0OR the third
qubit into thefirst, and thefourth qubit into the second. This



the ancillary qubit (|0) + |1))/+/2 into certain qubits of our
codeword. If everything proceeds without error, this mea-
surement changes the state of our quantum codeword by
XORIiNg [000...00) 4+ |111...11) into the qubits corre-
sponding to 1's in some row of the parity check matrix
H. Since H is a generator matrix for the dual code C*,
it follows after some calculation that this does not change
our codeword. However, if the state of the ancillary qubit
changesin the middle of our computation, we could end up
XORIiNg [000...11) 4+ |111...00) into our quantum code-
word. In this scenario, one error during the quantum error
correction would possibly lead to more errorsin our quan-
tum codeword than it is possible to correct. Thistechnique
thus cannot be used for error correction in quantum compu-
tation.

We useadlightly different technique to measurethe syn-
drome without introducing too many errorsin our quantum
codewords. To measuretheith bit of the syndrome, wefirst
construct a“cat state”

75(/000...0) + [111...1)) (4.1)

wherethe number of qubitsinthisstate (say /) isequal tothe
number of 1'sin the ith row of our parity check matrix H.
(Thisis called a “cat state” after Schrodinger’s renowned
cat, asit is the one of the most unstable states of [ qubits.)
We next verifythe cat state by measuring the X or of random
pairsof itsqubits (thiscan be doneusing an auxiliary qubit).
If al these measurementsare O, thiswill ensure that the cat
stateisasuperpositions of states containing nearly all 0'sor
nearly all 1's, although the relative phase of the all-0'sand
theall-1'sstatesmay still beinerror. If these measurements
arenot al 0's, we construct another cat state and repeat the
process.

To use the cat state, we next rotate each qubit of the cat
state as in transformation (3.3). If we do not make any er-
rors, this gives a state

27 (=02 N ) (4.2)

b:b-1=0

where [ isthe number of qubitsin our cat stateand 1 isthe
length  all-onesvector. In other words, thisis the superpo-
sition of all states with an even number of 1's. Finally, we
X OR each of the qubitsof theith row of the parity check ma-
trix into one of the qubits of the rotated cat state. Sincethis
rotated cat state wasin the superposition of all even-parity
states, if we now measure the qubits in this state, the par-
ity of number of 1'sobserved will be the ith bit of the syn-
drome. More important, even if we have made r errorsin
our calculation, the back action of the X ors on the encoded
state will not introduce more than r errors in qubits of our
codeword. Thus, we can measure bits of the syndrome and
keep our encoded states well protected. This allows us to

correct errorswhileintroducing on the average fewer errors
than we correct.

M easurement of the syndrome using the method aboveis
not guaranteed to give the right answer. What it does guar-
antee is that errors in the measurement operation are un-
likely to produce catastrophic back action which destroys
the encoded state beyond repair. We still need to ensure
somehow that we obtain the right value for the error syn-
drome before attempting to correct the errors. One way
to get the right error syndrome with probability 1 — 1/¢
is to repeat the above measurement O(logt) times. If we
obtain the same error syndrome each time, the probability
that we have made the same error repeatedly is very small.
If we abtain different syndromes, we can keep repeating
the measurement until the same error syndromeis obtained
O(logt) timesin arow. If the error rate is set low enough
this guarantees that we correct the error with probability at
least 1 — 1/¢,

5. XOR Gatesand g Rotations

In order to give our construction for fault-tolerant quan-
tum circuitsin detail, we first need to introduce more facts
about error correcting codes. These can be found explained
in more detail in coding theory books (such as [17]). We
will be using codes with dim(C) — dim(C*) = 1; they
arethusrather inefficient in that they code one qubit into n.
The codes we use can be constructed from self-dual codes
with ¢ = C* by deleting any one coordinate; such codes
are called punctured self-dual codes. If acode C has mini-
mum distance d, the punctured code has minimum distance
at least d — 1 and can thus correct [d/2 — 1] errors. Bi-
nary self-dual codes have the property that all codewords
have an even number of ones, since every codeword must
beperpendicular toitself. Somebinary self-dual codeshave
the additional property that the number of onesin all code-
wordsisdivisible by 4. Theseare called doubly even codes
and their propertiesare useful in constructing fault-tolerant
guantum circuits.

Suppose that we have a punctured self-dual code C with
length n, dimension £ = (n + 1)/2 and minimum dis-
tance d. Consider the corresponding quantum codewords
|sy). From the previous section, we have that the number
of different quantum codewordsis2k — n = 1. Itiseasy
to verify that one of these consists of the superposition of
all codewords in € with even weight (these are the code-
words of C*) and the other consists of the superposition of
all codewords of C of odd weight. We label these |sq) and
|s1) respectively. It isalso easy to seethat the c-basis of our
code looks like:

(Iso) + [s1)),
(Iso) = Is1))- (5.1)

S Sl

|co)

le) =



Suppose we have an [n, k, d] linear code C such that
ctcccFp. (3.2)

We can use C to generate a quantum error correcting code
which will correct errorsinany ¢ = (d — 1)/2 or fewer
qubits. More details and proofs of the properties of these
codes can be found in [11, 27]; in this abstract we only
briefly describe results shown in these papers.

We will be using two different expressionsfor the code-
words of our quantum codes. Thefirst is described in [27].
Supposethat v € C. We obtain aquantum state on n qubits
asfollows:

lsy) =272 Ny 4w (3.2
welCt
Werefer tothisasthe s-basis, and will beusingitin most of
our calculations. It can easily be shown that |s,) = |s,) if
andonly if u+v € C*. Thus, therearedim € — dim C*+ =
2k — n codewords in our quantum code.
By rotating each of the n qubitsin a quantum codeword
asfollows:

0) — d5(10) + 1))

) = &0 -1, (33)
it is easy to verify that we abtain the quantum state
|ey) = 2772 Z(—1)v'w|w> . (3.4)
weC

Aswith the s-basis, it is easily checked that |¢,) = |ey) if
and only if u + v € Ct. We call this the c-basis for our
code; it wasfirst described in [11].

In quantum codes, in order to correct ¢ arbitrary errors,
all that isneeded isbe ableto correct any ¢ errors of thefol-
lowing three types[7, 15]:

1) bit errors, where |0) — |1) and |1) — |0) for some
qubit,

2) phase errors, where |0) — |0} and |1) — —|1) for
some qubit,

3) bit-phase errors, where |0) — |1) and |1) — —|0) for
some qubit.

Phase errors can be converted to bit errorsand vice versaby
applying the change of basisin Equation (3.3). Notethat in
both the s- and the c-bases, the codewords are superposi-
tions of codewordsin our error correcting code C. Thus, to
correct errors in the above quantum error correcting code,
we can first correct bit errors in the s-basis using classical
error correcting techniques, change bases as in (3.3), and
then correct phase errorsin the s-basis (which have become
bit errors in the c-basis) by using the same classical error
correcting code techniques. It remains only to show that
these two correction steps do not interfere with each other;
thisisdonein detail in [11].

4. Correcting errorsfault-tolerantly

To correct errors in quantum codes, we first correct er-
rors in the codewords seen in the |s) basis, we next rotate
each qubit of the code as in Equation (3.3) (this could be
done symbolically); and finally we correct the errorsin the
|c) basis. In either basis, the error correction can be done by
determining which bits are in error by first computing the
(classical) syndrome and then applying aNOT operation (in
the appropriate basis) to those bits which are in error. The
hard part of this procedureturns out to be the determination
of which bitsarein error.

Recall that to determine which bits are in error in clas-
sical codes, we need to compute the syndrome S = Hz7,
where z istheword wearetrying to decode. Thisprocedure
will work equally well for our quantum codes, although in
thiscase it must be done separately for the bit and the phase
errors. It isthis step which is hard to do fault-tolerantly.
Computing the error from the syndromeishard for arbitrary
linear codes, but if we have made agood choice of our clas-
sical code C, then we have a polynomial-time algorithm for
computing the error from the syndrome. Notethat sincewe
can measure the syndrome, this decoding step can be done
on aclassical computer. We discuss later in Section 7 clas-
sical codes which are both polynomial-time decodable and
also strong enough to use to construct fault-tolerant quan-
tum circuits.

The obvious way to measure the syndrome would be the
following. For each row of the parity check matrix H, we
take an ancillary qubit (or ancilla) which starts in the state
|0), perform acontrolled NOT from each of the qubits cor-
responding to 1's in that row of the parity check matrix
into the ancillary qubit, and finally measure this ancillary
qubit. Assuming that we do not make any errors in our
guantum calculations, this works perfectly. Unfortunately,
this method is not robust against quantum errors. One pos-
sible quantum error isameasurement error, wherethe qubit
ismeasured as |0) instead of |1) or vice versa. If thiswere
the only kind of error possible, it could be controlled by re-
peating the measurement several times. Unfortunately, this
method al so permits much worse types of error.

Suppose that we apply the above method, and halfway
through the process (i.e., when we have xored half of
the I's in that row of the parity check matrix H into our
ancillary qubit), the state of the ancilla changes sponta-
neously. We now quite possibly obtain a wrong value for
that bit of the syndrome, but much worse, we have also
changed the state of the quantum codeword. This can
most easily be seen by changing the basisfor all the qubits
in the codeword, as well as for our ancilla, by Equation
(3.3). The effect of this change of basis on an controlled
NOT is to reverse the roles of the control and the target
qubits. Thus, in the rotated basis, our computation XORS



and rotations around the z-axis by ¢, which take

0) — |0)
1) — €21y,

We need theresult that the following set of three gates—
rotations around the z-axis and the z-axisby « /2, and Tof-
foli gates— is a universal set of gates sufficient for quan-
tum computation. The proof of this involves showing that
these gates can be combined to produce a set of gates dense
inthe set of 3-qubit gates. Because of space considerations,
the details are | eft out of this abstract.

The Toffoli gate is athree-qubit gate, as follows:

1000) — [000)
001) — [001)
010) — [010)
011) — |o11)
1100) — [100)
I101) — [101)
I110) — |111)
I111) — |110), (2.5)

The Toffoli gate is areversible classical gate which is uni-
versal for classical computation. The XOR is also a clas-
sical gate, but the only classical functions that can be con-
structed with it are linear Boolean functions; it takes three
bits to provide a reversible classical gate which is univer-
sal for classical computation. (Recall that all quantum gates
must be reversible). We will show that fault-tolerant quan-
tum computationispossibleby showing how to do both = /2
rotations and Toffoli gates fault-tolerantly.

This paper is too short to fully discuss error models in
guantum circuits. We work with a ssimplified error model
which is easy to analyze. We assume that no errors occur
in quantum “wires’ in our circuits, but only in the quan-
tum gates. In practice, unless very stable quantum states
are used to store data, quantum bits will degrade somewhat
between their output by one quantum gate and their input
into another. Practical large-scale quantum computation
thus might require storage of quantum data using error cor-
recting codes and periodic error correction of the memory
in order to avoid excess accumulation of errors. For large
amounts of memory, this may necessitate parallel process-
ing to keep the memory from decaying faster than it can be
accessed.

For the error model in our quantum gates, we assume
for each gate that with some probability p, the gate pro-
duces unreliable output, and with probability 1 — p, the
gate works perfectly. This model thus assumes “fast” er-
rors, which cannot be prevented by the quantum watchdog
(quantum Zeno) effect [19]. Thistype of error encompasses

a standard model for decoherence, where, with some small
probability, the state of agate is*measured” during its op-
eration. Fault-tolerant circuits which can correct “fast” er-
rorsarealso ableto correct “slow” errors. Theseincludethe
standard model of inaccurate gates where the unitary ma-
trices the quantum gates implement are not precisely those
specified. One way to analyze these error modelsisto use
density matrices[19, 2].

3. Error-correcting codes

The construction of quantum error correcting codes re-
lies heavily on the properties of classical error correcting
codes. We thus first briefly review certain definitions and
properties related to binary linear error correcting codes.
We only consider vectorsand codes over F», thefield of two
elements, sowehavel + 1 = 0. A binary vector v € F,
with d 1'sis said to have Hamming weight d. The Ham-
ming distance d (v, w) between two binary vectors v and
w isthe Hamming weight of (v + w).

A code( of length n isaset of binary vectors of length n,
called codewords. In alinear code the codewords are those
vectorsin asubspace of F} (then-dimensional vector space
over the field F, on two elements). The minimum distance
d = d(C) of abinary code C is the minimum distance be-
tween two distinct codewords. If € is linear then this min-
imum distance is just the minimum Hamming weight of a
nonzero codeword.

A linear code C with length n, dimension £ and mini-
mum weight d iscalled an [n, k, d] code. A generator ma-
trix G for acode C isan n by & matrix whose row space
consists of the codewords of C. A parity check matrix H
for this codeis an n by n — k matrix such that Hz? = 0
for any z inthecode. In other words, the row space of H is
the subspace of F perpendicular to C.

For acode C with minimum weight d, any binary vector
inF% iswithin Hamming distancet = | 451 | of at most one
codeword; thus, a code with minimum weight d can correct
t errors madein the bits of a codeword; such acodeis thus
saidto beat error correcting code. Supposewe know avec-
tor y whichisacodeword with ¢ or fewer errors. All thein-
formation needed to correct y is contained in the syndrome
vector s = Hy”. If the syndromeis 0, we know y € C.
Otherwise, we can deduce the positions of the errors from
the syndrome. To correct the errors, we need then only ap-
ply a NOT to the bits in error. Computing the positions of
the errors from the syndrome isin general a hard problem;
however, for many codesit can bedonein polynomial time.

Thedual codeC* of acode( isthe set of vectorsperpen-
dicular to all codewords, that isC* = {v € F§ :v-¢ =0
Ve € C}. Itfollowsthat if G and H are generator and par-
ity check matrices of a code C, respectively, then # and ¢
are generator and parity check matricesfor C*.



those used in this paper.

The rest of the paper is organized as follows. In Sec-
tion 2, we briefly review the quantum circuit model of
guantum computation that we use (which also allows addi-
tional measurement steps during the computation). In Sec-
tion 3, we briefly review the quantum error correcting codes
discovered independently by Calderbank and Shor and by
Steane [11, 27], which are used in our construction. We
also review some of the theory of classical error correcting
codes. In Section 4, we show how errors in quantum infor-
mation encoded in these quantum error correcting codescan
be corrected using slightly noisy gates without introducing
more error than iseliminated. In Sections5 and 6, we show
how to compute using encoded quantum data: Section 5
shows how to perform Boolean linear operations and cer-
tain 7 /2 rotationsand Section 6 shows how to perform Tof-
foli gates. Together, these form a universal set of gates for
guantum computation. In Section 7, we put all these pieces
together to obtain robust quantum computation and we dis-
Ccuss some open problems.

Since our submission of this paper, we have learned that
Zurek and L aflamme have independently investigated gates
that calculate on encoded qubits [32]. Some of their ideas
might be useful for simplifying our constructions.

2. Quantum circuits

The model of quantum computation we use is the quan-
tum circuit model [30]. Our quantum computation will be
done in the quantum state space of n two-state quantum
systems (e.g., spi n-% particles). Each of these two-state
guantum systems can be in a superposition of two quantum
states, which werepresent by |0) and |1). The quantum state
space of n of these particlesis a 2" -dimensional complex
space, with 2™ basisvectors |b1 b5 . . . b, ) indexed by binary
strings of length n. A (pure) quantum stateis simply a unit
vector in this space. Each of the n particles correspondsto
one of the n bit positionsin the indices of the 2" basis vec-
tors. That is, aquantum state is asum

2n—1

> alb) (2.1)

b=0

where the a; are complex numbers with 3, |ap|? = 1.
Each of the n particlesis called a qubit.

A quantum gate on k& qubitsisa2* by 2* unitary matrix
which acts on the quantum state space of & qubits. To apply
this transformation to the quantum state space of n qubits,
we must first decide which k of the n qubits we wish to ap-
ply it to. Wethen apply the unitary transformation to these
coordinate positions, leaving the binary values in the other
coordinates untouched. For quantum computation, we take
k to be some constant (such as 2 or 3). Quantum gateson k

qubits then involve the interaction of only a constant num-
ber of quantum objects and thus are more likely to be phys-
ically realizable. It turns out that for constant £ > 2, as
long asareasonably powerful set of quantum gatesisrealiz-
able, thefunctions computablein quantum polynomial time
doesnot depend on k. Such aset of quantum gates powerful
enough to realize quantum computation is called a univer-
sal set of quantum gates; It has been shown that most sets
of quantum gates are universal [3].

In ameasurement operation, we measure the value (0 or
1) of one of the qubits. Thiswill project the system into a
superposition of states where this qubit has a definite value
of either O or 1. If we measurequbit 7, the qubit will be mea-
sured as 0 with probability

Y el (2.2)

b|bl:0

and 1 with probability

> el (23)

blb,:l

If b; isobserved to be O, say, the relative values of the coef-
ficients o, are preserved on the states |b) with the ith bit of
b being 0, but they are renormalized so the resulting stateis
aunit vector.

A quantum computation is a sequence of quantum gates
and measurements on this 2"-dimensional quantum state
space. In order to produce a uniform complexity class, we
need to require that this sequence can be computed by a
classical computer in polynomial time. We allow the clas-
sical computer to branch depending on the measurement
steps; that is, after a step which measuress;, different quan-
tum gates can be applied depending on whether b; was ob-
served tobe O or 1.

For our fault-tolerant quantum circuits, we need results
on universal sets of gates for quantum computation. One
of the simplest universal sets contains the XoR (also called
the controlled NOT) gate and al one-qubit gates [3]. The
controlled NOT gate, which maps basis states as follows:

00) —[00)
[01) — |01)
0y — i)
[11) — |10), (2.9

operates on two qubits and negates the target qubit if and
only if the control qubit is 1. We say that this XORs the
control qubit into the target qubit. Two canonical one-qubit
gates are rotations around the z-axis by an angle 8, which
take

0) —
i -

cos(6/2)]0) + sin(6/2)|1)
—sin(6/2)]0) + cos(6/2)[1),



inaccuracy, and vice versa. It has already been shown that
the use of quantum error correcting codes[24, 11, 27, 15, 7]
can reduce both decoherence and inaccuracy dramatically
during transmission and storage of quantum data. We build
upon these techniques to show that the use of these codes
can a so reduce decoherence and inaccuracy while perform-
ing computations on quantum data.

Until now, the best estimate on the amount of inaccu-
racy required to permit ¢ stepsof quantum computation was
O(1/t)[9]. Weshow inthispaper that quantum circuitscan
be made substantially more fault-tolerant. For any polyno-
mial size quantum circuit, we show how to construct afault-
tolerant version of the quantum circuit which computesthe
same function and also has polynomial size. This circuit
cantolerate O(1/ log” n) inaccuracy in the quantum gates,
and decoherence averaging O(1/ log® n) per step.

More specifically, we use the quantum circuit model of
computation, augmented with measurement operationsdur-
ing the computation. For noise-free quantum circuits, these
measurement operations can always be delayed until the
end of the computation [2]; thus previous definitions of
guantum circuits have sometimes only permitted measure-
ment steps at the end, as this model is easier to work with
and wasbelieved to beequivalent. It hasnot yet been shown
that measurement operationscan be delayed until the end of
the computation for noisy quantum circuits (although this
seems plausible since noisy quantum gates might be used
to simulate measurement by noisy classical gates, which
caninturn performreliable classical computation [29, 20]).
For now, it appearsto be easier to provide fault-tolerance if
measurement operations are allowed during the computa-
tion. Thereisno fundamental physical reason for requiring
that measurement be delayed until the end of the computa-
tion.

The techniques used in this paper to build fault-tolerant
guantum circuits rely heavily on quantum error correcting
codes[24, 11, 27, 15, 7]. These codes can be used to encode
k quantum bits (qubits) of datainto »n qubitsof dataso asto
protect the data if errors occur in any ¢ of these n qubits,
wheren, k andt are values which depend on the code used.
(But notethat ¢ cannot exceed some upper bound depending
onn and k, analogousto upper boundsin classical informa-
tiontheory [11, 7].) These codeswere previously known to
be potentially useful for storage and transmission of quan-
tum data. It was not clear whether such codes could be
used to prevent errors during quantum computation: more
specifically, it was not known how to computewith encoded
qubits without decoding them, and decoding the qubits in
order to compute exposes them to potentia errors. Further,
decoding or correcting errorsin quantum codesisin itself a
guantum computation. It was not known how to correct er-
rors using noisy quantum gates without possibly introduc-
ing worse errors.

Quantum error-correcting codes map qubits into blocks
of qubits so that a small number of errors in the qubits
of any block has little or no effect on the encoded qubits.
Wefind circuitsfor correcting errorsin the encoding qubits
and for computing with the encoded qubits so that if these
circuits are implemented with slightly noisy gates, only a
small number of errorsresult in the encoding qubitsin each
block, and thus the encoded qubits are not disturbed.

This paper shows both how to correct errorsin encoded
qubits using noisy gates and also how to compute on these
encoded qubits without ever decoding the qubits. We can
thus alternate steps which perform computations on en-
coded qubitswith stepsthat correct any errorsthat have oc-
curred during the computation. If the error probability is
small enough and the errors are corrected often enough, the
probability that we have more errorsthan our quantum error
correcting code can deal with remains small. This ensures
that we have a high probability of completing our compu-
tation before it has been derailed by errors. Our results thus
show that if quantum gates can be made only moderately re-
liable through hardware, substantial further improvements
in reliability may be achievable through software.

At thispoint it may beinformativeto comparethe classi-
cal and quantum situations with respect to computing with
noisy gates. Classical storage and transmission of data
through noisy media can be accomplished with relatively
little overhead by using error correcting codes. However,
performing classical computation with noisy gates is con-
siderably harder. While ad hoc methods can be used to re-
duceerrorin classical computersat relatively low cost, gen-
eral techniques for performing reliable computation with
noisy gates require a logarithmic increase in the size of
classical circuits [14, 21]. These techniques involve keep-
ing several copies of every bit, and periodically reconciling
them by setting them to the majority value [29, 20, 22].

Digital circuitry isreliable enough that these techniques
are only cost-effective when reliability is of paramount im-
portance [22]. The techniques given in this paper are even
more costly in that they require a polylogarithmic increase
in the size of quantum circuits. Quantum gates, however,
are inherently less reliable than classical gates and thusin
the quantum setting, the benefit of these techniques may
justify their cost.

The techniquesin this paper are also related to a differ-
ent classical problem that occursin cryptography. Itispos-
sibleto perform computation on data that has been encoded
and shared among several processors so that the dataknown
collectively by any small subset of the processors gives no
information about the unencoded data [8]. Thisis similar
to the quantum mechanical requirement that measurement
of the states of a small number of qubits in a fault-tolerant
guantum circuit must give no information about the unen-
coded data, and the techniques used in [8] are similar to
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Abstract

It has recently been realized that use of the properties
of quantum mechanics might speed up certain computa-
tions dramatically. Interest in quantum computation has
since been growing. One of the main difficulties in realiz-
ing quantum computation is that decoherence tends to de-
stroy the information in a superposition of statesin a quan-
tumcomputer, makinglong computationsimpossible. Afur-
ther difficultyisthat inaccuraciesin quantumstatetransfor-
mations throughout the computation accumulate, render-
ing long computationsunreliable. However, these obstacles
may not be as formidable as originally believed. For any
guantum computation with ¢ gates, we show how to build a
polynomial size quantum circuit that tolerates O(7 / log® ¢)
amounts of inaccuracy and decoherence per gate, for some
constant ¢; the previous bound was O(1 /t). We do this by
showing that oper ations can be performed on quantumdata
encoded by quantum error-cor recting codeswithout decod-
ing this data.

1. Introduction

It has recently been discovered that certain properties
of quantum mechanics have a profound effect on abstract
models of computation. More specifically, by using the su-
perposition and the interference principles of quantum me-
chanics, one can devise a physics thought experiment giv-
ing a computing machine which is apparently more power-
ful than the standard Turing machine model of theoretical
computer science. Using only polynomial resources, these
guantum computers can compute certain functions which
are not known to be computable on classical digital com-
puters in less than exponential time [26, 23, 25]. The po-
tentially most useful algorithmsfor quantum computersdis-
covered so far include primefactorization and simul ation of
certain quantum mechanical systems.

Given these theoretical results, a natural question is
whether such computers could ever be built. Ingenious de-
signsfor such computers have recently been proposed [13],
and currently several experimentsare underway in attempts
to build small working prototypes[18]. Evenif small quan-
tum computers can successfully be built, scaling these up
to computersthat arelarge enough to yield useful computa-
tions could present formidable difficulties.

One of these difficulties is decoherence [16, 28, 12].
Quantum computation involves manipulating the quantum
states of objects that are in coherent quantum superposi-
tions. These superpositions, however, tend to be quite frag-
ile and decay easily; this decay phenomenon is called de-
coherence. One way of thinking about decoherence isto
consider the environment to be “measuring” the state of a
guantum system by interacting with it [31].

A second potential obstacle to building quantum com-
putersisinaccuracy [16, 9, 4]. Quantum computersarefun-
damentally anal og-type devices, that is, the state of aquan-
tum superposition depends on certain continuous parame-
ters. For example, one of the common quantum gates used
in guantum computationsisa“rotation” of aquantum bit by
an angle . When doing this transformation, there will nat-
urally tend to be some inaccuracy in this angle 6. For the
guantum computation to successfully yield the correct re-
sult, thisinaccuracy must belessthan the amount of inaccu-
racy whichthe computation can tolerate. All quantum gates
are potentially analog in that there will be some amount of
inaccuracy in any physical implementation; that is, the out-
put quantum state will not be precisely the desired state.
What must be shown is that the tolerance of the computa-
tionto theseinaccuraciesislarge enough to permit quantum
gates to be built.

These two difficulties are closely related. Decoherence
can be expressed purely in terms of inaccuracies in the
state of the quantum system and an auxiliary quantum sys-
tem interacting with it called the “environment.” Thus,
decoherence-reduction methods can often be used to correct



