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A DWT-DFT Composite Watermarking
Scheme Robust to Both Affine Transform
and JPEG Compression
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Abstract—Robustness is one of the crucial important issues rotation, scaling, cropping, change of aspect ratio and shearing.
in watermarking. Robustness against geometric distortion and These geometrical distortions cause the loss of geometric syn-
JPEG compression at the same time with blind extraction remains chronization that is necessary in watermark detection and de-

especially challenging. In this paper, a blind discrete wavelet . L L .
transform-discrete Fourier transform (DWT-DFT) composite coding [2]. Vulnerable to geometric distortion is a major weak-

image watermarking algorithm that is robust against both afine  ness of many watermarking methods [3].

transformation and JPEG compression is proposed. This algo-  Although some significant progresses have been made re-
rithm improves the robustness via using new embedding strategy, cently, these new schemes are normally not robust to JPEG com-
watermark structure, 2-D interleaving, and synchronization pression at the same time as shown below. There are two dif-

technique. A spread-spectrum-based informative watermark f tt f soluti ¢ isti trical attacks:
with a training sequence are embedded in the coefficients of the erent types ot solutions fo resisting geometrical attacks. non-

LL subband in the DWT domain while a template is embedded blind and blind methods [4]. With the nonblind approach, due
in the middle frequency components in the DFT domain. In to availability of the original image, the problem can be resolved
watermark extraction, we first detect the template in a possibly with a good solution by effective search between the geometri-
corrupted watermarked image to obtain the parameters of affine cally attacked and unattacked image [5], [6]. The blind solution,

transform and convert the image back to its original shape. Then hich d t th iginal i h ¢ K extracti
we perform translation registration by using the training sequence which does not use the original Image in watermark extraction,

embedded in the DWT domain and finally extract the informative has wider application but is obviously more challenging. Three
watermark. Experimental works have demonstrated that the major approaches to the blind solution have been reported in
watermark generated by the proposed algorithm is more robust the literature. The first approach hides a watermark signal in
than other watermarking algorithms reported in the literature. e invariants of a host signal (invariant with respect to scaling,
Specifically it is robust against almost all affine transform related . o .

testing functions in StirMark 3.1 and JPEG compression with rotation, Sh_'ft'ng and etc:), anfj_ls SPm?What awkvv.ard_due.to
qua”ty factor as low as 10 Simu|taneous|y_ While the approach the theore“cal and pl‘aCtlca| d|ﬁ|CU|t|eS n ConStructIng nvari-

is presented for gray-level images, it can also be applied to color ants with respect to combinations of the above-mentioned op-

images and video sequences. erations. Specifically, Ruanaidit al. [7] first proposed a wa-
Index Terms—Affine transformation, geometric attacks, image termarking scheme based on transform invariants via applying
watermarking, robustness, template matching. Fourier-Mellin transform to the magnitude spectrum of an orig-

inal image. However, the resulting stego-image quality is poor
due to interpolation errors [2]. In [3], instead of a “strong in-
variant” domain, the watermark is embedded into the magni-
IGITAL watermarking has emerged as a potentially effecudes of the DFT coefficients resampled by the LPM. The de-
tive tool for multimedia copyright protection, authenticatection process involves a comparison of the watermark with all
tion and tamper proofing [1]. Robustness of watermarking égclic shifts of the extracted watermark to cope with rotation.
one of the key issues for some applications. A serious probléfe deal with scaling, the correlation coefficient is selected as
constraining some practical exploitations of watermarking tecthe detection metric. Only one bit information is hidden in the
nology is the insufficient robustness of existing watermarkingnage, and the watermark cannot resist the general transforma-
algorithms against geometrical distortions such as translatigions.
The second approach exploits the self-reference principle
based on an auto-correlation function (ACF) or the Fourier
Manuscript received December 16, 2002; revised March 20, 2003. ThBagnhitude spectrum of a periodical watermark [8], [9]. In [8],
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noticed that, however, the watermark estimation is key-inde-
pendent, the periodical watermark results in an underlying
regular grid. Hence, the watermark may be detected and may
be destroyed [10], [11]. It has been proposed recently that
the resulting watermark can be slightly pre-distorted in such

a way that this problem may be resolved [12]. In [12], it is
reported that the watermark is robust against local or nonlinear
geometrical distortions, such as random bending attack.

The third approach utilizes an additional template (e.g. asiqy— 1

soid or a cross [13], [14]). In [15], Pereira and Pun proposed an =

affine resistant image watermark in DFT domain. The informa-
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tive watermark (the message to be conveyed to the detectorff@Ponents in the magnitude spectrum to avoid interfering

ceiver) together with a template is embedded in the middle fi

pwith the informative watermark. To determine the translation

quency components in DFT domain. The template consistsRitfameter, we embed a training sequence in the DWT domain.

intentionally embedded peaks in the Fourier spectrum. ThatTé’,

survive all kinds of attacks, we use the concatenated

the watermark embedder casts extra peaks in some locationS#ing of BCH and DSSS method to encode the message

the Fourier spectrum. The locations of the peaks are predefiﬁ@d{mU AR ) ) )
cope with bursts of errors which possibly occurred with

or selected by a secret key. The strength is adaptively determil&d

1 =1,..., L,m; € {0,1}}(L = 60 in our work).

by using local statistics of the Fourier spectrum. In watermaf¥atérmark, a newly developed 2-D interleaving [18], [19]
detection, all local maxima are extracted by using small witg €xploited. The watermark embedding process is shown in

dows. While resistant to affine transform, the watermark gené:r'—q' 1

ated with the scheme is not robust enough. In particular, it is ngt
robust to JPEG compression with the quality factor below 75;
In this paper, a new blind image watermarking algorithm r&

Message Encoding and Training Sequence Embedding in
he DWT Domain

bust against both affine transformations and JPEG compressiofhe watermark embedding in the DWT domain is imple-
is proposed. The proposed DWT-DFT composite watermarkingented through the following procedures.

scheme embeds a message and a training sequenickyin

subband in the DWT domain, and embeds a template in magni-
tude spectrum in DFT domain. The watermarking incorporates
DWT/DFT, concatenated coding of direct sequence spread
spectrum (DSSS) and BCH, 2-D interleaving, resynchroniza-

tion based on the template and training sequence. Experimentap)

results have demonstrated that the watermark is robust against
both affine transformations and JPEG compression when the
quality factor is as low as 10.

The rest of this paper is organized as follows. In Section Il,
we introduce the watermark embedding. Section Ill describes
the watermark extraction based on resynchronization. The ex-
perimental results are presented in Section IV. A conclusion is
drawn in the last section.

Il. WATERMARK EMBEDDING

3)

This algorithm achieves enhanced robustness via improving
embedding strategy and watermark structure, and using a
new effective synchronization technique. DWT is playing an
increasingly important role in watermarking, due to its good
spatial-frequency characteristics and its wide applications in
the image/video coding standards. According to Gixal.

[16] and Huanget al. [17], watermark should be embedded
in the DC and low frequency AC coefficients in DCT domain
due to their large perceptual capacity. The strategy can be
extended to DWT domain. We embed informative watermark
into LL, subband in the DWT domain to make it more robust
while keeping the watermark invisible. When the marked
image undergoes affine transformati(n[@:] = B[}] + )

the matrix B can be determined by using a templaté as ref-
erence. The template is embedded into the middle frequency

1) By using the Daubechies 9/7 bi-orthogonal wavelet fil-

ters, we apply a four-level DWT to an inputimager, y)
(512 x 512 x 8 bits, in our work), generating 12 subbands
of high frequency(H;, HL.;, HH;, s = 1 ~ 4) and one
low-frequency subban@.Ly).
The message is first encoded using BCH (72, 60) to
obtain the messagm. of length L. = 72. Then each
bit m.; of m. is DSSS encoded using a¥ -bit bipolar
PN-sequence = {p;; j = 1,..., N1}, where “1"is
coded spreadly a§+1 x p;; j = 1, ..., Ny}, “0" as
{-1xpj;; j=1,..., N1}, thus obtaining a binary string
w
DSSS coding
Mej ——— Wi {wij; wij € {=1,+1},
1<j< N}, 1<i<Le.

The training sequencel{T,; n = 1...63},
T, € {-1,1}, which is a key-based sequence, should
be distributed all over the image in order to survive all
kinds of attacks, especially cropping. To this purpose, in
our work, the training sequen@& (63 bits) is embedded
in row 16 and column 16 of thé.l., subband. It is
noted that a different combination of row and column
corresponding to the important image portion can also be
chosen. The informative watermd is 2-D interleaved
and embedded in the leftover portion of the, subband
(Fig. 2).

In implementation, we allocate the 63 bits of the
training sequenc# into row 16 and column 16 of a 32
x 32 2-D array, we then de-interleave [18] it, resulting in
a new 32x 32 array. The binary strinl is embedded
into the remaining portion of the above-mentioned array.



IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR VIDEO TECHNOLOGY, VOL. 13, NO. 8, AUGUST 2003

Column 16
| Th |

Tis
T47| Ti6 T48| T63

Tz

Row [T33
16

Ta

Fig. 2. Training data set.

By applying 2-D interleaving technique [19] to this array,

we obtain another 2-D array. Scanning this 2-D array,

say, row by row, we convert it into a 1-D arrd).
Coefficients of theLL, subband are scanned in the

Ay
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Fig. 3. Template embedding.

5.56 x 1076, which may be sufficient low for many ap-
plications.

4) Performing IDWT on the modified DWT coefficients, we

produce the watermarked imagé&(z,y). The PSNR of
thus generated marked imag#éz, i) versus the original
image is higher than 42.7 dB.

B. Template Embedding in DFT Domain

same way as in the embedding, resulting in a 1-D array, Since the DWT coefficients are not invariant under geometric
denoted byC. Similar to our nonblind watermarking transformation, to resist affine transform, we embed a template

technique [6], we embed the binary daXainto C to

in DFT domain of the watermarked image inspired by [15]. The

obtain €’ according to (1), wherex is a parameter template embedding is as follows.

related to the watermark embedding streng€)

and C’(i) denote the amplitude of th&" element in

C and C’, respectively. Note that the difference be-
tween C(z‘) and C'(7) is between—0.5¢ and +0.5a.

If ; = +1, C'(¢) mod a = (Ba/4). If z; = —1,
C'(i)mod a = («/4). So in the extraction, if the ex-
tracted coefficienC* (i) hasC* (i)mod a > («/2), then

the recovered binary bit; = +1. Otherwisex} = —1.

In order to extract an embedded bit correctly, the absolute
error (introduced by image distortion) betwegh(:) and
C'(i), as in (1), shown at the bottom of the page, must
be less thar).25«. The parameten: can be chosen so
as to make a good compromise between the contending
requirements of imperceptibility and robustness. We
choosex to be 90 in our work.

This training sequence helps to achieve synchroniza-
tion against translation possibly applied to stego-image. If
the correlation coefficient between the training sequence
T and the test sequenSeobtained from a test image sat-
isfies the following conditiorp, s = (1/63) Zi;(Tn .

Spn) > thresh;, we regardS as matched td" and con-
sider synchronization is achieved. Here, we can calcu-
late the corresponding probability of false positive (false
synchronization) asis, = (1/25%) - S5 o . (59),
wheree = round(63/2(1 — threshy)), andround(-)
means taking the nearest integer. In our work, we choose
threshy = 0.56 (empirically value), thus havél;, =

1) In order to have a required high resolution, the image

f'(z,y) is padded with zeros to a size of 10241024,
the fast Fourier transform (FFT) is then applied.

2) 14 template points uniformly distributed along two lines

(refer to Fig. 3) are embedded, seven points each line
in the upper half plane in the DFT domain at angles
and#é, with radii varying betweery,; and f;». The an-
glesd; and radiir;;, wherei = 1, 2,5 = 1,...,7, may

be chosen pseudo-randomly as determined by a key. We
require at least two lines in order to resolve ambiguities
arising from the symmetry of the magnitude of the DFT,
and we choose to use only two lines because adding more
lines increases the computational cost of template detec-
tion dramatically. We empirically find that seven points
per line are enough to lower false positives probability to
a satisfactory extent during detection. But to achieve more
robustness against JPEG compression than the technique
reported in [15], a lower frequency band, sgy = 200

and f;2 = 305, is used for embedding the template. This
corresponds to 0.2 and 0.3 in the normalized frequency,
which is lower than the band of 0.3®.37 used in [15].
Since we do not embed the informative watermark in the
magnitude spectrum of DFT domain, to be more robust
to JPEG compression, a larger strength of the template
points is chosen than in [15]. Concretely, instead of the
local average value plus two times of standard deviation
[15], we use the local average value of DFT points plus

(i) = C(i) — (C(i)moda) + 2a,
&) = [C00) - 3a] - [(C) - $a) moda] +
C'(i) = C(i) — (C(i)mode) + La,
C'(i) = [C(i) + 2] — [(C(i) — 3a) moda] +

if z; = 1 and (C(i)moda) > o

a, ifz; =1and (C(i)moda) < 1o 1)
if z; = 0 and (C(i)moda) < 3

a, ifz; =0and (C(i)moda) > 3«
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Fig. 4. Original imaged,.ena Baboon andPlane Fig. 5. Watermarked images witl'SNRs > 42.5 dB.

I1l. WATERMARK EXTRACTION WITH PROPOSED

five times of standard deviation. According to our exper-
RESYNCHRONIZATION

imental results, this larger strength and lower frequency
band have little effect on the invisibility of the embedded In order to extract the hidden information, we extract a data
watermark (refer to Figs. 4 and 5). sequencé{S,; n =1...63} inrow 16 and column 16 in the
3) Correspondingly another set of 14 points are embeddBWVT L1, subband of the to-be-checked image, v), which
in the lower half plane to fulfill the symmetry constraint.is rescaled to the size of the original image at first, in our work,
4) Calculate the inverse FFT, we obtain the DWT-DFb512 x 512. (We assume that the size of the original image is
composite watermarked imag# (z,y). The PSNR of known to the detector.) Ifp. s > threshy, we can then ex-
1" (z,y) versus the original image is 42.5 dB, which igract the informative watermark and recover the message from
reduced by 0.2 dB compared with the PSNRf&fz,y) LL4 subband directly. Otherwise, we need to resynchronize the
versus the original image due to the template embeddirddden data before extracting the informative watermark.
The experimental results demonstrate that the embeddedn order to resynchronize the hidden data after geometric dis-
data are perceptually invisible. tortion, we restore affine transform according to the template
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embedded, and then restore translation using the training se-
guence. Therefore the procedure of information extraction is di-
vided into three phases: template detection, translation registra-
tion, and decoding.

A. Template Detection

We first detect the template embedded in DFT domain. By
comparing the detected template with the originally embedded
template, we can determine the affine transformation possibly
applied to the test image. To avoid high computational com-
plexity, we propose an effective method to estimate the affine
transformation matrix.

A linear transform applied in spatial domain results in a cor-
responding linear transform in DFT domain. That is, if a linear
transformB is applied to an image in spatial domain as follows:

)-2L)

then correspondingly the following transform takes place in

DFT domain [15]:
b=l

The template detection is conducted in the following way,
which is basically the same as in [15] except a more efficient
way to estimate the linear transform matrix.

1) Apply a Bartlett window to the to-be-checked image
g(z,y) to produce the filtered imagkuw.

2) Calculate the FFT of the image padded with zero to the
size of 1024x 1024. A higher resolution in the FFT is
expected to result in a more accurate estimation of the
undergone transformations. However, as we increase the
amount of zero-padding, we also increase the volume of
calculations. We find that using a size of 10241024
yields a suitable compromise.

3) Extract and record the positions of all the local peaks
(pui,pvi) in the image. Sort the peaks by angle and divide
them intoN, equally spaced bins in terms of angle.

4) For both lines in the template, perform the following.

For each of the equally spaced bins search fdt a
wherek,,;, < K <uax Such that at leasy,, local peaks
having radial coordinate;;, wherei € 1...N,, match
the peaks in the original template having radial coord®’
naterp; along linej wherej € 1, 2. Here, by match it
is meant thafr;;, — Krr;| < threshs. If at leastN,,
points match, we store the set of matched points. (In our
work, we choos& ,;, = 0.5 and K,.x = 2. The cor-
responding scaling factor considered is hence between 2
and 0.5.)

5) From all sets of matched points, choose one set matching
to template line 1 and another to template line 2 such that
the angle between two sets deviates from the difference
betweerd, andf, as shown in Fig. 3 within a threshold
f4. Calculate a transformation matrik such that the

)

®)
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mean square error (mse) defined in (4) is minimized as
follows:

2
_ T . -
u11 V11 Uy U1

li /
1 Al Vi | Yy Vi
i /
nummatches U1 V21 Uy Uy
i !
L U2t, V21, LUy, Uy,
4)

where (., v) with subscripts represent a peak point’s co-
ordinate, ¢/, v') with subscripts represent the original
(known) template’s coordinatepmmatches = [; +15 is
the number of the matching points. We note tdat a 2

x 2 transformation matri i and the matrix inside

d
||+l isof2 x (I; +12). The notatiorj| - - - |* denotes the
sum of all of these squared error elements in the error ma-
trix. The rows contain the errors in estimating thand
v from the original (known) template positions andv’
after applying the linear transformation.

In the following, we propose a method to estimate the
transformation matrix. It is noted that (5) links the set
of matched pointsy;, ;, , vi, j,) and the set of the

B Uil V11 0 0 T i ulll 1
!
uy, vy, 0 0 (GTA
!
U921 V21 0 0 Ugq
: : : a
U2l, V2o 0 0 b _ UIZIQ (5)
0 0 U1 V11 Cc ’Ulll
. . d
0 0wy, o, vy,
/
0 0w v vhy
!
L O 0 uo, wa,l | vy, |
original template pointsl.(jljl, v{ljl) with iy = 1, 2;

]1 B 1727...711 orly; N, <ljorl, <T7.
Equation (5) can be rewritten as the following matrix-
vector format:

MA.=N

M1 0 A1 _ N1
0 M1 A2 - N2 )
We seekA that minimizeq|E||> = ||N — M A_||>. The
solution that satisfies the requirement is [20]

(6)

()

MM A, =MTN,
MTM, A, =MTN,.

(8)
)
Since the matrileTMl is a positive definite

2 x 2 matrix, M{ N, and M{ N, are 2 x 1 ma-
trices, the above two linear equation systems can
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Fig. 6. Resynchronization: (a) the to-be-checked imgge y), which is of 512x 512 and is experienced a rotation of’18caling, translation, cropping, and
JPEG compression with quality factor of 50; (b) the imgffer, v), which is of 504x 504 and has been recovered from the linear transform applied; (c) the image
I(x,y), which has been padded with Os to the size of %1212; and (d) the resynchronized imagg x, y), which is of 512x 512 and has been padded with
the mean gray-scale value of the imagde, v). The embedded message was finally recovered without error.

be easily solved ford; = (M;M,)"'M] N, and 8) If the minimized error is larger than the detection
A; = (M] M,)~'M7 N,, thus we obtain the candidate thresholdTy, we conclude that no watermark was em-
of transformation matrixA = [ﬁ] and the corre- bedded in the image. Otherwise we proceed to decoding.

According to (2) and (3), we can obtain the linear trans-

form matrix B, described at the beginning of Section II,

and B = A". Applying the inverse linear transform,

1 ) B! tothe image(z,y), we ol?tain an image’(z,y),

mse= mHEH that ha}s correct. the_ applied linear transform. One ex-
ample is shown in Fig. 6(a) and (b).

sponding mse according to (4) is ’

nummatches

2 2
x ([IN1 = MyAy||* +||N2 = My As)%) . (10) B. Translation Registration and Decoding

Assume the linear transform corrected imaffe;, y) has size
6) Since we only work on the upper half plane, in order tof M x N. Paddingg’(z,y) with Os to the size of 51 512
resolve possible ambiguities, we add 18@the anglesin generates the imagiz, y) [Fig. 6(c)].
the sets of matched points corresponding to line 1 of the One way to restore translation is to search by brute-force for
template (either line can be used), then repeat the previdbs largest correlation coefficient between the training sequence
step. T and the data sequenSeextracted from the DWT coefficients
7) Choose thet that results in the smallest mse. in row 16 and column 16 df.1., subband corresponding to the
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Boat Drop

Lake

Bridge

Fig. 7. Some original images used in our test.

following set of all possible translated images. (Note that wauce the required computational load by performing DWT for at
constructS sequence in the way as we embedIheequence most 256 cases according to the dyadic nature of the DWT. That
in the L1, subband, refer to Fig. 2) is, if an image is translated bz, rows and/on 6y;; columns
(z:1, y11 € 7Z), then thel.L, subband coefficients of the image
are translated by;; rows and/om;; columns accordingly. This
Ii(z,y) =1 ((z — t:)mod512, (y — ¢, )mod512) property is utilized to efficiently handle translation synchroniza-
{_1(512 M) <ty < (512 — M) tion in our algorithm. That is, we hawg = 16z + 4, t, =
2 16y;1 + y:, Where—8 < x4, y; < +8. In each of the 256 pairs
of (z+,y:), we perform DWT on the translated imagézx, y),
generating th&L, coefficients, denoted byL4:(z, y). We then
perform translations on thBL 4 (z, y)

_%(512—N)<t < 1(512 N)} 11)

wheret, andt, are the translation parameters in the spatial do-
main. This method demands a heavy computational load wher-L4:(2,y) = LLat ((z — z11)mod 32, (y — y1)mod 32)
(512 — M) > 16 and/or(512 — N) > 16. We dramatically re- {-Ty <24y <T1;-To <y < To} (12)
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Boat Drop

Lake

Bridge

Fig. 8. Watermarked images wilPSNRs > 42.5 dB.

where z;;, y;; are the translation parameters in théhe resynchronized imagg (z,y) [Fig. 6(d)]. TheLL, coeffi-

LLy subband, 7y = round ((1/2)(512 — M)/16), cients ofg*(x,y) are scanned using the same way as in the data
Ty = round ((1/2)(512 — N)/16). Each time, we extract the embedding, resulting a 1-D array;". The extracted hidden bi-
data sequenc$ in row 16 and column 16 in thé&L),(z,y). nary data, denoted ¥ * = {z}}, are extracted as follows:

The synchronization is achieved whem s > thresh; or

pr,s is largest. For example, for the image in Fig. 6(c), the .l o

maximum correlation coefficienpr s(= 0.87) is achieved zf = {‘H’ c (l)m_OdO‘ >3 (13)
whenz, = -3,y = —4 andzy; = 0, y;1 = 0. At last, —1, otherwise

we obtain the translation parametets (= 16 x x;1 + 2,

ty = 16 X y11 + yy). De-interleaving [18] the 3% 32 2-D array, constructed from

After restoring affine transform and translation, and paddin§ ™, we can obtain the recovered binary d&#d. We segment
with the mean gray-scale value of the image, y), we obtain W™ by N bits per sequence, correlate the obtained sequence
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TABLE |
EXPERIMENTAL RESULTSWITH STIRMARK 3.1

StirMark functions Lena  Baboon Plane Boat Drop  Pepper Lake  Bridge
JPEG 10~100 1 1 1 1 1 1 1 1
Scaling
Jitter
Cropping_25
Aspect ratio
Rotation (auto-crop, scale)
General linear transform
Shearing
Gauss filtering
Sharpening
FMLR
2x2median_filter
3x3median_filter

4x4median_filter

O O M o e o e e e e e e e
O O O O = ok om m e e e
© O o e e e e e e e
O O O O o e e e e e e e
O o e e e e e e e e
O O O o o e e e e e
[T = YN = YO S S S G G U U U U U
O O O O M o o e e e e e

Random bending

with the original PN-sequencep. If the correlation value is
larger than 0, the recovered bit is “1”, otherwise, “0". The bi-
nary bit sequencg can thus be recovered.

The recovered bit sequenbdas now BCH decoded. In our
work, we use the BCH (72, 60). Hence, if there are fewer than
five errors, the message will be recovered without error, oth-
erwise, the embedded message cannot be recovered correctly.

IV. EXPERIMENTAL RESULTS

We have tested the proposed algorithm on images shown in
Fig. 4 and Fig. 7. The results are reported in Table I. In our work,
we choosd. = 60, N; = 11, N, = 180, N,,, = 5, thresh; =
0.56, thresh, = 0.002, the detection threshold; = 1.0 x
105, The PSNRs of the marked images are higher than 42.5
dB (see Fig. 8). The watermarks are perceptually invisible. The
watermark embedding takes less than 4 s, while the extraction
takes about238 sona1.7-GHz Pentium PC using C language.

Fig. 9 shows a markedlena image that has undergone
JPEG compression with quality factor 50 (JPEG_50) in ad-
dition to general linear transform [a StirMark test function:
linear_ 1.010_0.013_0.009_1.011, Fig. 9(a)] or rotatiofi 30
[auto-crop, auto-scale, Fig. 9(b)]. In both cases, the embedded
message (60 information bits) can be recovered with no error.
This demonstrates that our watermarking method is able to
resist both affine transforms and JPEG compression. Table |
shows more test results with our proposed algorithms by
using StirMark 3.1. In Table I, “1” represents the embedded
60-bit message can be recovered successfully while “0” means
the embedded message cannot be recovered successfully. It
is observed that the watermark is robust against Gaussian
filtering, sharpening, FMLR, rotation (auto-crop, auto-scale),
aspect ratio variations, scaling, jitter attack (random removal
of rows and/or columns), general linear transform, shearing.
In all of these cases, the embedded message can be recovered. _ _

. . 9. Watermarked image that have undergone JPEG_50 in
We can also see that the watermark can effectively resist JPE{giion to an affine transform (StirMark function). (a) JPEG._50
compression, and cropping. It is noted that our algorithm cafnear_1.010_0.013_0.009_1.011. (b) JPEG_50+rotation_scale_30.00.
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PERFORMANCE COMPARISON OF THEPROPOSEDSCHEME WITH THAT IN [15]

recover the embedded message for JPEG compression v’e}%
quality factor as low as 10. The watermark is recovered wh
up to 65% of the image has been cropped. The waterm
can also resist the combination of RST (rotation, scalin
translation, cropping) with JPEG_50 (Figs. 6 and 9).

We compare the proposed scheme with the scheme in |
on Lenaimage using StirMark 3.1. The results are shown i
Table Il. Both schemes hide a 60-bit messagefih2ax 512 x 8

TABLE 1l

PSNR(dB)of .
Scheme marked image JPEG (QF) | shearing
Our scheme >42.5 10~100 5%
Scheme in [15] <38 75~100 0.1%
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creasing the strength of the informative watermark via adaptive
embedding based on perceptual masking [21]-[24]. Moreover,
it is noted that the template embedded in the DFT domain may
be removed by the attacker [25]. These issues are our future re-
search subjects.

The proposed technique for embedding character strings into
gray-scale images may find applications in the intellectual prop-

erty protection and anonymous communications. Itis noted that

image. It is noted that our scheme performs much better in re-
sisting JPEG compression. Itis robust against JPEG with quality
factor as low as 10 instead of 75 in [15]. Table Il indicates that The authors are grateful to the constructed review comments,
our watermark can be recovered without error against shearingich have helped to enhance the quality of this paper.
of less than or equal to 5% (shearing_5.00_5.00), while the wa-
termark in [15] can only be recovered correctly against shearing
of less than or equal to against 0.1% ([15, p. 1127]). While [1]
the watermark embedded with our proposed method is more
robust against JPEG and geometric distortions, the PSNR of?]
the marked image versus the original image with our method
is higher than 42.5 dB and the PSNR with [15] is not higher
than 38 dB.

We have also tested the proposed algorithm using differem[3]
wavelet filters, such as orthogonal wavelet filters Daubechies-N

(N =

1 ~ 10) and other bi-orthogonal wavelet filters (for ex- 4]

ample, Daubechies 5/3 wavelet filter). The similar results have

been obtained.

The main contributions presented in this paper are as follows.

1)

2)

3)

(5]

V. CONCLUSIONS
[6]

We proposed a DWT-DFT composite watermarking
scheme that is robust to affine transforms and JPEG,
compression simultaneously. Compared with other
watermarking algorithms reported in the literature, the
proposed technique is more robust and has a highe|18]
PSNR of marked image. The proposed watermarking
can successfully resist aimost all of the affine transform [€]
related test functions in StirMark 3.1 and JPEG compres-
sion with quality factor as low as 10.
We proposed to use a training sequence embedded in tHé!
DWT domain to achieve synchronization against transla-
tion. By using the dyadic property of the DWT, we re-
duced the number of the DWT implementation dramati-[11]
cally, hence lowering the computational complexity.
A new method to estimate the affine transform matrix,
expressed in (8) and (9), is proposed. It can reduce the

: : ; S ; - 12]
high computational complexity required in the iterative
computation.

However, the robustness of the informative watermark against
T : : 43l

median filtering and random bending needs to be improved:

Robustness against median filtering may be improved by in-

{Hough the algorithm is presented for gray-level images, it
Nay be applied to color images and video sequences in a rather
5 raightforward way. For a color image, we can apply the pro-
osed algorithm to the luminance component of the image. For
video sequence, we may treat each frame as a gray-levelimage
d hide a bit stream into the frame [26]. Another feasible way

o simply embed a few symbols into each of I-frames in an
PEG-compressed video sequence.
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