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Abstract

This paper describes an advanced self-testing, self-
repair architecture and methodology for Lattice Logic
Corp GAL (Generic Array Logic) devices used in high
security and safety applications such as aerospace
systems, military systems, or medical instruments.
Described here is a new “column re-use” method that, if
possible, exchanges a faulty GAL column with a column
that needs the same programming as supplied by the
Jaulty column and then reprograms the freed column to
replace the faulty one. In contrast, our former self-
repairing methodology, called “column replacement
method with extra columns”, described in [l], just
discarded each faulty column and replaced it with an
extra column. Our evaluation methodology shows that
the lifetime of a GAL that uses the ‘column re-use’
method is longer than the lifetime of a GAL that uses just
the ‘column replacement’ method or ‘no self-repairing’
method. Our results also give information on how many
extra columns a GAL needs to reach a lifetime goal, in
terms of simulation looping time, until the GAL is not
useful any more. Our system is applicable to other
devices such as FPGAs (Field Programmable Gate
Arrays).

1 Introduction

Post-fabrication self-repair of digital circuits that have
to work in adverse conditions such as increased cosmic
radiation is not a new idea. Refer for instance, to the
research of the “Hundred Year Spacecraft” in NASA [2].
However, such circuits have not been built in VLSI and
so far not much has been published on them, except in
the area of memories. Although the self-repair problem
is already important for current technologies, it will
become a must when the next scientific revolution of
“molecular engineering” or “nanotechnology” creates
molecular computers [3,4,5,6] that will be implanted in
the human body. In high reliability applications such as
these, a circuit should not only test itself but also repair
itself as quickly as possible.

There has been very little research on diagnosis-based
self-repair at the logic level and the few existing
publications present various ideas for PLA
(Programmable Logic Array) and PLA-based circuits
{7,8,9,10,11,12]. However, to our knowledge, the circuits
analyzed by other authors were not designed nor even
simulated for reliability analysis.
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We choose to work with a type of PLD called the
Lattice GALs because these devices or similar devices
are widely used, the technology used to achieve
programmability in these devices is used in many other
devices, and failure rate data was available for this
technology.

For failure rate, we use two terms, Early Failure Rate
(PPM; Parts Per Million devices or DPM; Defects Per
Million devices from O year to 1 year) and the Long
Term Failure Rate (FIT; Failures In Time from O year to
10 years). From data providled by National
Semiconductor Corporation [1,13,14,15]; EEPROM
failure rate, Early Failure Rate = 0.0489 %, Long Term
Failure Rate 5.07 %. The FIT value gives the
maximum number of failures that will occur in one
billion (10%) device-hours, with 60% confidence. A
billion device-hours is roughly equivalent to ten
thousand devices operating for ten years as well as the
PPM for one year [13,14,15]. The values of the PPM and
FIT for EEPROM suggest that it is reasonable to invest
in a self-repair mechanism for GALs which use the same
technology.

In the next section of this paper we discuss the basic
structure of a GAL and our fault model. In section 3, we
discuss the architecture of our proposed self-test, self-
repair system and its operation. In Section 4, we describe
our evaluation methodology and show our simulation
results. Finally in section 5, we give our conclusions and
some suggestions for future work. ‘

2 GAL architecture and fault modeling

A GAL has a fixed OR array (OLMC, Output Logic
Macro Cell) and a programmable AND array. The re-
programmable array is essentially a grid of conductors
forming rows and columns with an electrically erasable
CMOS (E’CMOS) cell at each cross-point [1,16]. Each
column is connected to the input of an AND gate, and
each row is connected to an -input variable or its
complement. Any combination of input variables or
complements can be applied to an AND gate to form any
desired product term by programming each E2CMOS
cell to be either ‘ON’ or ‘OFF’. A cell that is ON
effectively connects its corresponding row and column,
and a cell that is OFF disconnects the row and column.
The cells can be electrically erased and reprogrammed.
For further information on GALs, refer to [1,16]. Note
that all the notations in this paper will be same as in [1].
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The most widely used fault model is the stuck-at fault
model, which has been used for fault analysis and test
generation in all types of logic circuits [17,18,19,20].

The cross-point stuck-at faults, which are located in
E?CMOS cells, are considered as our fault model
because E’CMOS cells of an AND array form a large
percentage of GAL’s area. As mentioned earlier, an
E’CMOS cells’ array has the same structure and
technology as used in EEPROMs. Each E°CMOS cell
(cross-point) of the programmable AND array of a GAL,
which is located between a row (input line) and a column
(product term), may be stuck to ON or OFF permanently,
caused by an aging problem, radiation or by other facts
referred in [1]. It is called a cross-point stuck-at-1
(simply, s-a-1) if the EXCMOS cell of a particular cross-
point, which should be programmed as OFF, is ON. If
the E°CMOS cell of a particular cross-point, which
should be programmed as ON, is OFF, it is called a
cross-point stuck-at-0 (simply, s-a-0).

The following assumptions will be used for the self-
repair and evaluation methodologies. There are no faults
in an initial state after the GAL manufacturing process.
The primary input/output faults do not exist in a GAL,
and also every AND gate input line does not have faults.
For GALs, the cross-point stuck-at faults are considered
much more probable than the stuck-at faults in wires.
Thus, the cross-point faults (s-a-0, s-a-1) as defined
above are only taken into account in this project. When
an E>’CMOS cell is OFF, binary data 0 will be stored in
memory. It can be called ‘programmed as OFF.” This

cell disconnects a primary input from an AND gate input.

Binary data 1 will be on the AND gate input. When an
E2CMOS cell is ON, binary data 1 will be stored in
memory. It can be called ‘programmed as ON.” This cell
connects a primary input from an AND gate input. To
make it possible to replace a faulty column connected on
the input of a particular AND gate, several extra AND
gates are included in each OR gate (OLMC). When a
fault is detected on the input(s) of a particular AND gate,
the entire AND gate with its input columns is replaced
with another AND column. The replacement may be an
extra column that was included in the structure of the OR
gate as described in [1], or it may be one that was
acquired by an exchange and reuse of an existing column
in the OR gate as described in the following section.

3 Test and repair architecture and methodology
3.1 Architecture

As shown on the right side of Figure 1 and described in
[1], the digital system in our approach is a network of
blocks realized as separate integrated circuits. Each
block is realized as a self-repairable GAL. There are
many GALs in a system, but for explanation purposes we
concentrate on how to detect and repair faults in just one
GAL. We assume that each block includes just one self-
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repairable GAL, and a global fault in the block is
signaled with go/no-go signal when there are no more
spare columns to be replaced. Note that rows will be
represented as data inputs, and columns will be used as
product terms on the rest of figures in this paper.

= # of Inputs (Rows) (n = 32 in 2 GAL16VS) (Fixed)

k= # of Outputs (OLMCy) (k = 8 im 2 GAL16V8) (Fixed)

m = #of Preduct Terms (Columns) (m = 64 in 2 GAL16V8) with Extra Columns in a GAL (Variable)
y = # of Product Terms (Columns) (y = 8 in 8 GAL16V8) with Extra Columns in 2 OLMC (Variable)
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Figure 1. The design architecture for a self-
repairable GAL

Each block is connected to a diagnosis/repair bus,
which goes to the FLFRP (Fault Location/Fault Repair
Processor). In the normal operation mode, the primary
input data are fed into the GAL. AND plane and the
product terms of the AND plane are just transparent
through SCR2 (Scan Register 2) into the OR. In the test
mode, the FLFRP generates a test set through SCR1
(Scan Register 1) and this test vector scans each cross-
point of the AND plane in the GAL. The test results are
loaded into the SAP (State AND Plane). The SAP is
compared with the MAP (Memory AND Plane) that has
the original programmed data of the AND plane. If MAP
and SAP data are different, then faults have occurred.
Moreover, we know the exact locations of these faults.
The structure of MAP and SAP arrays has been given in

(11
3.2 Test generation and fault diagnosis/fault location

We use a universal test set for detecting faults. Our test
set is the well-known walking O approach. ‘n’ test
vectors are required if there are ‘n’ inputs, because of
only one ‘0’ bit in a test vector. It will be shifted to right
‘n-1’ times.



Test vector set (Test pattern)

1-2 3 ... n-1 n (inputs)
011 . 11
101 . 11
1170. 11
1 1 1 w 01
111. 10

The symbolic notation that will be used in the examples
is the following:

" Symbol Notation "
> Programed into ON ( Connected ) CrossPoint
+ Programed into OFF ( Disconnected ) CrossPoint
(—}.—} Stuck at O Faulty CrossPoint
& Stuck at 1 Faulty CrossPoint

A simple example with multiple faults in which an
AND plane has 16 cross-points (4 inputs times 4
columns) is shown in Figure 2.

1st 2nd 3rd 4th

ASCRL
| Test Vector Set | ol a3 v
rt 1
2 HE10 n
"] " 1
7] : ‘ 1 .

(a) First Step

(b) Second Step

(c) Third Step (d) Fourth Step

Figure 2. Fault diaghosis/location of an example
with faults
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There are no extra columms. This figure shows how to
detect and locate faults. We will explain more detail .
about multiple faults in second row since others follow
the same way. The original programmed data is in the
MAP. For this row, there are stuck-at 1 and stuck-at O
faults on the third and fourth columns, respectively. The
test vector ‘1011° can detect and locate these faults. The
second bit ‘0’ of this test vector will make an output ‘0’
on both the first and third AND gates, because the first
cell is programmed as ‘ON’ and third cell is stuck-at 1.
This makes a connection to the AND gate input from the
second bit, ‘0’ of the SCRI1.

Actually, this second bit, ‘0’ of the second test vector
should make an output ‘0’ on the fourth AND gate
because the fourth cell was programmed as ‘ON’ as
shown in the MAP. However, a stuck-at O fault has
occurred and it makes a disconnection to the AND gate
input from the second bit, ‘0’ of the SCR1. (When an
E°CMOS cell is OFF, binary data 1 will be on the AND
gate input as mentioned earlier.) Thus, second bit, ‘0’ of
the second test vector does not affect to the output of the
AND gate. Finally, the SCR2 will have ‘0101’ and the
second row of SAP will have ‘1010’ through the
inverter. Now, it will be compared with data from the
MAP. In Figure 2 (c), ‘1’ from the SAP minus ‘0’ from
the MAP makes ‘1°, which means that stuck-at 1
occurred in that E2CMOS cell. If the result of the
comparison operation is ‘-1°, a stuck-at O fault has
occurred in that E2CMOS cell, as shown in Figure 2 (d).
The result ‘0’ means no fault occurred, as shown in
Figure 2 (a) and (b). Thus, all multiple stuck-at faults are
detected and their exact locations are determined using
the universal test vectors.

3.3 An advanced self-repairing methodology,
“column re-use with extra columns”

An advanced self-repairing method (column re-use
method) and NC (Next Column) register are introduced
in this section.

For our column re-use method, we need an NC register
to keep track of the status of each column in each OR
gate in the GAL. As shown in Figure 3, each row
represents an OR gate, and a column represents the input
of an OR gate. There are °y’ columns in the NC since
each OR gate has ‘y’ columns. There are 'k’ ORs in this
NC. In the GAL16VS8, ‘¢’ will be 8 since it has 8
OLMCs. The intersection of a row and a column being
‘0’ in the NC means that the corresponding column
(AND gate) of that OR is being used. If it is ‘1°, then that
column is useful for reprogramming a new logic function,
replacing, or re-using a faulty column. It can be also
considered as an available extra column to repair faulty
columns. The ‘-1’ means that the column corresponding
to that location of the AND plane can not be used to
repair a faulty column or to reprogram a new logic



function. The ‘-2’ means that if this column becomes
faulty, it can only be replaced with an extra column,
because it is assumed that the column was already
repaired with the Column Re-Use method, and thus it
can be only repaired with the Column Replacement
method rather than with the Column Re-Use method. For

more detailed information about the Column
Replacement method, refer to [1].
Primary ¢ [ ¢
Outputs 1 2 y-1
orl 0 L 1
orl 2 L - 0 1
i H H ! ; i
: % § ................ T. ........... i E
| H H ! ; !
i Pl e P
or(k-1) 1 Y 1 1
or (k = 8) 1 ) R S — 1 1

0: Column being used ‘
-1: Unavailable Column to replace or re-use -2: Available Column to replace only
or: OR Group

1: AvailbleColumn to replace or re-use

¢: Column in a OR gate

Figure 3. Structure of the NC register

The column re-use method actually does not require
extra columns, but it is called “column re-use with extra
columns” (or simply column re-use) since it operates on
an AND plane that has in addition some extra columns.
For self-repairing of a faulty column, this method first
attempts to exchange the faulty column with a column
which is already in use in the OR gate and has the correct
programming for the faulty column, The column
acquired in this exchange can then be reprogrammed as
needed for its new location. This test can be achieved by
comparing the column in the SAP that needs to be
exchanged with all column information in the MAP. For
instance, if the data in c1 of the SAP is the same as the
data in c4 of the MAP, then these two columns can be
exchanged in this method. It means that original c1 data
is stored in the c4 location of the MAP, and the original
c4 data is stored in the cl location of the MAP by
reprogramming the original c1 data on the location ¢4 in
the AND plane. After that, the corresponding cell (cl) in
the NC register will be updated as ‘2. This is to mark
that the column replacement method should be applied to
that column (c1), instead of the column re-use method, if
some faults are discovered in this column (c1) in a later
test operation mode.

An example in which multiple faults have occurred in
an AND plane is shown in Figure 4. There are 4 rows
(input lines) and 8 columns (product terms) in an OR
group of an AND plane. The originally programmed data
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(data of the MAP) is the same as in the previous example
described in Section 3.2.
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Figure 4. An example of column re-use method with
multiple faults



All cross-points, which have not been programmed, are
initialized as logic value ‘1’. There are 4 extra columns
(c5, ¢6, c7, and c8) initialized as ‘1°. Thus, the MAP has
logic value ‘1’ on each location corresponding to those
columns. The SAP was already obtained before applying
the self-repairing method; thus it is not shown in this
example. However, it can be described as just the actual
state of this AND plane, as shown in Figure 4. In Figure
4 (a), the MAP shows the initial state that is the
information programmed for cl, c2, ¢3, c4 and the initial
state of extra columns for c5, ¢6, ¢7, and c¢8. The NC
register has initial data which are ‘0’ for cl, ¢2, c3, c4
since they are being used, and are ‘1’ for c¢5, c6, c7, c8
since they are useful for replacing or re-using faulty
columns.

There are multiple faults in an OR group which has 8
product terms, as shown in this figure. The numbered
dotted boxes describe the sequence of the column re-use
in the self-repairing method. Four steps are required to
repair the faults in this example. In Figure 4 (a), c1 of the
SAP stores ‘0110’ since the intersection of ¢1 & r3, and
cl & r4 have s-a-1 and s-a-0 faults, respectively. It can
be shown to be different from the ¢1 of MAP, ‘0101°.
The c1 ‘0110’ of the SAP finds which data is the same as
in MAP. The c4 ‘0110’ of MAP is found as the same
data of the c1 ‘0110° of the SAP. Thus, they can be
exchanged in MAP. The c4 ‘0101° exchanged data from
cl of MAP will be programmed in c4 of the AND plane.
Now, the c1 of MAP has ‘0110’ as the original data for
c4. Although the personalities of these two columns are
switched with each other, the function of this OR gate
will not be changed. The ¢l of the NC register will be
updated as ‘-2’ which shows that this column has been
re-used, so that it must be only replaced with a new extra
column if this column, cl, becomes faulty again. The
same procedure will be done with the ¢2 “1001° of SAP
in Figure 4 (b). In Figure 4 (c), the ¢3 ‘0110’ of the SAP
is the same as the c1 ‘0110° of the MAP, but they cannot
be exchanged since the cl of the NC register is marked
as ‘-2’ Thus, the ¢3 ‘1010’ of the MAP must be replaced
with a new extra column, ¢5. The final state is shown in

Figure 4 (d).
4 Evaluation methodology and simulation results

In this section, simulation results are analyzed and
compared with column replacement method to evaluate
the column re-use method and to prove that a self-
repairable GAL using column re-use method will last
longer in the field.

Assumptions for our evaluation methodology are the
following. Each cross-point in the AND plane has the
same probability of stuck-at faults (s-a-0 and s-a-1) to
occur. The failure of one cross-point does not affect the
likelihood that another cross-point will fail. Thus, the
failure of one cross-point is assumed to be independent
of the failure of another cross-point, likewise for each
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column and each OR gate. In GAL operation without
self-repair, if at least one cross-point stuck-at fault
appears in a column, then that column will be faulty.

.This means that if at least one used OR gate having a

faulty column is faulty in a GAL, then that GAL is
useless.

The PPM, 0.05% and FIT, 5.00% of EEPROM are
adopted as the PPM and the FIT of a GAL in our
simulation, referred to in section 1. In our simulation, the
MAP is generated under 100% AND array utilization;
thus all E°CMOS cells are programmed using a random
number generator. After creating the description of the
MAP, the faults are simulated in an AND array by using
a random number generator; the maximum number of
cross-points that have faults at a time are limited to be
less or equal to 3, 10, 20, 50, 100, 1000, and 2048. It is

- assumed that extra columns can also have faults. The

extra columns will be added in multiples of 8 since there
are 8 OLMCs in a GAL and each OLMC has the same
number of extra columns. The results of the failure rate
analysis are only valid under assumption that the
assumed stuck-at fault model adequately represents all
physical defects that can occur in a GAL device. Table 1
displays average looping time until a GAL is useless
after running simulation in 100,000 times at each case.

These results show that with more extra columns,
longer survival times in the field can be obtained. The
results on 0.05% failure rate of a GAL are better than on
5% failure rate of a GAL. In 0 number of extra columns
case, using re-use method (14591, 133) makes a self-
repairable GAL last over 5 times longer than using
replacement method (2708, 25) in [1} under both 0.05%
and 5% failure rate. It means that re-use method makes a
self-repairable GAL more reliable even without any
spare columns.

#of ot Limi

Wl o T b [ v [ 0 T <o [ [ <n
b | e of Flfluremeofl Falwerate Failuremenfl Filwerof Fliluremeoﬂ Falwerdeo
Cllems oo, | oGAL [ oGAL | aGAL | aGAL | aGAL | oGAL
00%% | % | 0.05% | %[ 005%| St | 005%| 5% | 005% % | 00%] 5% | 005%] %
0 | 1459|133 9630 | B3| S060 S| WS N| 6|05 00 \_20_205_&
§ | 3514 | 303 | 20309 (18511703 | 106 6087 | %6 | 39M | 36 [N {NA[ W
16 | 6154 § SE2 | 31620 (288 175541 161 | 8548 | 19 | 321 49 {2414} 22 | MM U
76653 | 700 | 4303 |95 { 13529 214 | 11009 | 161 | 6366 | 61 | 2091 | B { BB | U
30| 160 | 99 | 54567 499 20680 | L | 134061 14 | ORI8{ T3 108 M | | 0
40 {11986 | 1096 | 66285 608 ) 35884 ) 38 116105 | 148 | 9219 | 85 2697 | U || 1
40| 146572 1297 78062 (714|458 ) 386 | I8TIO{ 173 | 10564 ) 98 | 806 | 15 2448 | 1
56| 671 | LS00 90702 (830 48607 | 43 121519 196 | 4|10 | 2902 | 7 | %3 [ 3
64| 186512 | 1707 ) 03019 {945 § 55104 ) 506 | 24064 | 200 | 13356 | 13 | NS4 ) 1 | 1562 | B3

Table 1. Average looping time of simulating the re-
use methedology
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Figure 5. Comparison of average looping time for re-use method and replacement method in less or equal to 5,
10, 20 number of failure limits (a) Average looping time under 0.05% failure rate of a GAL, (b) Average looping
time under 5.00% failure rate of a GAL

If the average looping time can be converted to the
lifetime of a GAL, it would provide an indication how
many extra columns a GAL should have in order to
guarantee certain reliability and lifetime.

Finally, as shown in Figure 5, a self-repairable GAL
using the re-use method will last longer than one using
the replacement method or no self-repair method in the
field. Figure 5 only shows three cases that the number of
faults limit is less or equal to 5, 10, and 20 under both
0.05% and 5% failure rate since for other cases that the
number of faults limit is less or equal to 50, 100, 1000
and 2048, under both, failure of a GAL will be very rare.
The simulation results for the re-use method are better
than the results for the replacement method in all cases.
(Please refer to [1] for the detailed simulation results for
the replacement method.) Figure 5 (a) is different scale
from Figure 5 (b) vertically.
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Now, we consider the performance defined as the ratio
of looping time divided by the ratio of area overhead at
each case. In the measurement of area overhead, the LSI
Logic Corporation’s 0.5-micron LCA/LEAS00K array-
based products were used for synthesis [21].

All area measurements are expressed in cell units,
excluding the interconnection wires. This measurement
is the same as done in [1]. We refer to [1] for the area
overheads and ratios.

Table 2 shows the performance of a self-repairable
GAL, as a function of the number of extra columns. This
table represents the ratio of efficiency versus cost factor,
so a larger number represents better performance. This
result shows that all cases when the number of fault
limits is in columns “less than equal” 50, 100, 1000, and
2048 are not practical. The case of adding 64 extra
columns for the assumption of the number of faults, less
than or equal to 5 is the most efficient from Table 2, both



under the 0.05% failure rate (5.63) and under the 5%
failure rate of a GAL (5.65).
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Table 2. Performance of a self-repairable GAL
§ Conclusions and future works

A method for self-testing and self-repairing digital

circuits has been presented. A GAL was used as an
example here, but the method is applicable to other
devices such as FPGAs. The basic principle of our
approach is that a fault processor periodically tests the
AND plane of the GAL and diagnoses any faults in the
AND plane. If a faulty column is found, an attempt is
first made to exchange that column with another column
that needs the programming found in the faulty column.
The column gained in this exchange is then
reprogrammed to replace the faulty column. If column
re-use is not possible, the faulty column must be replaced
with an extra column built in the OR gate. When the
test/repair cycle is complete, the circuit returns to normal
operation. Assuming a stuck-at fault model, faulty
columns can be diagnosed and located with a universal
test vector set. Our method allows the repair all multiple
faults up to the point where no more columns are
available for re-use or replacement. Our simulation
.results show that a self-repairable GAL using the re-use
method will last longer in the field. Data presented also
shows how many extra columns a GAL should have in
order to achieve a desired reliability and device lifetime.
With this data and estimates of the required areas, it is
possible to estimate an ideal point, where the maximum
reliability can be achieved with the minimum cost.

This paper is an initial attempt to present some of the
possible approaches to design for self-repair. Although
we present here only SOP (Sum of Product) type EPLDs,
the method is applicable to other devices such as FPGAs.
The development and comparison of various self-

. repairable programmable logic structures is our long-
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term research objective.
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