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Key	Insight:		
We	can	apply	techniques	from	the	Opera9ng	System	to	System	Management	Mode	Integrity	Checks	

How?		Break	down	security	inspec4ons	into	smaller	tasks,	Schedule	fixed-length	bins	of	tasks,	Maintain	a	limit	on	4me	in	SMM	

EPA-RIMM: Extensible, Performance-Aware SMM Runtime Integrity Measurement 
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• Problem:  The unbounded SMM time and lack of extensibility of proposed 
techniques [2,3,4] for SMM-based runtime integrity checking are obstacles 
to their acceptance and use.  

• Our Approach: Subdivide large inspections to reduce performance 
degradation, Create extensible framework to specify new inspections at 
runtime. 

• Conclusions: EPA-RIMM allows controllable performance impact, more 
frequent measurements, and varied sets of measurements for each 
inspection. 

Motivation 

•  The time to discover compromises is not keeping pace with the attacker’s 
ability to quickly compromise systems. [1]  

•  New mechanisms needed to more quickly detect rootkits and alert on 
their presence 

•  Proposed SMM-based runtime integrity mechanisms [2,3,4] suffer from 
impractical performance overheads and lack of extensibility.  
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Research Challenges 
-  Methods of supporting extensible measurements when “pristine” 

measurements unavailable 
-  Specification of more advanced measurements, including hypervisor 

inspections 
-  Supporting effective and stealthy out-of-band communication to SMM-

based Inspector 

SMM-based Rootkit Detection (RIMM) 
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More predictable performance in SMM 

Check Description 
Check ID # 
Command 
Operand 
Memory Address 
Length 
Subdivision Target 
Time of last check 
Check Priority 

 

Command Selected 
Parameters 

Measure Register  CR0,CR3*, 
CR4,IDTR,GDTR 

Measure Virt Mem Address, Length 
Measure Phys Mem Address, Length 
Measure MSR MSR Number 

 

Extensible Checks 

SMI 
Handler 

App 

 
Kernel 

SMM Host-side 

Utilize SMM access to 
memory, CPU register 
introspection to identify 
rootkits 

Future Work 
-  Develop simulator for EPA-RIMM scheduler to evaluate options of 

scheduling large numbers of tasks  
-  Develop SMM benchmarks for runtime integrity measurement (hash, 

encryption) 
-  Enable hypervisor inspections 
-  Allow incoming threat data to drive new inspections. Share discovered 

threats via STIX [1] (or similar) 
1. STIX, https://stixproject.github.io 

Linux kernel address space measurement 

Measurement Status Indicators 
 Provisioned Unchanged 

9. Analyze Check results 

Kernel Code Change 

6. Sign/Encrypt results  

0	

8. Decrypt Results/Check Signature,  
Merge Task results into Check results 

Diagnosis	
Manager	

Backend	Manager	

Task Bin 

1. Issue Check Requests 

Task Bin 

2. Subdivide Checks into Tasks 

Checks 

1.  Kernel	Code	Hash	
Priority	2	(pr=2)	

2.	IDTR		
(pr=1)	

3.	GDT		
(pr=0)	

3. Form Bins, sign/encrypt bin and transmit 

4. Receive signed/encrypted bin and provide to Inspector 

5. Decrypt bin/Check signature, process tasks in bin 

Task Results 

Inspector	

Host	Communica4on	
Manager	

Monitored Node 

Controller Node 

7. Send signed/encrypted results 
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