OpenConf Home Email Chair

20th Annual Computer Security Applications Conference

Paper Submission

problems or do not receive the email within 24 hours, please contact theProgram Chair.

Paper ID: 9

Title: Locality, Network Control and Anomaly Detection
Student: FAuthor1
  Name: James Binkley
  Org: Portland State University
  Country: USA
  Email:jrb@cs.pdx.edu
Author2
  Name: John McHugh
  Org: Carnegie Mellon University
  Country: USA
  Email:jmchugh@cert.org
Author3
  Name: Carrie Gates
  Org: Dalhousie University
  Country: Canada
  Email:gates@cs.dal.ca
Author4
  Name:
  Org:
  Country:
  Email:
Author5
  Name:
  Org:
  Country:
  Email:

Other Authors:
Contact Author #: 1
Contact Alt Email:
Contact Phone: 503-297-3583
Keywords: locality, anomaly detection, intrusion detection, scan detection
Abstract: Ourmon is a near real-time web-based lightweight network monitoring
and anomaly detection system that captures packets using port-mirroring on Ethernet switches.  It primarily displays data via graphics using either RRDTOOL graphs or via histograms for top talker style graphs. We have developed a theory that network scanning launched primarily by worm programs including TCP and UDP scanners
may be caught by monitoring network control data including TCP control packets (SYNS, FINS, RESETS) and ICMP errors, or by monitoring
certain carefully chosen metadata such as the flow count itself.
We present new notions of "flow tuples" including a TCP SYN tuple
and a UDP error tuple, along with some weighting schemes used in our system. We illustrate our ideas with examples of attacks as
graphed by the Ourmon system, and relate those examples to our
control theory ideas.
Comments:
Paper: included

OpenConf - The friendly conference management system www.OpenConf.org