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ABSTRACT Subdomain testingHowden [8] formulated a theory of subdomain-
based testing that describes virtually all methods in use, and
showed that ideal subdomain-based methods do not exist.
Any algorithmic method must give potentially misleading re-
sults. Honest practical testers know this, although they prob-
ably never heard of Howden'’s theory.

This paper extends basic software-testing theory to software com-
ponents and adds explicit state to the theory. The resulting theory
is simple enough to abstractly model the construction of systems
from their parts (‘units’). It provides an unconventional insight into

the relationship between testing units and testing systems. Experi-

ments exploring the theory support the following conclusions: Random testingButler and Finelli [3] looked at the practical lim-

e Units should be independent, more like what are called itations of the only alternative to subdomain testing, ran-

“components” than subroutines or object-oriented classes. dom testing, and concluded that it is impractical. To conduct
e Units’ persistent state should be local. a random test to establish high confidence that a program
e Units should be extensively tested. will not fail in IV hours of operation requires more thah

hours of testing. So for strong guarantees, e.g., in aircraft
flight-control software, the required testing cannot be accom-
plished in any reasonable time. This result is not well known
to practical testers and necessarily ignored (except perhaps
in engineers’ nightmares) in safety-critical applications.

A new kind of system testing is proposed: Unit-test results are
combined to approximate the system behavior. Testing the approx-
imation is cheaper and easier than testing the actual system and
more likely to expose system problems.

Category and Subject Descriptor: D.2.5 Software engineering,

Testing and debugging In this paper, abstract testing theory is extended to investigate
General Terms: Verification three fundamental questions:
Keywords: Testing theory, unit/system testing, persistent state (1) What form should the “units” of a software system take?

(2) How should state be handled in the units and in the system?
1. INTRODUCTION (3) How should units and systems be tested?

Software testing is a practical activity usually conducted for the 1he theoretical answers can be worked out in complete detail for
purpose of discovering failures so that they can be fixed before an SITPI€ but revealing experiments that suggest how to test software.
application system is released. The practice is labor-intensive and _ S€ction 2 reviews the theoretical model and extends it to include
often conducted in a haphazard way, yet it has a firmly establishedState- Section 3 models the ‘units’ of software as executable pro-
place in software development, commonly consuming a large frac- 9@Ms, an idea that comes from the component-software world.
tion of a project’s time and resources. It is frequently stated that SECtioN 4 reports on two experiments with the role of state in test-
testing desperately needs a theoretical foundation, which would INd and the relationship between unit- and system tests. Section
provide insight and direction to practice. There is such a theory, © draws conclusions from these experiments, and proposes a new
which began with the work of Goodenough and Gerhard [4], a the- kind of system testing in whlch_ combinations of component test
ory which should be just what practice needs, because it is simple, EXécutions substitute for executing the actual system.
abstract, and revealing. Yet the theory has not been very influential,
perhaps because its results are largely negative. Having capture. THE TESTING-THEORY MODEL
the essence of testing, it shows that what we do in practice cannot  The model used by Goodenough and Gerhart, Howden, and al-
be easily justified. Two examples of such results are of interest:  most all testing theoreticians, assigns functional semantics to pro-
*Supported by NSF ITR grant CCR-0112654 and by an E.T.S. Walton grant 9rams. The theory is reviewed here to establish a consistent nota-
from Science Foundation Ireland. Neither institution is in any way respon- tion; the reader familiar with its ideas may want to read the new
sible for the statements made in this paper. definitions in Section 2.4 and then skip to Section 3.

2.1 Black-box Functional Semantics

Permission to make digital or hard copies of all or part of this work for A programp IS ta_ken to have a meaning tha_t I_S a function map-
personal or classroom use is granted without fee provided that copies arePing an input domairD to an output rangéz. This idea goes back
not made or distributed for profit or commercial advantage and that copies to Turing, and Harlan Mills [11] suggested a clever notation that is
bear this notice and the full citation on the first page. To copy otherwise, to a variant of one used by Kleene [9]. The meaningofs a func-
republish, to post on servers or to redistribute to lists, requires prior specific tion . D — R. Mills's notation is literally the ‘black-box’

permission and/or a fee. - i ina f . tt tout. A i
ISSTA'06,July 17—20, 2006, Portland, Maine, USA. meaning O~ as a mapping from Input to output. A Speciiica-

Copyright 2006 ACM 1-59593-263-1/06/0007$5.00. tion for a program is similarly taken to be a (partial) input-output



functiont ¥ : D — R, and correctness aP wrt /' means that The first state circumlocution comes from software reliability-

= F. Atestsefl’ is a subset of the input domaif, C D. For growth modeling, where a program is executed repeatedly using
programP with specificationF" to fail on 7" means precisely that ~ pseudo-random inputs to measure its failure rate. The pure-function
3teT, (t) #£ F(t). model of suph tests can_include state variables by a_rtificia_lly adding

Subdomain testing divides the input domdihinto n subdo- them to th_e input collection. Thus when atest-case inputis selected
mainsS;,1 < i < n, D = U, S;. A testsetl’ covers the sub- by assigning random values to the program inputs, a random value

domains itvi, T N S; # @. The success of a testset is misleading 1S @S0 selected for each state variable. Unfortunately, this treat-
if the program is not correct in consequence. (It was Howden’s Ment is intuitively wrong because state-variable values cannot be
result [8] that algorithmically-defined coverage techniques are in independently chosen. In reality, state values are created in a de-
general misleading.) Other program properties are easy to capturecidedly systematic way by the program in execution.

in the functional theory, by imagining that a prografncomputes The second attempt to incorporate state is more successful. A
other functions Iik. For example P’s run time is a function program with state is treated as a function mapsequencesf

r: D — R, whereR is the non-negative real numbers. If desired, inputs to outputs. Single test cases are then input sequences that

correctness can be defined to include such properties, for example,Capture successive executions without ‘reset’ along the way. There

that a program never run too longB € R, V¢, r(t) < B. is no need to explicitly describe sta}te, sincz_e in terms of t'hese in-
These definitions abstract away from all the hard problems of PUI se’quences the program semantics remains _pqre-functlonal. _The
real programs, specifications, test oracles, test selection, etc. rgset is done between sequences, which are stil mdependeflt trlals’
with a repeatable outcome. Although the second approach ‘saves
2.2  Unit Testing the simple functional-semantics theory, it would be better if state
were explicitly modeled. Otherwise state-related testing issues in
the theory are no different than problems not involving state, and
every practical tester knows that position to be false.
The extension to testing theory in Section 2.4 will include and
relate these prior attempts to capture state.

The intuition behind testing as soon as possible in the develop-
ment cycle is that it should be easier to deal with small units of
code, and that if the units work better because their problems have
been found and fixed, the system will work better.

Conventionally, units are defined by the programming language
used. For a C-like language, they are separately compiled subrou- ..
tines; for an object-oriented language they might be classes incor-2-4 Formallzmg Program State
porating several methods and private persistent storage. For sep- In addition to the program input domait and output range,
arate testing of units an input-output convention must be adopted. we introduce an explicit state séf, and give the behavior of pro-
The parameters of the routine/method, along with any values of gram P in two parts, each depending on state as well as input. Re-
global/private-state variables are the obvious test inputs. Returnedtaining the box notation for the ‘functional’ part éf's behavior,
values, along with any changed state variables, make up the output. :Dx H— R.

To actually conduct a unit test requires some scaffolding. A A similar state notation is needed, and since the state maps onto

driver program must be written to surround the unit with an exe- itself, a circle seems appropriat@ . D x H — H. Thus both

cutable main program that takes external input, to convert that in- the program output and a final value for the state depend on an
put to the appropriate parameter/state values, and pass them to th%put-state paitd, h) € D x H.

unit. The driver then fields the rgsults and conve_rts them l:_Jack o private state, local to a prograf, also has a peculiar abstract
external, observable outputs. Drivers can be tedious to_vx_/rlte, but aspect in specifications. Tlencrete staté itself is directly ma-
the process can be automated. Stubs pose a larger difficulty. A | . ;

unit may very well require the services of other units, and if so it NiPulated by the code funcﬂo@. The abstract stateJ is an
can only be tested in isolation by faking that support. No fakes entity that similarly enters specifications. The reason for making

are really satisfactory, but neither is the alternative of bottom-up & distinction betweed? and J is that/ may be a high-level, in-
integration that tests subsystems, not units. tuitive state not available in the programming Iaqgua}ge. It is then
In Section 3.1 it will be suggested that making each ‘unit’ an necessary tmgpresentvalues Of.‘] by some combmapon of pro-
executable program, as is done in the component world, is a good9"@™M entities in. The connection between the two is established
way to study the unit/system relationship. by anabstraction mapA : H — J. This process of represen-
tation and abstraction is the basis for information hiding, a design

2.3 Testing in the Presence of Persistent State technique of the firstimportance. However, it does no violence to

Functional-semantics testing theory as presented in Section 2 lteSting theory to identify/ with 7, and we do that here.
9 yasp .~ In principle, specifications need not concern themselves with
models only programs that do not retain state from test to test. This

. ) . S . software state at all. To describe what is required of a program

property can be achieved in practice by requiring that prior to the . . o . .

. - . v, does not necessarily require a description of persistent storage it
running of each test case, some kind of ‘reset’ is done, so that

. . will maintain. However, i n ms im ibl ive a for-
cases are independent and repeatable. Leaving out state goes too ainta owever, it often seems impossible to give a fo

far toward simplicity—the model cannot provide insight into state- m_al descrlpt_lo_n of reqw_red actions that depend on previous history
. X . without explicitly capturing that history.
related testing problems. But testing theorists have been reluctant A ificatiori ) f onF D x H — H
to complicate their tidy model, and have instead tried to incorporate specifications a _(partla) unctionf”: D x H — H x R.
' The simplest definition of a program meeting its specification is:

state implicitly, in two ways. A programP is state-blind correctvrt specificationF’ iff:

Lif specification is defined to be a relation rather than a function, it captures V€ D,Vh € H, (@ (z, h),(a&7 h)) = F(z,h).
the idea that more than one result may be correct and allows ‘don't care’  practical testing explores state-blind correctness by arranging
inputs whereanyresult is correct. IfF' is functional, when it is undefined - .

that the program under test be forced into particular states, then

for Input'u, teChn'Ca"y r.nu's't also be u.ndEmed @t_ tha}t is, P must various inputs tried there. Yet state-blind correctness is intuitively
not terminate. These peculiarities of functional specifications must be bal

anced against the more cumbersome, less intuitive mathematical machinery"COTect, because it accords state the same status as input: it cap-
of relations. tures the false idea that state can be independently sampled.




To do better, consider sequences of inputs and the sequences oprograms by passing the output of one as the input to another. In

state values that result. It is usual for a progr&with state to
have a testableesetcondition that defines the need fér to ini-
tialize. (In practice the reset condition is often a missing file that

the program creates; to reset, the file is removed by some external

agent.) Starting from reset, the behavior Bfis repeatable: the
same sequence of inputs will produce the same results.

Let P be in a specialnitial state ho € H signifying reset,
and consider a sequence of inputs: (xo,x1,...,2»). The cor-
responding states reached Byare:

hi = (P) (i1, hio1), 1 <i <.

Successive functional values of the program are:

(‘T07h0)7 (x17h1)7 cey (-Truhn)y

that is, thei*® outputr; = (mi,l, hi—1). Similarly, the specifi-
cation prescribes a sequence of stateand outputs-;:

F(zi—,hi_q1) = (hi,ri), 1 <<,
starting withhy = ho.

P is sequence correcivrt F' iff for every sequence of inputs
(zo0, 21, ..., z,) and the correspondinig; andh; as above,

(hi, i) = ((B) (s, o) [P (s, o))

= F(zs,hi) = (hiy1,7i41), 0 < i < n — 1. The defini-
tion requiresP to terminate exactly wherg' is defined so that the
domains match.

practice there are many variables and types at interfaces between
programs, which must be checked for agreement. In a fundamental
theory it is better to arrange that the interfaces necessarily match.

The functional computation model excludes any discussion of
concurrency or non-determinism, and it is not useful for describing
event-driven computation that happens bit-by-bit instead of in tidy
input-output pairs.

Decisions about what the theory will describe are a sort of ‘clear-
ing of the intellectual underbrush.” We mean to investigate systems
and their parts and to focus attention on testing. The theory of this
section allows us to do that.

3. SOFTWARE COMPONENTS

The use of standardized parts characterizes successful design
in mechanical and electrical engineering; software engineers have
long felt the need of a corresponding idea for software.

3.1 Components as Test ‘Units’

Szyperski has framed a general definition of ‘software compo-
nent,’ taking it to be executable, described only by its interface and
black-box behavior, using only local persistent state [15]. The test-
ing theory of Section 2.4 immediately applies to Szyperski compo-

The difference between state-blind and sequence correctness i§€nts: A component’ is a program with black-box behavipe']
in the states that appear in the definitions. In state-blind correctness,and local-only state behavi@.

the proof obligation ranges over the whole £&tin sequence cor-
rectness only some statesihneed be considered, namely those

The question to be investigated here is the fundamental rela-
tionship between testing a complete system and testing its parts.

that are specified to occur, and actually do occur, in the order(s) Treating both parts and system as executable programs gives us the

they occur. The latter is a subtle point: if, for example, state H

cleanest possible relationship between the two.

only appears in one sequence, then the proof of sequence correct- . .
ness can use any properties that have arisen in that sequence; tha3-2 Subdomain Testing of Components

sequence is the only one that need be tested to coveristate
State-blind correctness=- sequence correctness, but not the
reverse.

When a developer sets out to test any piece of software, it is a
daunting task. The input domain is huge and there is time to sam-
ple only an insignificant fraction of it. The specification may be

Sequence correctness is essential for correctness proofs, becaussomplex and usually is not precise. So the tester does not know

an intuitively correct program usually fails to be state-blind cor-
rect. However, it might seem that for testing one should avoid the

more complicated definition and just explore the whole state set.

This intuition, although it is often followed in practical testing, is
wrong for three reasons: First, testing over allfdfincreases the

number of tests required, which is already overwhelming. Second,

which inputs to try, and isn’t sure what the results should be. At
the unit level, the testing problem seems easier because the spec-
ification is limited and so is the code volume; this is the rationale
behind unit testing. On the other hand, there can be no usage in-
formation at the unit level to guide test selection—the whole input
domain has to be examined.

successful testing on states that do not actually occur gives a false The natural response to this problem is to divide the input do-

confidence in a program’s reliability. Third, when a test fails on

main of a unit into subdomains on each of which the behavior is

a state that does not actually occur, time is wasted resolving theintuitively ‘the same,’ and to try only a few test cases in each sub-

spurious problem.
The state spacH can be divided into subdomains for testing as
was the input space in Section 2.1. An arbitrary divisioHHomay

domain. In practice, ‘the same’ is hard to capture. It is common
to use so-called functional subdomains based on the specification.
Each such subdomain comprises a collection of inputs for which

contain subdomains that cannot or should not occur, and part ofthe required behavior has intuitive similarities, e.g., “should clear
the testing problem is to investigate state questions such as: “Canthe screen.” But ‘should’ is not ‘does, which leads to a second
the program reach states forbidden by the specification?”. Follow- kind of subdomain decomposition based on what the program re-

ing the presentation of experiments in Section 4, Section 5.3 will
further discuss testing in the presence of state.

2.5 Deficiencies of this Testing Theory

The notation of Sections 2.1 and 2.4 restricts the input domain

and the state domain each to a single variable. In the sequel thesé

will be further restricted to real-number representations. Many of

the difficulties that arise in testing are present for one real variable;
adding more variables adds to the mathematical overhead without

a corresponding gain in insight.
In the sequel the input domain and output range set&nd R
will be made to coincide, because it will be of interest to connect

ally does, e.g., “clears the screen.” Evidently, the program is cor-
rect in the intersection of such subdomains, e.g., “should clear the
screen and does do so.” The program fails outside the intersection,
e.g., by clearing the screen when it should not, or by failing to clear
it when it should. Unfortunately, a tester cannot know anything
bout these subdomain intersections except by testing. Neither a
specification-based subdomain nor a program-based one can be de-
pended upon to have only inputs that are really ‘the same’: both
may contain some success points and some failure points. If failure
points happen not to be selected, a subdomain test will succeed and
be misleading according to the definition in Section 2.1.



Testing theory succinctly describes this unfortunate situation, but mation to the behavior af' by sampling each subdomain and

offers only negative results such as: “Don’t trust subdomain test- computing there the average output value and the root-mean-
ing.” Some studies do a little better, for example: “Subdomains square error between the actual execution values and the av-
formed by arbitrarily splitting existing ones are probably not an im- erage. This is the support needed for unit testing. When the
provement” [5]. The theory stays in contact with the real world by experimenter is satisfied with the subdomains and errors, the
capturing and examining subdomain testing abstractly, but leaves component test analysis is complete.
the difficult job of finding good subdomains and investigating them . » ) ]
to see if they are misleading, etc., to practice. System Synt_hean addltl_on toa c_ollec_tlon of component imple-
When the software under test is a component, there is some jus- mentations and their approximations from component analy-
tice in telling its developer: “You are responsible for testing this sis, the experimenter supplies a control-structure system de-
component. Do the best you can with the difficult process of sub- sign for a system. This design connects the components us-
domain testing.” Components are made and sold partly on the basis ing Boehm-Jacopini structured constructs of sequence, con-
of their quality. Working hard to convince oneself (and one’s cus- ditional, and iteration [2]. The output of one component is
tomers!) that the component does meet its specification, that its taken as input to the next. The tools can execute the sys-
tests are not misleading, is in the developer’s interest. tem using the actual component implementations, but can
also ‘execute’ the subdomain-based approximations by table-
3.3 Subdomain-approximation Adequacy lookup?. Thus the system predictions (from the approxi-
The quality of a subdomain-based unit test of a compoigént mated components) can be compared with the actual behav-
can be measured by the degree to which it approximates the ac- ior.
tual behavior ofC. If and@ were functionally ‘the same’ The rationale for carrying a unit-test approximation of compo-

across each subdomain, theéhwould be accurately described by  nent behavior to the system level is that this is an ultimate assess-
step functions, constant on each subdomain. For numerical do-ment of the unit-test quality. If the unit-test information is accurate
mains, the accuracy of such a subdomain-defined approximationenough to make good predictions about an arbitrary system, it is
can be quantified. The best constant values to choose are the aveertainly adequate. Experiments reveal the relationship between
erages across each subdomain, for which the approximation errorunit- and system testing.

is the root-mean-square deviation from actual values. A good unit .

test (i.e., good subdomains) has small approximation errors. The4.2 Stateless Experlments

subdomains and averages measured in them define approximations, Because state introduces its own difficulties and insights, we be-
and test quality is measured by the extent to which these agree withgin with analysis of a simple stateless compon€pt Its domain

the actual’. o _ and range are arbitrarily chosen to Be= R = [0, 100). is
In conventional unit testing, subdomains are chosen haphazardly.
Perhaps some failures are found by tests covering them, but no as- 100 -
sessment of subdomain quality is made. What is proposed hereis g 90
more stringent: to measure how good an approximation to actual = 80 ]
behavior the subdomains define. In the next section we study the = 70
. L 3 60 -
effect of getting the subdomains right or wrong. ER
T 40
c
4. TESTING EXPERIMENTS g 304
This section reports on experiments testing component and sys- ,_% ig i
tem implementations. When we began to study component-based 0 : : : : : : : : : .
software, we used ‘toy’ programs as components but soon aban- 0 10 20 30 40 50 60 70 8 90 100

doned them. The experiments revealed nothing because the toy
programs’ behavior was too simple. Full-blown ‘real’ programs
might have shown more, but their interesting behaviors are hard
to control and they are beyond the capabilities of simple tools. We discontinuous and rapidly varying as shown in Figure 1.
settled on artificial implementations as the best compromise. These Figure 2 shows a portion of Fig. 1 for inputs s, 28] and
components are Perl programs whose functional behavior is easy to ) ’

adjust. For example, to give a component discontinuous behavior, WO Subdomain-based approximation. One approximation

an IF statement selects between two output expressions; to moveS oPtained by dividing the domain into 320 uniform-size subdo-

the point of discontinuity requires only changing the conditional Mains; the other uses 140 hand-adjusted subdomains. In Fig. 2
expression. We found that artificial components could be adjusted the @pproximation curves have been shifted vertically for clarity—

to display cases with analogs in real software, but without introduc- the vertica! Scé'e applies °F"y to the_ midd_le curve. Eac_h step in
ing too much complexity. the approximations is technically a discontinuity, but vertical lines

are shown to better group the data. The hand-adjusted subdomains
4.1 Prototype Tools were created by starting with 80 uniform-size subdomains, noting
the r-m-s error in each, and subdividing those where the error was
2% or larger. A component tester might use such a procedure to get
good subdomains by trial.
Table 1 summarizes the two approximations of Fig. 2. The col-
umn headed *2%” counts subdomains in which the r-m-s error

Input
Figure 1: Measured functional behavior of componentCy.

To study components and their testing, a set of prototype tools
was implemented. These tools allow an experimenter to test any
executable code unit having one floating-point parameter and one
floating-point state variable and returning a floating-point value.
The tools work in two modes:

. . . 2A theory has been developed [7] that allows system properties to be cal-
Component AnalysisThe experimenter supplies a set of subdo-  ¢yjated directly from the component approximations, but the table-lookup

mains for an implementatio@'. The tools find an approxi- ‘execution’ is equivalent (if less efficient).



160 A 100 A
140 @ 90 -
w120 - S 80 4
$ 100 - S 70 /
g g0 A - 2 60
T 60 2 50 A
g 40 ——J T 40 A
S 20 S 30 -
S 04 S 20 1
20 A T 10
'40 T T T T 1 0 T T T T T T T T T 1
18 20 22 24 26 28 0O 10 20 30 40 50 60 70 80 90 100
Input Input
Figure 2: Measured behavior of Cy (middle curve) approxi- Figure 3: Measured behavior ofCy; Co.
mated using uniform-sized subdomains (curve displaced down)
and using hand-adjusted subdomains (displaced up). " 200 7
. . 5 150 4
Subdomain| Functional r-m-s Error (%) g
Approximation count| Ave Max >2% 2 100 A
uniform 320[ 0.6 304 11 3 \
hand-adjusted 140 1.2 1.95 0 g 50 1 } I
o
Table 1: Comparison between uniform and hand-adjusted sub- E 01 /I_,_\_\_'_\/
domain approximations to the behavior ofCj. 0 . . : . . . . . . .
19 195 20 205 21 215 22 225 23 235 24
Input

exceeds 2%. Although on average both subdomain divisions areFigure 4: Functional behavior of C; Co (middle curve) ap-
good approximations, the hand-adjusted one has fewer bad subdoproximated using uniform subdomains (shifted down) and
mains despite using fewer than half as many subdomains. hand-adjusted subdomains (shifted up) as in Fig. 2.

4.2.1 System Synthesis from Components

The prototype tools can synthesize system properties for an ar_pc_)nent s_ubdomains have been adjusted by tht_air developers to_ mini-
bitrary control structure built up from sequences, conditionals, and Mize (using whatever test resources were available) the error in ap-
loops. The simplest and most revealing structure is sequence. Wheroximating component behavior. The synthesis experiment shows
two components are composed so that the first invokes the secondthat these subdomains are good ones for system test and to use
it makes the greatest demand on unit testing of both components.them with the component approximations is very cheap—only one
The primary reason is that the input-domain distribution of values test point per subdomain is requifedThis novel way of system
seen by the second component when in the system is distorted bytesting will be further discussed in Section 5.2.
the functional behavior of the first component. An adequate unit -
test of the second component should take this into account, but4'3 Components with State
it cannot, since components are unit tested in isolation, without ~When a component’ has local persistent state, unit-level test-
knowledge of the system that will later be formed. The only de- ing can still probe its behavior. By selecting a test pginth) in
fense against getting it wrong at the system level is a good choice the (inputx state) spacé x I, and executing componeft, the
of subdomains at the component-test level. tester obtain(m, h) and @(x, h), that is, the output func-

The simplest experiment that can be performed is to(puin tional and state values fa¥ on input(xz, k). From the results of
sequence with itself to fornto; Co. Other experiments with a  many such test pairs two surfaces can be plotted showing hbes
variety of system structures [6] have shown that a well ch@&éen  haves. Component subdomain analysis uses two subdomain collec-
using the simplest system structure reveals the same interesting feations, one subdividing the input space and the other subdividing the
tures as does a more complex system. Figure 3 shows the behaviogtate space. These collections can be systematically sampled and
of this system (sampled 500 times), which is surprisingly complex. values averaged across each subdomain to yield a surface of step
One of the component discontinuities (near 22) has apparently dis-plateaus that approximates the actual functional surface, and an-
appeared and four new discontinuities have appeared. Figure 4 dis-other that approximates the state surface. Proceeding in this way is
plays the functional predictions from the unit tests using uniform- the testing analog of state-blind correctness (Section 2.4), because
and hand-adjusted subdomain approximations, expanded for theit explores the state space as if it were an independent dimension,
dotted-boxed region of Fig. 3. The superiority of the approxi- without regard for how" really sets its state. For convenience, we
mation using hand-adjusted subdomains is evident—the uniform- also call such tests ‘state-blind.’
subdomain prediction and the system testing of Fig. 3 both miss  Alternately, the tester might resét, supply an input sequence,

a spike around before input 22 (the component discontinuity there and observe the resulting points on the behavior surfaces. Many
did not disappear, and there are five, not four, new discontinuities). such sequences allow the two surfaces to be plotted. Each in-
The 140 test points from the hand-adjusted subdomains do the besput/state pair that arises in a sequence falls in some rectangular
job of system testing, and it is as good with those points to use the

appr(_)XI_matec_i co_mponent code as the_ actual sy§tem. in [7], one would not have to execute even these few system tests. For
This investigation of component unit-test quality reflected at the example, the upper curve in Fig. 4 can be predicted from the upper curve in

system level suggests a new paradigm for system testing. The com-ig. 2 without execution.

3By calculating system properties from the approximations as described



subdomain; keeping track of pairs by the subdomain produces a ©utPut State

collection over which an average is taken to get the approximation. ; 5
This procedure is the testing analog of sequence correctness, which 4

we call ‘sequence testing’.

The difference between state-blind- and sequence testing is clea
shown if the latter plotted surfaces have gaps, above subdomains i
which no sequence-test pairs fall.

To illustrate, we modify the artificial componeaf, from Sec-
tion 4.2, to create component; that uses state in some common
ways'. C, uses statedl = [—1, 1] to remember two things. The
sign of stateh € H signals one of two ‘modes.” In the ‘positive
mode’ is similar to. In the ‘negative mode”; has a sim-
pler functional behavior, constant in the input. The magnitude of
the state valu¢h| scales the output, but only to factors between 0.5

0.5
rlyq
o5
-1
-15
100 9o 80 75

60 50 70 30 %

Input Space 107

State Space

Figure 6: Measured state-blind state behavior oiC;.

and 1.0 and only in the positive mode. The state itself is changed

by inputs in the rang@, 20]. Any inputz € [10, 20) sets the scale
factor to20/x; anyz € [0, 10) toggles the mode.

ComponentC; mimics in a simple way the state usage of a
command-line text editor. An editor has the two modes ‘input’,

in which almost every input character is accepted and stored, or
‘command’ mode, where input characters cause editing actions. A

special input toggles the editor mode. The two different output
functions of Cy

Figs. 5 and 6 do not capture haW; really behaves. Its states
donotstray outsidé—1, 1], and therefore scale factors greater than
1.0 are never applied as they appear to be in Fig. 5. The restriction
to avoid scale factors in tHe, 0.5) rangeis actually observed, so a
band of states in the middle of each figul@es nobccur. It is not
that component’; would not behave as the figures show if it were
placed in the states shown. It does in fact behave that way: the

for positive and negative state values model this figures are execution measurements. What is wrong is the state-

behavior. AIc_>ng with a binary mode valu_e, an edito_r also uses state blind testing samples: some of the states should not be sampled
values to do its work; for example, an editor has string-storage statep o ause they are impossible

to remember prior search and substitution strings in its edit mode
The use of state as a scaling factorGn (but only in one mode)
models a simple version of this.

First we apply state-blind testing @;, using a state sef =
[-1.2,1.2) and 5880 test points drawn systematically from the
cross product spade, 100) x H. Figure 5 shows the functional
output surface fo”;. At the front of the graph the mode (state)

Functional values

120
100
80
60

Input Space State Space

Figure 5: Measured state-blind functional behavior ofC’.

is positive, where th&-like behavior similar to Fig. 1 appears,
scaled down as the state goes toward 0. At the rear of the graph i
the constant, not-scaled, negative-mode behavior

Figure 6 shows state behavior féf. For inputs above 20"

makes no state changes, that is, the state function is identity. Figure
6 shows this as a sloping plane viewed from the underside. In the

inputintervall0, 10), C reverses the state sign, that is, the function
is an identity plane with slope -1, at the right of Fig. @,’s state
behavior in[10, 20) where the scale factor is adjusted is harder to

visualize and describe. Perhaps what Figure 6 best illustrates is tha

people are not good at visualizing state functionally.

4Even with a simple artificial component, it is difficult to intuitively grasp

the state behavior, which must be complex enough to pose interesting dif-

ficulties in component analysis (this Section) and in system construction
(Section 4.3.1).

5The angled plane joining surfaces at state 0 is an artifact of the plotting.

*  Sequence sampling gives an accurate assessmefit.ofFig-

ure 7 shows the output using 130 random input sequences starting

Functional values
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Figure 7: Measured sequence functional behavior of’; .

from reset. It can be seen that the state is confingd 10—0.5) U
(0.5, 1], and scale factors are limited correspondingly. About 34%
of the test points in Fig. 5 are wasted on states that never arise.

If the actual state behavior of a component is not understood at
unit-test time, it leads to an explosion of problems at system-test
time. For example, if Fig. 5 is taken to l6& 's output andC; is
s : .
placed in a system, the spurious scale factors above 1.0 may lead
to apparent system failures that are even more time-consuming to
track down than real failures.

To approximate the behavior @f;, 392 subdomains were cre-
ated in[0,100) x H, and the random test sequences tracked by
subdomain. No points fell in 132 of these subdomains. Figure 8
shows the approximation, which is a surface of plateaus above the
tsubdomains that arose. The weighted average r-m-s error in Fig. 8
relative to Fig. 7 is 2.2%.

4.3.1 Systems from Components with State

When components with persistent state are combined into a sys-
tem, the resulting system behavior is more difficult to display and
understand than in the stateless case of Section 4.2. For state-



Approximated Output Values a ‘front-end-like’ componen€’, that controlsC;. C» uses its state

only to keep track of a few discrete modes. It ‘shadows’ the two

90
?8 modes ofC; so that it knows what”; should do if invoked. It
60 has a mode to invoké'; (butC' is not permitted to change state),
ig another which explicitly force€’; to toggle its state (but only a
30 limited number of times), and another which models a user dialog
%8 not involving C';. Because&™ is used as a conditional test, it needs
0 ! 1 two (stateless) filter program&s and C to adjust values passed
100 ~ g ) 0. on. Figure 9 is a flowchart of the system control structure.

Input Space 0 : State Space )\
C

2

Figure 8: Approximation to functional behavior of C}. Y

less components, systems take exactly the same form as their con-
stituent components: stateless systems have a single input, a single Ch
output, and they are described approximately by step functions on |
a collection of subdomains (derived from the subdomains of their

components). In contrast, a system built from components with ¢

private persistent state(s) differs in form from a single component.

The system state is a cross product of the component states, a dif- Figure 9: A simple system built from components.

ferent entity for different numbers of components. This complex

system state is a challenge to grasp intuitively and to present graph- - £or completeness the detailed state- and functional behavior of
ically. To display system behavior farcomponents would require C» measured by sequence testing are shown in Figs. 10 and 11.

(n + 2)-dimensional graphs:(+ 1) independent dimensions for  (\ote that only eight states actually arise.) Since the modes are
states and the input, and one dependent dimension for the result.

It is not obvious how state-blind testing of a system with state Output State Values
should be carried out. In contrast, sequence testing of a system g
is straightforward. System reset means resetting all the compo- 4
nents. An input sequence is supplied to the first component in the 0
system. The connections between components route inputs to the ;2;
other components, creating sequences for them. (Not every com- 1008
ponent receives the same length sequence: conditionals split se- 8820

quences between their alternatives and loops expand one input into
a subsequence.) As it receives inputs, each component creates lﬁnuq Space .So
maintains its own state. Thus sequence testing of a system wit % :
state is just the same as sequence testing one component. We will B9 é M 2 0 2
use only testing with randomly generated input sequences in the
remainder of this paper.

If each component’s code within a system is replaced by a step-
function approximation, then executing these (by table-lookup) ap-
ggégpg;ii\t/?; %fﬁ?ebseahrﬁ\g?éég%r:?ﬁ é'g%;;i?;ggir:ess;:tg:nthdiscrete, no surface is fitted to the behavior, but the measured points

the ultimate assessment of quality for the subdomain-based tests of "¢ qunte'dense, and modes are traced by do_tteoﬁllr(ésnsml_er
the components. one _osz s eight modes, state +3 in Fig. 10 (t_hlrd fr(_)r_n the right).
Unfortunately, even though systems and approximations of sys- Igtr!fams?rﬁi;?gsfg gigzvfs\‘l\fﬁjzlilN:Iel(t:):i\llr;gsap?]seltlzﬁvn;oi(rj1e.ut in
tems can be easily sequence tested, the problem of visualizing th —280 —y60) then goin intopstate 4. In Fia. 11 a air?look at Etate
results remains. To see exactly what is happening requires higher- 3 I7=or O’vae i% utgaﬁ 's outout ié 1 th%t o itgtakes the riaht
dimensional Euclidean spaces than humans can perceive. The besg : h P Fio. 9 FI): 2 i pul t‘ it tak ' the left b gh .
that one can do is to define some measure of the complex, compos- ranch in =1g. <. For nfegs_t Ve INputs 1t a esh_ E eft branchin
ite state of a system to use in displays. Integer-valued states can bé:. 'gh' ° (outputh),_Faﬁcept_ or |n_put ip-80, —60) V‘r’] Ich again gﬁ_esh
coded to a single value with a bijective pairing function [14], so that gg it (.OquUIt ():i't fe actions cli[F8|3’ 762 areht_ E case in w tlrc1
each different cross-product system state has a unique value. Pair-> IS Instructed 1o torce a mode changetfi, which occasions the

ing functions necessarily introduce an undesirable nonlinear distor- de_f_;glt:a egl gﬁm{ﬁ;ﬂg\ggﬂg ?rtl?ct)?rrfglagc?ri. onent specifications. Be-
tion, because two values must be paired to a value something like p p )

their product. For real-valued states, no bijective pairing is possi- 24s€ I the syster@’s avoids the output rang), 20), it never
ble. In one special case a good intuitive display is possible: if only 210WS 1 t0 adjust its scale factor(”, is thus confined to two

a small number of state values arise, they can be labeled with the°d€s (1 and -1) that model ‘input’ and ‘command” modes of an
actual system cross-product state value. editor.

~ We construct an artificial example in which state plays a reveal- 6|, subsequent graphs the projection may be rotated to give the clearest
ing role, using the ‘editor-like’ component, described above with  view of the surface.

N

0

State Space

Figure 10: Measured state behavior olC5.
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Figure 11: Measured functional behavior ofCs. Figure 13: Measured functional behavior of the system of Fig.
9.
Component State? Type Informal Specification
Ch yes imp SeeFig. 7 .
Cs yes cond See Fig. 11 ments that in the stateless case showed that component measure-
Cs ho imp Compresses positive inputs to ments were sufficient to predict system behavior.
the output range [20,100); any The four component€’z, Cs, Cy, andCy are described by sub-
negative input gives o‘utput‘O. domains (in the input space for the stateless ones and in the cross-
Cy no imp  Absolute-value function. product of input and state for the others). Approximation plots like
Fig. 1 and Fig. 8 are obtained, and the subdomains refined until
Table 2: Components used in the system of Fig. 9. the r-m-s error is just over 2% for C1 and C3, about 13% for C4,

and for C2 the approximation is perféciThen the approximation
tables are ‘executed’ in the system combination of Fig. 9 and the
Figure 12 displays the system state behavior, each compositeresults compared with the execution measurements from Fig. 13.
state labeled with a pair of state values f6t;, C>) in order. For Again there is difficulty is displaying potentially hyper-dimen-
sional data. The trick of explicitly labeling a few system states in
graphs like Fig. 13 isn't as useful for subdomain-based approxima-
» o tions, because state subdomains are rectangles (in genedi,
v w/%g”# mensional boxes for a system wilfi components that have state)
; i that do not necessarily map into connected lines in the plotted state
+ dimension. Nevertheless, Fig. 14 shows the output behavior of the
approximate system formed from the approximated components.

Functional Values
1

Composite State Space

Figure 12: Measured state behavior of the system of Fig. 9. -50

example, in the mode at the left of Fig. 12 the composite state igput Space

(1,0): C4 is in state 1 whileC; is in state 0. Most system inputs 5 @3 @5 (1- 7) (1-6)
leave the composite state unchanged. It can be seen that the state w00 o @H &2
shadowing is working: in the composite states that arise the two Composite State Space

component states always have the same sign. System state behav-

jor almost mimics that o, but one difference is of interest; In  Figure 14: Approximation to Fig. 13 using approximating com-

Fig. 10 the state-0 curve (third from the left) has a linear segment ponents.

around input 0, while in Fig. 12 the corresponding curve (left-most)

has three discrete steps in the segment. In the system, some feasibl&he plateaus’ sides in the state dimension are arbitrarily placed to

states of the component have become infeasible. span each mode. In the (1,7) mode (second from right in Fig. 14),
Figure 13 shows the system outputs that occur in each of the the actual system data is plotted for comparison.

eight system modes. For negative system inputs, the output is the Displays like 14 quickly become incomprehensible in all but the

absolute value, reﬂecting the ‘user dia|og' thrOL@h For positive simplest examples. Recalling that there is no dlﬁlCU'ty in obtaining

inputs, the output is that of the ‘edito€’;, which is constant in ~ data about the actual and approximate behaviors, just in display-

negative modes (right-most and third from right in Fig. 13) and the ing them, suggests a different method of comparing the two that

shape of Fig. 1 in positive modes (the other six modes). generalizes to any number of system components. Figure 15 dis-
If this were a real system, Figs. 13 and 12 would be diligently Plays one sequence of test data like those used to plot Fig. 13 and

studied by the system testers to see if the behaviors meet systenfig. 14. In Fig. 15 functional values appear as vertical lines above

specifications. For our purposes it is enough that the behavior is 71he choice of subdomains is a compromise between accuracy and values
complex, because we now wish to try the approximation experi- that produce good graphical displays.




J 5.1 System- and Unit Testing

! + The twin facets of emphasizing unit- or system-testing are these:

Functional Values f + ‘ . . . . o
100 1 ‘ ] Unit. At the unit level testing is knowledge-driven. The unit is
38 by ‘ small, it can be studied in detail, and the tester can be in
Q9 good intellectual control.
gg The drawback at unit level is a complete ignorance of the
20 way in which the unit will later be employed, particularly in

0 component development, since future applications may vary.

The technical form taken by this problem is that in applica-
tion the unit will face a usage profile that depends strongly
on both the system usage and the system structure, both un-
known. So no unit-test profile can be adequate.

Composite State Space

Figure 15: Behavior of the system of Fig. 9 for one input se-

quence. The two points plotted above each vertical line are the ~ System. System-testing's great advantage is that the tested pro-
predicted and actual values. gram and its usage are really the ones of interest, so there is

no difficulty about testing the right things. Any information

that is needed for an accurate test is in principle available.
a path in the base (input state) plane. The path describes one
sequence of length 50 used to test the system. The sequence of in-
put points given to the actual and approximate systems is the same,
but the state sequence that results might be different (which would
result in different paths in the base plane), and the output may dif-
fer (different impulse heights). For this sequence, the actual and
approximate states coincided, and the output values differed only
slightly in most cases, as shown by two crossbars at the top of each
impulse. A concise way to describe these two sides of the testing problem is

A plot like Fig. 15 quickly becomes so crowded that the approx- to say that in unit test we know all about a program but aren’t sure

imation quality cannot be visualized, but the data can be analyzed What's important; in system test we know what's important but it is
in a way that generalizes to arbitrary systems: For the entire set of hard to be sure of anything about the program. In deciding where
sequences tested and each test point in each sequence, compute tfexpend more effort, the clear engineering choice is: at unit level.
distance between actual and approximate points in the (output Engineers need to know what to do and how to do it routinely [1,
state) space. For the test displayed in Figs. 13 and 14, the averagd6l- A principle is only useful to an engineer if it comes with a way
error distance is 10.7%. Relatively poor subdomains were chosent0 use it. There is of course another side to this engineering bias:
for C4 in this case to make the figures clearer; if the subdomains Prescribed activity has to be validated in principle, lest the engineer
are divided until all component r-m-s errors are below 2%, the av- engage in ineffective make-work.
erage error distance for the system is 2.5%. Thus small errors in Subdomain testing itself is a solution to the lack of eventual us-
approximating its components leads to small errors in the approx- age information at the unit/‘component level. Technically, the prob-
imate system. In this example the approximation tracks the eight lem is the disparity between the input profile used for unit testing,
modes in the state perfectly. In a system with a more complex state,and the profile that the component will actually face when it is in

state errors in the approximation can lead to larger discrepancies. Place in a system. If these profiles are different, testing at the unit
level can be expected to mean nothing at the system level. What a

The payment for operating in full reality is that system test-
ing is seldom an activity in intellectual control. The spec-
ification for a complete system can be extremely complex
and may have significant ambiguities or incompleteness. The
code has been assembled from many sources into a whole
whose complexity is overwhelming, beyond what any per-
son can fully grasp.

5  DISCUSSION: component sees in place depends on: (1) The system profile, and
’ ) (2) The component’s place in the system control structure and the
TEST UNITS OR TEST SYSTEMS? behaviors of the other components. Any profile can be thought

Testing theory as presented in Section 2.4 and component-basedf as a weighting of subdomains. Indeed, the practical profiles
experiments in Section 4.3 expose the difficulty of testing any pro- long advocated for software reliability engineering by Musa [12]
gram. This difficulty can be summarized as one of finding and are precisely such weightings. The unit tester, using full informa-
examining subdomains of the (inputstate) space of the program,  tion about the unit specification and its code, decides on a set of
subdomains that characterize its behavior and do not mislead thesubdomains, based on making the unit behavior ‘the same’ on each
tester into thinking all is well when it is not. Successful tests can subdomain. If this subdomain breakdown is successful, then the
mean that software is understood and under control; all too often weights later placed don’t matter—the unit behavior has been cap-
they only mean that the test coverage is dreadful. tured accurately for all possibilities.

Only a few simple examples have been examined, but they sug- This rosy view of the efficacy of unit testing may of course go
gest an unorthodox idea: creative, human-intensive testing shouldwrong. If there is an error in ‘'sameness’ of some unit-test subdo-
be done primarily at the unit level, but done far more extensively main, and the profile that component sees when in a system weights
than in current practice. Then at the system level, testing can bethis subdomain heavily, then the system can fail because this com-
a more routine checking activity. The system-level tests will be ponent fails, having received an input that was not represented in
judged against the system specification, but the test points usedits unit test.
will be those that were found to well approximate the unit behav- . .
ior. Furthermore, the actual system need not be executed: it can be2-2 A New System-testing Paradigm
replaced by an approximate system of component approximations. We propose to use the results of unit-testing components as a

way to structure system testing, reducing its cost both in terms of
execution time and the creative human effort required.



When a system is assembled from components suppose that eacfs really just another form of the testing-profile problem. Subdo-
component has been unit tested as were the examples in Sectionsains at the unit level must capture whatever a unit might do; if
4.2 and 4.3, which brings into existence a collection of artificial its state can be changed in arbitrary ways by unknown agents (the
components, each a subdomain decomposition of its input domainother parts of a future system) unit subdomains make no sense.
and a step-/plateau-function approximation defined on these subdo- Thus a proper state for a system made from components is the
mains. We suppose that the component developers have expendedross product of the local states of these components. The state
considerable effort to make these approximations as close to thesubdomains for system testing are then defined as cross products
actual components as they can, using tools like those described inof the component-test subdomains. Just as some input subdomains
Section 4. are explored in unit testing that can never occur once a particular

System testing is then conducted not with the actual components,system is built, so some feasible component-state subdomains may
but with the approximations. The advantages are: never participate in a particular system’s actual state. That is, the

Speed.Each approximation component executes by table-lookup Cross product of the feasible com_ponent-state subdomains is typi-
no matter how slow the actual component might be. cally a strl_ct superset (_)f the fea3|ble system states. (An example
was described in the discussion following Fig. 12.) It is hopeless
Coverage.lt is unnecessary to test more than one point in any sub- to try to explore by testing a complex system state in a state-blind
domain. The subdomains are by definition homogeneous andway; the payment is to do more work at unit level than is strictly
any point is like any other. needed for any particular system that will follow later.

The theoretical study of exploring state by testing has barely be-
gun. The testing examples in Section 4.3 and Section 4.3.1 are
program-based: states investigated are thosedihatise in exe-
cuting Cy, Cs, and a system on input sequences. In practice, it is
Test adequacyThe quality of a system test can be mechanically usual to look at specification-based states. Unfortunately, conven-

measured. On the assumption that the unit-test approxima- tional specification-based testing practice is particularly deficient
tions are of good quality, the only dangerous situation occurs With regard to state coverage. Here’s what is usually suggested:

Test selectionAny test selection method can be used, but the ran-
dom sequences of Section 4.3 are a choice requiring very
little creative effort.

when some subdomain of some component is hit much more A collection of specification-based states is devised by hand.
frequently than others as the system executes. Conventional There are two ways to try putting the program into one of
instrumentation can measure the subdomain hit rates. (The these specification states: (a) Invert the abstraction mapping
tools used in Section 4 provide this feature.) (A in Section 2.4) to find by hand a representative imple-
The sole disadvantage of using the approximated components mentation state and externally create this persistent value;
is nevertheless a substantial one: The system-test results may be  (b) Devise a test sequence by hand that should according to
wrong. However, they are not likely to be misleading in that tests the specification place the program in the specificationtate
falsely appear to succeed. The approximate components’ behav- Program behavior is explored by a test collection in which
iors are distortions of their actual behaviors, which should make each test point begins in what should be a specification state.

the approximate System fail to meet Specifica'[ion when the real- The deficiencies in such a scheme are clear. (1) The Speciﬂ-
component system would succeed or fail in a different way. So the cation may have unreachable states, perhaps obscured by a state-
second part of the scheme proposed here is to execute the actuahachine formalism that does not capture data dependences. Testing
system on any test cases where the approximation system fails ancan implementation is the way least likely to discover specification
to analyze only actual-system failures. problems. (2) The program states and state transitions may fail to
. mimic the specification, either by design or because mistakes were
5.3 Component/System Persistent State made in implementation. Conditioning with an input sequence that
When programs have persistent state, as almost all useful pro-shouldlead to some imagined state ((b) above) then takes the pro-
grams do, it magnifies the difficulty of testing. One measure of this gram to an unknown actual state. (3) The abstraction mappiisg
is that the number of relevant subdomains isgraluctof the num- usually many-to-one, so an implementation state selected to repre-
bers in the input- and state domains. This explosion in needed cov-sent a specification state ((a) above) may not be one that is typical
erage is strong support for pushing testing to the unit/component or even feasible. (4) The set of program states that can occur is not
level where there is some hope of keeping intellectual control. Itis explored; they may include states with no specification equivalent,
crucial in confining the creative part of testing—devising and ex- reached in unimagined ways.
ploring appropriate subdomains—to component level that state be It is not an unfair summary of current specification-based state
also confined to componefits exploration to say that it is unexamined. The tester continually
Imagine for a moment that a system were permitted global state, confounds what the program should do with what it does do, and
persistent values that could be used and set by all of its compo- never really knows what states have been (or have not been) tried.
nents. How could those components be unit tested? To partition
state into appropriate subdomains for test requires knowledge of5.4  Quality of System and Component Tests
how a unit will use that state. For state confined to the unit thisis  The experiments of Section 4 support the position that good sys-
difficult enough, as the experiments of Section 4.3 show. If state tem predictions can be made from the results of unit testing, as
were global, accurate partitioning for unit testing would be impos-  described in Section 5.2. We do not recommend interpreting these
sible, because it would depend on all the other units that will even- resyits to say that system testing is superfluous—that it only repeats
tually make up a system. The problematic nature of global state g poor fraction of the unit-level test work. It is, however, instructive

3 - . . to imagine an independent subdomain-based test being conducted
It is also the conventional wisdom that persistent state should be local to . . .

the units that make up a system. ‘Information hiding’ is the name Parnas ON @ System, and to trace itinto the unit-test results. Because things

gave [13] to this design idea, which is seen in most versions of object-

oriented design, and reflected in Szyperski's definition of a software com- 9The test sequences can be mechanically generated if the specification uses

ponent [15]. a state-machine formalism. The machine itself defines ‘specification state’.




are so complicated at the system level, the subdomains used are The conclusion drawn from the theory and experiments is that

likely to be much larger and less related to behavior than ones atcomponent testing, if properly done, can support and simplify the

the unit level. Whatever system test points come from these diffuse system-testing process. The difficult parts of system testing are

subdomains will find their way into the various unit subdomains, replaced by perhaps equally formidable difficulties at component

but coverage of unit subdomains will be sparse. Thus the likeli- level, but the difference is that understanding is far better at compo-

hood that anything new will be learned about the components from nent level and one can hope to quantify the system software quality

such a system test is low. The argument establishes that the imagthat will result, as it has not been possible to do with conventional

ined system test may be a poor one. What it leaves out is that thesystem-level testing.

results will be judged by the system specification and only such

judgments stand a chance of catching system-design flaws. unitAcknowledgments
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