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Abstract. Model checking suffers not only from the state-space explosion prob-
lem, but also from theenvironment modelingroblem: how can one create an
accurate enough model of the environment to enable precise yet efficient model
checking? We present a novel approach to the automatic creation of environment
models viatraining. The idea of training is to take several programs that use a
common API and apply model checking to create abstractions of the API pro-
cedures. These abstractions then are reused on subsequent verification runs to
model-check different programs (which utilize the same API).

This approach has been realized in SLAM, a software model checker for C pro-
grams, and applied to the domain of Windows device drivers that utilize the Win-
dows Driver Model API (a set of entry points into the Windows kernel). We show
how the boolean abstractions of the kernel routines accessed from a device driver
are extracted and merged into a boolean library that can be reused by subsequent
model checking runs on new drivers. We show that the merged abstraction is a
conservative extension of the boolean abstractions created by training.

1 Introduction

Recently there has been significant progress in model checking [1, 2] of software pro-
grams. The technique of predicate abstraction [3] has been successfully applied to au-
tomatically create boolean program abstractions of software. In the SLAM project [4],
software model checking has been applied to the domain of Windows device drivers
to check that these programs are good clients of the Windows Driver Model (WDM)
application programming interface (API), a direct interface to hundreds of procedures
in the Windows kernel. The SLAM engine, packaged with temporal safety properties
that define correct usage of the WDM API, comprises a tool called Static Driver Verifier
(SDV).

As with all model checking projects, a central question that we have had to address
is where a good environment model comes from. In our case, the Windows kernel is
the source code we seek to model. Needless to say, this is a nhon-trivial piece of code,
whose complexity and size are much greater than those of the device drivers that use
it. We have found that highly demonic and non-deterministic over-simplified models
of the driver environment often lead to SDV reporting too many false errors. To date,
we have constructed models of the kernel manually and on an “as-needed” basis. These



models capture the behaviors of the API that are necessary for the set of properties SDV
checks. This approach eliminates most of the false bugs while enabling model check-
ing of reasonably large programs. However, this approach suffers from the following
problems:

— Windows kernel procedures can be very complex. Manual creation of models for
these procedures is a time-consuming and error-prone process.

— The Windows API evolves, which makes the maintenance of manually created en-
vironment models very difficult.

— The number of properties that SDV checks always is growing, requiring refinement
of the kernel models.

Therefore, scalable software model checking requires automating the creation of envi-
ronment models corresponding to the APl as much as possible.

Our solution to these problems is to create environment modetsaiang. That is,
we leverage predicate abstraction across a large set of example drivers to automatically
create models of kernel procedures. While this process can be expensive, it is only done
occasionally (by the maintainers of the SDV tool).

Let us describe how training works on a single kernel procedufthe process
generalizes straightforwardly to a set of procedures). A set of drjvits - - , d,, } that
utilizes k is selected as the training set. SDV is run on each driver linked together
with the kernel proceduré. This results inn boolean abstractions d&f, which are
then extracted and merged together to create a refined abstraction of the pragedure,

In future runs of SDV, the boolean abstractinis used in the place of the kernel
procedurek. That is, the boolean abstractions of a set of procedures that result from
training are packaged as a boolean library which is reused in place of these C procedures
in model checking on other drivers.

We have implemented this idea in the context of the SLAM project [4], in which
predicate abstraction is applied to model checking of C programs, and methods for
creating, extracting, merging and reusing boolean libraries are provided as extensions
to the SLAM toolkit. This approach has been applied in the SDV project to automate
environment modeling.

While our approach was developed in the context of the SLAM and SDV projects,
we believe that the basic idea is generally applicable to programs written in other pro-
gram languages and to other analysis techniques. Our approach has four basic require-
ments:

— Model Creation. An automatic method for creating abstract models of software,
such as predicate abstraction, is required.

— Model Extraction. It must be possible to extract models at some well-defined
boundary in the program, such as procedures. This means that the model checking
process should preserve certain structural elements of the source program (proce-
dures) or provide a way to extract them.

— Model Merging. Given a number of models for a procedure, it must be possible to
conservatively merge them into a single model.

— Model Reuse Given a model for a procedure, there must be a way to incorporate
the model into a subsequent model checking run.



The remainder of this paper is organized as follows. Section 2 presents background
on the SLAM abstraction process that creates boolean program abstractions of C pro-
grams. Section 3 introduces the concept of boolean libraries and the algorithm for merg-
ing boolean libraries. Section 4 discusses the formal properties of our merge algorithm.
Section 5 reports our experiences on applying our technique to Windows device drivers.
Section 6 discusses related work. Section 7 presents future work and concludes.

2 Background

This section first gives a brief overview of the SLAM abstraction and refinement pro-
cess, then introduces the basic concept of boolean programs, and finally reviews how
SLAM performs predicate abstraction of C code. Detailed discussions about these top-
ics can be found in [4-8].

2.1 SLAM abstraction and refinement process

Given a safety property to check on a C program, the SLAM process has the following
three phases: (1) abstraction, (2) model checking, and (3) refinement (predicate discov-
ery). Three tools have been developed to support each of these phases:

— C28pP, a tool that transforms a C prografinto a boolean program8P (P, E)
with respect to a set of predicat&sover the state space 6f[6];

— BEBOP, a tool for model checking boolean programs [5];

— NEWTON, a tool that discovers additional predicates to refine the boolean program,
by analyzing the feasibility of paths in the C program [8].

The SLAM toolkit provides a fully automatic way of checking temporal safety prop-
erties of C programs. Violations are reported by the SLAM toolkit as paths over the
programpP. It never reports spurious error paths. Instead, it detects spurious error paths
and uses them to automatically refine the abstraction (to eliminate these paths from
consideration).

2.2 Boolean programs

Given a C progran® and a sefr of predicates (pure C boolean expressions containing
no procedure calls), G2 automatically creates a boolean progr8@(P, E), which

is an abstraction oP. A boolean program is essentially a C program in which the only
type available is boolean. The boolean program contdiii$oolean variables, each
representing a predicate . For example, if the predicale: < y) is in E, wherez
andy are integer variables i@, then there is a boolean variable #P (P, E) whose
truth at a program point implies that(z < y) is true atp in P. For each statement

s of P, C2BP automatically constructs a boolean transfer function that conservatively
represents the effect efon the predicates ii.

The syntax of boolean programs is given in Figure 1. In boolean programs, control-
flow constructs such aéthen-elseconditionals andavhile loops are represented using
the non-deterministigotostatement andssumetatements. For example, the statement
“if (P) A else B” in a C program can be represented by:



Expressions: e u= T | F|x|!e| eropex| choosele,f)
Binary operators:  op = && | ||
Declaration: d := bool z1,---,Tn;
Statements: s n= gotoLi, --,Ly

| L:s

|  assumée)

| asser(e)

| return zq, -, zp

| 21, @n = €1,

| 1, m = f(er, -, en)
Statement sequences = si; - Sn;
Procedure: P ;= boolid (f1, -, fn)

begind s end

Program: g = dp1--Pn

Fig. 1. Syntax of boolean programs.

goto L1, L2;

L1: assume(P); A; goto L3;
L2: assume(!P); B;

L3: skip;

in a boolean program. Thessumestatement silently terminates execution if its expres-
sion evaluates to false, and is the dual ofélssertstatement [9]. Thassertstatement
formulates a safety property. The property is violated if there exists a path in which the
asserted expression evaluates to false wheagkertstatement becomes executable.

In boolean programs, variable names can be specified as an arbitrary string within
curly braces, which allows us to name the boolean variable corresponding to a predicate
p by “{p}”". Inaddition to the usual boolean connectives, boolean expressions in boolean
programs have a built-in function calledoose The semantics of thehoose(p,nis as
follows. If p is true, therchooseaeturns true. Otherwise, if is true, therchooseeturns
false. If neithep norn is true, therchoosenon-deterministically returns true or false.

2.3 Predicate abstraction of C code

The SLAM abstraction algorithm handles arbitrary C programs. For each C procedure
in programP, its abstraction ilBP(P, E) is a boolean procedure. A key feature of this
algorithm is modularity: each C procedure can be abstracted lBp @&en only the
signaturesof procedures that it calls. The signature of a procedure can be determined
in isolation from the rest of the program given the set of predicates that are local to the
procedure. CRp operates in two passes. In the first pass, it determines the signature of
each procedure. In the second pass, it uses these signatures to abstract procedure calls
(along with other statements). These aspects of SLAM enable us to create, extract and
reuse the boolean program models of procedures (we will deal with merging later).

We explain SLAM’s modular abstraction process through an example. Figure 2(a)
and (b) show two C procedures. The procednecedecreturns the increment/decrement



intinc_dec (int x, int op){| bool inc.dec {(x==X},{op==0}) begin

int t; bool {t==X+1};
goto L1, L2;
if (op ==0)
t=x+1; L1: assume{op==0});
else {t==X+1} := choose{x==X},F); goto L3;
t=x-1;
L2: assume(op==0});
return t; {t==X+1} := choose(Rx==X});
}
L3: return{t==X+1};
end
@ (©
main (){ main () begin
inti=1; bool {i==1}, {i==2}, ret;
i =inc_dec(i, 0); {i==1} :=T,
assert(i == 2); ret := incdec(T,T);
} {i==1},{i==2} := {i==1}&&Iret, {i==1}&&ret;
assert{i==2});
end
|(b) [(d) |

Fig. 2. Example C program, (a) and (b), and boolean program produced by SLAM to prove as-
sertion, (c) and (d).

of its first argument«) depending on the value of its second argumep}.(The pro-
ceduremain callsinc_decto increment the value affrom 1 to 2. Figure 2(c) and (d)
show the boolean procedures constructed by SLAM in order to prove thastest
statement always succeeds. SLAM generates five predicates to prove thanjithe
predicates==1 andi==2 ; in inc_.deg the predicategs==X, t==X+1 , andop==0,
whereXis asymbolic constantepresenting the value of variableat the entry point of
inc_dec

Abstraction of assignments and assumesThe abstraction of assignments aast
sumesn this example is simple. Consider the assignment statetaenl in the pro-
cedureinc_dec If the predicatex==X is true before the execution of this statement
then the predicate==X+1 is true after. This is captured in the boolean program by the
corresponding assignment statement

{t==X+1} := choose({x==X},F);

On the other hand, the assignment statertertl  translates to the boolean program
statement

{t==X+1} := choose(F,{x==X});



because it can only make the predicateX+1 false (wherx==X is true before).
Theassumestatements in the boolean program reflect the abstraction df¢be-
ditional precisely because of the presence of the predigate0 .

Procedure signatures Let (Q be a procedure i, @’ be the abstraction of) in
BP(P, E), and Eq be the set of predicates ifi that are local taQ. The signature
of procedure&) is a four-tuple(Iq, Fo, Rg, M), where

— I is the list of formal parameters 6.

— Fy is the set of formal parameter predicates(@f defined as the set of those
predicates irf that refer to a formal parameter @fbut do not refer to any local
variable ofQ.

— Rg is the set of return predicates @f. They provide information to callers about
the effect ofQ. R contains those predicatesiy that mention return variables of
Q as well as those predicateskiy that reference a global variable or dereference
a formal parameter af.

— Mg is the modification set of proceduég a conservative approximation of the set
of locations that) could potentially modify.

In our example, the signature of the procedaedecasq is

- Ig = [z, 0p].

— Fgp = { x==X, op==0 }. These predicates become the formal parameters of the
boolean procedure correspondingrio_dec

— Rg = {t==X+1 }. This predicate becomes the return value of the boolean proce-
dure.

- Mg ={t }.

The predicategs==X andt==X+1 deserve special mention as they contain the sym-
bolic constant (an artificial variablej, which represents the initial value of variable
X upon entry to the proceduiac_dec These predicates are said to pp@ymorphic
because they do not refer to a particular valuexdike 1, 4 or 12. As a result, the
predicates are reusable in many different contexts.

Abstraction of procedure calls Consider a caly = Q(a; .. .a,) to procedure) at
label? in a procedureR (in programP). The abstractio8P(P, E) contains a call to
the boolean procedurg’ at labell in the boolean procedur@ . Let the signature of)
be (Ig, Fg, Rg, Mg). For each formal parameter predicate Fy, C28P computes
a boolean expression over (boolean) variableB'ithat yields the actual value of the
predicate to be passed into the call.

In our example, the formal parameter predicatesxaeX andop==0. The call
to the procedurénc_decin main isinc _dec(i,0); . Its abstraction in the boolean
program isinc _dec(T,T);  because the predicate=X always is initially true (re-
gardless of the value passed in foat the call-site) and because the call assigns the
value 0 to the formal parametep, which makes the predicatg==0 true.

The return values from a call 9’ are handled as follows. Assuni®) = {e1 ...ex}.
C2Bp creates: fresh local boolean variabl§s= {t; ...¢;} in R’ and assigns to them,



in parallel, the return values @}’. The final step is to update each local predicat& of
whose value may have changed as a result of the call. Any predicatg {the set of
local predicates of?) that mentions variablg must be updated. In addition, we must
update any predicate iz that could potentially be updated I6y. The modification
setM provides sufficient information to determine a conservative over-approximation
of the set of predicates to update.

In our example, the return variablet in the procedurenainin the boolean program
represents the predicate=X+1 . If the predicaté==1 is true before the call theX,
the initial value ofr in inc_deg is equal to 1, so ii==X+1 is true on return their=2
is true on return as well. This is captured by the assignment

{i==2} = {i==1}&&ret;

in the boolean program (part of the parallel assignment to predicatés andi==2 ).

3 Boolean Libraries

This section defines the structure of boolean libraries and shows how to merge two
boolean libraries (of the same set of C procedures) into one.

3.1 Boolean libraries

For a set of C procedures, a corresponding boolean library consists of two parts: the
header and the body. The header contains a signature of each C procedure in the form
specified in Section 2. The body contains the boolean procedures abstracted from these
C procedures.

Using the proceduranc_decin Figure 2(b) as an example, two different boolean
libraries are shown in Figure 3. The first would be generated by running SLAM on the
C program comprised of the proceduime_decand the procedummainin Figure 4(a).
The second would be generated by running SLAM on the C program comprised of the
procedurenc_decand the procedunmainin Figure 4(b).

The boolean library shown in Figure 3(a) or (b) can then be used in plase déc
when model checking a program that utilizas_.dec The SLAM abstraction process
uses the signature @fc_decprovided in the boolean library to abstract C procedures
that callinc_dec SLAM directly incorporates the abstractionin€_decprovided in the
boolean library into the abstraction of the program.

3.2 Merge of boolean libraries

For a set of C procedures, different boolean libraries may be constructed by using differ-
ent sets of predicates in the abstraction process. A boolean library that contains better
abstractions of these C procedures can be constructed by merging these boolean li-
braries. Merging boolean libraries involves construction of a new signature and a new
boolean abstraction for each C procedure by merging the signatures and boolean ab-
stractions of the procedure from these boolean libraries.



Signature = (
Io =[x, 0op],
FQ = { x==X, op::O }‘
Rg ={t==X+1 },

) Mqo={t}

bool incdec {x==X},{op==0}) begin
bool {t==X+1};
goto L1, L2;

L1: assume{op==0});
{t==X+1} := choose{x==X},F); goto L3

L2: assume{op==0});
{t==X+1} := choose(Rx==X});

L3: return{t==X+1};

Signature = (
Io=[xop],
FQ = { x==X, op::O }‘
Rg ={t==X-1 },

) Mq=A{t}

bool inc.dec {x==X},{op==0}) begin
bool {t==X-1};
goto L1, L2;

L1: assume{op==0});
{t==X-1} := choose(Rx==X}); goto L3

L2: assume{op==0});
{t==X-1} := choose{x==X},F);

L3: return{t==X-1};

end end

@ (b)

Fig. 3. Two different boolean libraries afc_dec
main (){ main (){ main (){
inti=1; inti=1; inti=1;
i =inc_dec(i, 0)] i=inc_dec(i, 1)] i =inc_dec(i, 0)
assert(i == 2); | assert(i==0); | i =inc_dec(i, 1)
} } assert(i == 1);

}
@ (b) (©

Fig. 4. Three different usages of tliec_decprocedure.

In this section, we discuss the algorithms for merging two signatsiggsandsig”,

and their corresponding boolean abstractiag@'sand Q”, of a single C procedure,
Q. The algorithms can be readily generalized to the merge of an arbitrary number of

boolean libraries of a C procedure or an arbitrary number of C procedures.

We will demonstrate the merge algorithms by merging the signatures and the boolean
abstractions ofnc_decin Figure 3(a) Figure 3(b). Figure 5 shows the result of the

merge.

Merge of signatures Given the two signatures ¢f, sig’ = (Ig', Fg', Rg', Mg') and

sig” = (Io", FQ", Rg", Mg"), a new signaturesig” = (1", Fo"', Ro"', Mg""),

can be constructed by mergingyy’ andsig”’ as follows:
_ Iéé/ _ IQ/ _ IQH;
_ FQ/// — FQ/ U FQ//;



Signature = (

Io =[x 0p],

FQ = { X::X’ op::O }’

Rg ={t==X+1 ,t==X-1 },
) Mq={t}

bool incdec (x==X},{op==0}) begin
bool {t==X+1}, {t==X-1};
goto L1, L2;

L1: assume{op==0});
{t==X+1},{t==X-1} := choose{x==X},F), choose(Fx==X}); goto L3;

L2: assume{op==0});
{t==X-1},{t==X+1} := choose{x==X},F), choose(fx==X});

L3: return{t==X-1}, {t==X+1};
end

Fig. 5. The merged boolean library afc_dec

- RQ////H = RQ/’ U RQN/E
— MQ = Mg = Mq".

The merge of the two signatures in Figure 3(a) and Figure 3(b) is shown in Figure 5.
The basic change is that the new signature for the procéutugiecnow has two return
predicates (Figure 3(a) contributes the predi¢ateX+1 and Figure 3(b) contributes

the predicaté==X-1 ).

Merge of boolean proceduresA boolean procedure has a control flow structure formed

by gotostatementsassumestatements, assignments, and procedure calls. Two boolean

proceduresy)’ andQ"”, abstracted frond) are guaranteed to have the same control flow

structure. What differentiate®’ andQ’ are the conditionals in thessumestatements,

and the variables and the expressions in the assignments and procedure calls.
Therefore, the control flow structure of the new boolean abstra@téfrom merg-

ing Q" and@” is constructed by copying the control structure of eith¢or Q”. The

main challenge is how to merge the expressions and variables of the corresponding

assumeassert assignment and procedure call statementg’'iandQ”.

Merge of assignment statementSonsider an assignment statemené; at label in
Q. Q' and@” will contain at label¢ a parallel assignment to the boolean variables in
scope at. The parallel assignment is of the following form:

b1, ..., by := choose(posi,negr), . .., choose(posy, negn,)

Suppose the following two parallel assignments appear at fahe&)’ andQ”:



{p1}, .., {pm} = choose(posi’,negi’), ..., choose(posy’, negnm")
{1}, ... {an}" := choose(pos1” ,negi”), . .., choose(posy,”, neg,")

If for {p;}’ there is nay; such thap; = ¢; then the assignment {g; } is simply copied
over from@’ to Q". (Symmetrically, if for{¢; }"” there is nap; such that; = p, then
the assignment tdq; } is simply copied over fron®)”’ to Q"’). On the other hand, if
there is ag; such thap; = ¢; then{p;}"” is assigned i)’ as follows:

{pi}" := choose(pos;’||pos;”, neg;’||neg;")

since if eitherpos;’ or pos;” holds,{p;} is true after¢ and if eitherneg,” or neg;”
holds,{p;} is falseafter/. (The SLAM abstraction algorithm guarantees that;" and
pos;" do not conflict and thateg;” andneg;” do not conflict.)

The boolean procedure merged from the two boolean procedures in Figure 3 is
shown in Figure 5 and demonstrates how the corresponding statements are merged.
The basic change is that the merged boolean procedure now updates both the predicates
t==X+1 andt==X-1 , based on how the predicates were updated in each input boolean
procedure.

Merge of assume and assert statemeritkeassumestatement is the control-flow gate
statement of boolean programs. If the expression iragsimeevaluates to true then
execution proceeds past the statement. However, if the expression evaluates to false then
execution (silently) halts. G2 abstracts thassumestatement in a sound fashion: if an
assumen the boolean program evaluates to false then the corresponding conditional in
the C program will evaluate to false.

Correspondingassumestatements i)’ and Q" with expressiong’ ande” are
merged into thessumestatemenassume{'&& e¢”’) in Q”’. That is, control inQ"”’ can
only proceed past thessumef control in both@’ and@” can proceed past tlessume
Conjunction ok’ ande” provides the most precise boolean abstraction of the C program
possible from the merge (disjunction is sound but not as precise as conjunction).

The assertstatement is the dual of treessumeThe C2BP tool guarantees that if
an assertpasses in the boolean program then it passes in the C program. Thus, the
merge of correspondingssertstatements i)’ and @’ with expressiong’ ande” is
assert¢’|[e”) in Q.

Merge of procedural callsProcedure calls in a boolean procedure are of the form:

ti,...,tp := foo(ei,...,en);
{Assignment of variables in calling context accordingta . . , ¢, }.

e1,...,e, are the actual expressions that are assigned (implicitly) to the boolean pro-
gram formals {p) in the signature ofooandt, . . ., t, are temporaries corresponding
to return predicatesi{y) in the signature ofoo.

Suppose inQ, another C procedure®, is called. InQ’ andQ”, the call toR is
abstracted as shown in Figure B, and R’ are two boolean procedures abstracted
from R and may be different. Suppose the mergerRéfand R” is R"’. The merged
procedure call iQ"” is as follows:

10



t', ot =R (e, . en); ..t =R (e, ... e );
{Assignment of variables iy’ } {Assignment of variables i)"' }

Fig. 6. Abstractions of the precedure call #in Q' andQ"”

t1/1/7 . 7ty//l = Rl/l(elll/, ce, 61/”);
{Assignment of variables i@"" according ta1"”, ..., t,”'}.
The expressiong;””, ..., e,””’, and the temporaries,”’, ..., t,””, are created corre-

sponding to the formal predicates and return predicates in the signat&é.dfising
the merge algorithm for assignments presented above, the expresgians. ,e,””’

in the (implicit) assignment to the formalsz”’ are derived from the assignment of
e1',..., ey tothe formalsf'r’ and the assignmentef”, ..., e,” to the formalsFr”.
The assignment of variables @& is derived from the assignment of variables()h
and the assignment of variablesgH .

3.3 An openissue: Function pointers

The method presented above does not support construction of boolean libraries for API
procedures that accept function pointers as formal parameters. Function pointers are
commonly used by procedures in an API to invoke procedures defined in the client pro-
grams that utilize the API. There are several problems that function pointers introduce.
First, the behavior of the APl is parameterized by the client code. This makes it difficult
to create a boolean library abstraction that is reusable in different contexts. Second, the
modification information for the API procedure now depends on what the client code
modifies (through the call to the function pointer). Thus, to support function pointersin
boolean program requires a great deal of parameterization for which we do not yet have
good technical solutions.

4 Properties of Merge Algorithms: Discussion and Theorems

Our approach to merging boolean libraries is sound, in other words, the boolean proce-
dure,@"’, constructed by mergin@’ and@” is a conservative abstraction §f. Our
approach is highly modularized and the merge of two corresponding statements from
Q' and Q" does not involve the analysis of other statements in the two procedures.
Therefore, the soundness of our approach is based on the soundness of the merge algo-
rithms for each statement. From the discussions above, it is easy to observe that for each
statement irQ), our algorithms construct a conservative abstraction of the statement.

The merged abstractiap’”’ also is more refined thaf)’ and@” since it combines
information from the statements in bafi and@”. The boolean abstractiadp)’ of the
procedure has only the predicates generated for the contexts in w@iekas model
checked. For example, the boolean library in Figure 3(a), precisely abstratiethe
branch through the procedune¢_deg however, it abstracts ttedsebranch imprecisely,
because of the lack of the predicéteX-1 . If this boolean library is used in place of
inc_decin model checking thenainprocedure in Figure 4(b) then SLAM fails to verify
the correctness of the assertion and reports a “give up case”.

11



The above observations are supported by two formal properties of the merge algo-
rithms. The first propertgoundnesstates that the boolean proced@#,, constructed
by merging two boolean procedurég, and@”, each being an abstraction of a C pro-
cedure(?, is also an abstraction @f, which means that every (feasible) execution path
in @ is a (feasible) execution path @"’. The second propertprecision states that
the set of execution paths allowed &’ is not larger than the set of execution paths
shared byQ’ andQ”.

Supposer’, E”, andE"" are the corresponding set of predicates@y @, and
Q'"", respectively. Therefordy’’ = E' U E”. Suppose’” is a predicate where” €
E’" andb” is the corresponding boolean variable=6fin QQ””’. Suppose is a feasible
path in@Q and{? is the state of) after executing.

Theorem 1. For any feasiblep in Q, it is guaranteed thap is a feasible path i) as
well. Furthermore, there exists an executiorpah Q" ending in a statd” such that
for everye” in E"', ¢’ holds inf2 iff &’ is true inT".

The proof of Theorem 1 is similar to the soundness proof [7] of the SLAM abstraction
algorithm, where we first prove that one execution stefyihas a corresponding se-
quence of execution steps in its abstraction constructed by SLAM and then we prove the
correctness of the algorithm using induction over execution steps. In the proof of The-
orem 1, we use the same induction. The only difference is that when we prove that one
execution step iid) has a corresponding sequence of execution ste@$’inwe, in ad-

dition, utilize the fact that each assignmemdsumeassertor procedure call statement

in Q" is the merge of the corresponding statementg’iand@” .

Theorem 2. " is, at least, as precise a3’ andQ"”: any execution path allowed in
Q" is also allowed by botl))’ andQ”.

From the merge algorithms, it is easy to observe th4t only allows a path that is
feasible in both)’ and@”.

5 Experiences with Windows Device Drivers

Windows device drivers are tightly coupled with the Windows OS. They interact with it
through the Windows Driver Model (WDM) API, composed of about 1000 procedures
and macros. We use Static Driver Verifier (SDV) to check the source code of a Windows
device driver for possible violations of safety properties. These properties formally ex-
press WDM safety rules that describe what it means for a device driver to be a good
client of the Windows kernel. The verification environment into which SDV places a
device driver for model checking has two types of models: (i) scenario molats (
nessepthat produce sequences of requests reaching a device driver through Windows
OS and (ii) operation modelstub3 of OS procedures through which the device driver
utilizes OS resources to perform requested actions with the device it controls. Presently,
models of the both types are written manually in C: the scenario models have a total of
800 lines and the operation models a total of 3000 lines.

The boolean library method we propose in this paper can be used to automatically
construct (train) all models of the second type, i.e. operation models. We have imple-
mented extensions to the SLAM toolkit to realize the method.-gkelib @ option
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PDEVICE.OBJECT loAttachDeviceToDeviceStack(IN PDEVICEBJECT SourceDevig
IN PDEVICE_.OBJECT TargetDevice

~

Fig. 7. Sample WDM procedure: loAttachDeviceToDeviceStack

NTSTATUS loSetDevicelnterfaceState(IN PUNICOH RING SymbolicLinkName,
IN BOOLEAN Enable)

Fig. 8. Sample WDM procedure: loSetDevicelnterfaceState

instructs SLAM to generate a boolean library for the C proceduadter performing a
verification run. The toobpmerge takes two boolean program libraries (of the same
set of procedures) and merges them as described previouslyusélé L option
instructs SLAM to perform model checking using the boolean libiaig place of the
corresponding OS functions whose abstractibreontains.

Using these tools, we experimented with training operation models for two WDM
functions, namelyloAttachDeviceToDeviceStaeakd loSetDevicelnterfaceStaf&0].
TheloAttachDeviceToDeviceStaftinction whose declaration is shown in Figure 7 has
102 lines of code. It attaches tls®urceDevicebject on the top of the chain of device
objects already attached over ffergetDevicebject and returns a pointer to the device
object to which th&SourceDevicebject was attached. Note that the returned device ob-
ject differs from theTargetDeviceobject if there indeed exist additional drivers layered
on top of the driver that controls tAargetDevicebject. This function returns NULL if
it could not perform the above action because, for example, the target device driver has
been unloaded. TheSetDevicelnterfaceStafienction whose declaration is shown in
Figure 8 has 26 lines of code. It enables or disables an instance of previously registered
device interface class. Ti&ymbolicLinkNamparameter is a pointer to a string iden-
tifying the device interface to be enabled or disabled. Ehableparameter indicates
whether the device interface is to be enabled or disabled. Depending on the value of
Enable the function performs different operations and returns different values.

In our experiments with these two functions, we used two real device drfders,
(9209 lines of code) anitbydisk(6601 lines of code), as a training set. FhttachDe-
viceToDeviceStackve used an existing SDV rule from the SDV package that checks
that the pointer returned by this function indeed points to the correct device object in
the chain of objects. FdoSetDevicelnterfaceStat@e constructed a new rule to check
that the parameters and the return value of the function are correctly correlated.

Our experiments with the two functions described above demonstrated that boolean
models of OS functions can indeed be built, trained and used with real device drivers.
These two functions and the corresponding rules are rather simple. The complexity
of their boolean models we automatically built appeared similar to the complexity of
the original C code and therefore we did not observe radical improvement in perfor-
mance when we verified drivers with boolean models instead of the original functions.
We, however, observed performance improvement (aR@i) on slightly more com-
plicated versions of these two functions we artificially constructed by introducing addi-
tional branches in theirimplementation bodies. A similar improvement can be observed
even on the toy example we used in Sections 2 and 3. Namely, the verification of the
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program in Figure 4(a) takes 6 iterations when we use the C code of prodedutec

given in Figure 2(a) and 4 iterations when we use the merged boolean library of this
procedure (in Figure 5). These experiments support our expectation that on a larger li-
brary of OS functions, our method will benefit not only from automation, but also from
performance improvement. Further experiments with our method are in progress.

6 Related Work

Environment modeling is an indispensable part of software model checking. Many rep-
resentations have been used to specify environment models. The most commonly used
are program languages such as C or Java (with extensions such as non-determinism),
design level specification languages such as Executable UML [11], and input languages
to model checkers such as Promela [12], SMV [13], and S/R [14]. Temporal logics have
also been used to specify environment models, mainly in the context of compositional
reasoning [15—18]. The representations we propose for environment models are boolean
libraries, which are especially suitable for environment modeling in model checking of
software implementations through predicate abstraction.

Scalable application of model checking requires automation of environment mod-
eling since manual environment modeling are time-consuming and error-prone. The
importance of automating environment modeling has also been discussed in several
other software model checking projects, such as Feaver [19] and Java PathFinder [20,
21]. However, there has been very limited effort on this problem. Our approach based
on boolean libraries enables partial automation of environment modeling which intrin-
sically requires some user interactions. Our goal is to automate environment modeling
as much as possible.

This paper explored the training approach for construction of boolean libraries,
which, in essence, selects predicates for abstracting C procedures by selecting a typical
set of programs that utilize these C procedures. There are other methods for selecting
and generating predicates, such as static and dynamic analysis. For example, Ernst et
al. [22] use dynamic analysis to discover “likely” program invariants that could be used
support predicate selection for the purpose of constructing boolean libraries.

7 Conclusions and Future Work

Our approach has two major contributions: (1) a new representation for environment
models, boolean libraries, and (2) a method to automation of environment modeling
based on boolean libraries. Although the concept of boolean libraries is proposed in
the context of model checking C programs through predicate abstraction, it has broader
applications in other approaches to model checking such as compositional reasoning.
Our approach currently does not handle function pointers in the C procedures from
which boolean libraries are to be generated. Use of function pointers is common in C
libraries. Extensions that handle function pointers even in some limited fashion could
broaden the application of our approach significantly. Anotherimportant future research
direction is how to combine different predicate selection techniques, such as training
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and static analysis, to facilitate quick construction of boolean libraries that are precise
enough for checking certain properties and also of minimal complexity.
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